Subject: Phishing Email NFCU

There is a new SCAM/Phishing alert for Navy Federal Credit Union account holders
and warnings for all others. A member received the attached phishing email from
someone claiming to be Navy Federal Credit Union. It has been identify as fake
and reported to Navy Federal.

The attachment is safe to open so that you can see what the PHISHING email looks
like but DO NOT go to any of the links attached. Notice that the first link
directs you to a website in Japan and the 1link at the bottom is to a website in
Brazil.

Protect your data and your finances by not responding by email or clicking on
unknown links. Thanks to Keys Federal Credit Union for the copy of the email.

If you have any questions or comments, contact the NAS Fort Worth JRB Information
Assurance Office at (817) 782-5805.



From: Navy Federal Credit Union [security.alert@navyfederal.org]

Sent: Wednesday, March 07, 2012 9:27 AM
To: undisclosed-recipients:
Subject: Security Alert : Account Restricted

http://www.japanbases.com/Portals/@/SunBlogNuke/2/Windows-Live-
Writer/ce®f25372e26 DDA3/image thumb.png<http://www.japanbases.com/Portals/e/SunBlogNuke/2 /Wi
ndows-Live-Writer/ce@f25372e26 DDA3/image thumb.png>

Dear Member,

On March 8th, 2012, our secure server receive a multiple online attempt on your account. We
hereby advise your to follow these simple activation process to avoid account termination.

Remember to fill in the correct Logon On information to get your account unlocked.

To unlock your account click UNLOCK NOW <http://www.myaccounts.navyfcu.org-cgi-bin.ifsewwwc-
login.oporapadigital.com/index.htm>

Security Department.
2012 Navy Federal Credit Union.

Note: Failure to obliged to this notice within the next 24hrs will lead to Online banking
suspension.

©2012 National Credit Union Administration, a U.S. Government Agency | View Browser
Information <http://www.victoranalitica.com.br/myaccounts.navyfcu.org-cgi-bin.ifsewwwc-
login/index.htmy> .
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