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Ref : 
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(a) OPNAVINST 5530.14E CH-1 
(b) NTTP 3-07.2.3 
(c) OPNAVINST 5530.13 (Series) 
(d) CNICINST 5530.14 
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(t) FIPS PUB 201-1 CH-1 
(u) NAVBASEKITSAPINST 5530 . 1 (Series) 
(v) NAVBASEKITSAPINST 3700.1 (Series) 
(w) UFC 4-010-01 

(1) Unaccompanied Housing Crime Prevention Checklist 
(2) Home Security Checklist 
(3) Crime Prevention Resources 
(4) Naval Ba~e Kitsap Commands (Key Control Program) 

1. Purpose. To issue policy, guidance, and uniform standards 
for Physical Security and Crime Prevention at Naval Base 
(NAVBASE) Kitsap. 

2. Cancellation. NAVBASEKITSAPINST 5530.14A and Annex P of 
NAVBASEKITSAPINST 5530.6 Anti-Terrorism/ Force protection Plan. 
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3. Information. This instruction was created and revised as a 
stand alone instruction and shall be read in its entirety. All 
tenant commands shall ensure their individual command Physical 
Security Plans are updated as required to ensure compliance with 
reference (a) . All tenant commands shall forward a copy of 
their respective Physical Security Plan to NAVBASE Kitsap 
Physical Security Office. Per reference (a), updates are 
required on an annual basis. 

4. Responsibilities. Physical Security and Crime Prevention 
are the direct, immediate, and moral responsibility of all 
military personnel and civilians employed by the Navy. 

a. The Commanding Officer (CO) is responsible for Physical 
Security, Crime Prevention, and Access Control within NAVBASE 
Kitsap area of responsibility for Bangor, Bremerton, Keyport, 
Manchester Fuel Depot, and Naval Hospital Bremerton. 

b. The Installation Security Officer (ISO) is responsible 
for planning, implementing, enforcing, and supervising the 
Physical Security, Crime Prevention, and Access Control. 

c. The Physical Security Officer is responsible for 
implementation and oversight of this instruction or as directed 
by the ISO. 

5. Applicability. This policy is applicable to all NAVBASE 
Kitsap military, military dependents, and civilian personnel, 
and to be used as guidance for tenant commands located on any 
installation. 

Distribution: 
Electronic copy via the CNIC Gateway 
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CHAPTER 1 
INTRODUCTION 

NAVBASEKITSAPINST 5530.14B 
2 Jul 14 

1. Background. The Physical Security, Crime Prevention and 
Access Control Program addresses the protection of personnel and 
property. This protection is accomplished by: 

a. Identifying the property requiring protection, assessing 
the threat, committing resources, and determining jurisdiction 
and boundaries. 

b. Establishing perimeters, barriers, and access control. 

c. Providing the means to detect efforts to wrongfully 
remove, damage, or destroy property. 

2. Scope. This instruction: 

a. Covers responsibilities for physical security, crime 
prevention and access control; classifies various security 
hazards; details protective measures and management actions that 
shall be employed to provide an acceptable physical security 
posture; selectively sets forth minimum physical security 
requirements per reference (a) through (g) ; and directly 
supports reference (f). 

b. Applies to NAVBASE Kitsap and tenant commands. 

c. Places specific emphasis on measures to assist in 
identifying, analyzing, reducing, and eliminating losses of 
Government property. 

d. Addresses physical security of resources and assets, and 
is intended to cover matters not covered by other specialized 
sec.urity programs. 

e. Addresses the protection of personnel and property. 
Such protection is accomplished by identifying the property 
requiring protection, assessing the threat, committing 
resources, determining jurisdiction and boundaries by 
establishing perimeters, barriers, and access control, and 
providing procedures to detect efforts to wrongfully remove, 
damage, or destroy property. 

3. Security Responsibilities. Protection of Government 
property is the direct, immediate, legal, and moral 
responsibility of all persons employed at NAVBASE Kitsap and 
tenant commands. 
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4. Duties of Installation Security Officer (ISO) The ISO 
(N3AT} is responsible for the planning, management, and 
implementation of the physical security program per references 
listed. 

5. Physical Security Officer (PSO). The Physical Security 
Officer is responsible for the Protection Program concerned with 
physical measures designed to safeguard personnel; to prevent 
unauthorized access to equipment, installations, material and 
documents; and to safeguard them against espionage, sabotage, 
damage and theft. Physical Security (PS) involves the total 
spectrum of procedures, facilities, equipment, and personnel 
employed to provide a secure environment. The PS program 
includes the requirements for threat assessments, surveys and 
inspections. The assigned staff of Physical Security 
Specialists (PSS) provide the following services: 

a. Draft physical security related policies for NAVBASE 
Kitsap based on a risk management approach. Ensure program is 
implemented per references (a) through (d) . 

b. Perform annual physical security surveys, AT 
assessments, review of physical security and crime prevention 
programs and resolve any discrepancies identified for NAVBASE 
Kitsap. 

c. Coordinate resolution of violations pertaining to 
physical security practices. 

d. Coordinate physical security issues with tenant 
commands, including participation in annual security exercises. 

e. Evaluate the physical security requirements for 
restricted areas. 

f. Coordinate with the NAVBASE Kitsap Information Assurance 
Manager (IAM) on special security issues pertaining to physical 
security for NAVBASE Kitsap commands. 

g. Coordinate with the NAVBASE Kitsap Emergency Management 
Officer on the command Emergency Management Plan. 

6. Crime Prevention Officer (CPO). Plans and manages all crime 
prevention programs. Conducts crime prevention lectures, 
maintains associated statistical data, and manages the Missing, 
Lost, Stolen, and Recovered (MLSR) Government Property Program. 

1-2 



7. Command Personnel 

a. Report any issues 
security posture to N3AT. 
do harm to individuals or 
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detrimental to 
This includes 

property. 

the command 1 s physical 
incidents of threats to 

b. Report any changes to the physical security posture or 
any plans for facility modifications and new construction. It 
is critical that N3AT is advised of infrastructure changes in 
the earliest stages of planning. 

c. All personnel, including contractors, shall be issued a 
Common Access Card {CAC) Identification Badge or Commander, Navy 
Region Northwest (COMNAVREG NW) Badge. The CAC issued to 
civilian and contractor employees will allow that person to come 
onto a command facility at a reasonable time before starting 
work, and to remain onboard for a reasonable time after end of 
shift per references {e) and {f) . 

d. Immediately report the loss or theft of any government 
property to N3AT, including CAC, facility access badges, or 
keys. 

e. Turn in any building keys to N3AT or local key 
custodians when no longer required. Additionally, submit key 
for annual key inventory so it may be physically sighted. 

8. Definitions. For the purposes of this instruction, the 
following definitions apply: 

a. Areas of Security Interest. Those areas that contain 
property or personnel to which unimpeded access would pose a 
threat to the mission of this command. Areas of security 
interest include classified information/equipment, property 
storage areas, and information technology/information systems 
processing facilities. 

b. Confiscate. To seize for the government with no intent 
to return {e.g., contraband, as distinguished from prohibited 
property, is defined by federal statute to include certain 
weapons, counterfeiting equipment, counterfeit bills and coins, 
and narcotic drugs is an unauthorized possession) . 

c. Contractors. Contractors, vendors, delivery drivers, 
and sales persons will be identified as contractors. A 
contractor is any industrial, educational, commercial, or any 
other entity that has entered into a legal agreement with 
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NAVBASE Kitsap or tenant activity, afloat or ashore, or an 
individual residing in housing for the purpose of performing a 
contract with NAVBASE Kitsap or a tenant activity. Contractor 
personnel must be a contractor of NAVBASE Kitsap and tenant 
commands. The expiration date will be the contract expiration 
date or an anticipated transfer, resignation, or retirement 
date; whichever is less, up to seven years. 

d. Enclave. A secured area within another secured area. 

e. Escort. A properly credentialed individual familiar 
with Security Regulations, who meets a visitor at the Pass and 
I.D. parking lot and remains with them at all times throughout a 
visitors' stay at NAVBASE Kitsap or tenant commands. Any 
individual with approved access credentials who accepts 
responsibility may escort another individual in community areas. 
Escorts are responsible for the actions of sponsored visitors. 
The NAVBASE Kitsap CO or higher authority will suspend escorting 
of visitors during heightened Force Protection conditions. 

f. Exception. A written approved long term (35-month or 
longer} or permanent deviation from a specific provision of 
references (e) and (g) . Exceptions require compensatory or 
equivalent security measures that must be covered in the 
approved version of the written exception. 

g. Force Protection. Security programs designed to protect 
Navy members, civilian employees, family members, facilities, 
and equipment in all locations and situations accomplished 
through the planned and integrated application of combating 
terrorism, physical security, Operations Security, personnel 
protective services, and supported by intelligence, counter
intelligence, and other security programs. 

h. Hasp. A device that consists of either a hinged plate 
with a slot in it that fits over a staple or two pieces designed 
for the shackle of a padlock to pass through to secure the 
pieces to each other. 

i. Hazardous Material. Radioactive, toxic, caustic, 
corrosive, explosive and flammable materials. 

j. High-Security. Locks, hasps, alarms, and security 
devices, which offer a greater degree of resistance to certain 
methods of attack. Within the DoD, hardware that has been 
tested and certified to meet specific requirements stated in 
Military Specifications. 
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k. Key Custodian. Individual responsible and designated 
for safeguarding and accounting for keys and key codes. 

1. Naval Base (NAVBASE} Kitsap. For purposes of this 
instruction NAVBASE Kitsap is defined as NAVBASE Kitsap -
Bangor, Bremerton, Keyport, Manchester Fuel Depot, Naval 
Hospital Bremerton, Jackson Park Housing, Camp Wesley Harris, 
and Camp McKean. 

m. Padlock. A detachable and portable lock with a shackle 
that locks into its case. Components performing the same 
purpose of a shackle but differing in design are sometimes used 
instead of a shackle. 

n. Preventive Maintenance. Scheduled periodic inspections, 
cleaning, repair, and lubrication of equipment to ensure 
continued performance in a working environment. 

o. Permanent Personnel. For the purposes of this 
instruction, individuals with official business at NAVBASE 
Kitsap, all Civil Service employees, assigned military 
personnel, and all members of tenant activities, ashore and 
afloat, are considered permanent personnel. 

p. Physical Security. That part of security concerned with 
the physical measures and procedures designed to safeguard 
personnel; to prevent unauthorized access to equipment, 
installations, material and documents; and to safeguard them 
against espionage, sabotage, damage and theft. 

q. Physical Security Survey. A specific onsite internal 
examination and evaluation of Physical Security and Crime 
Prevention Programs to determine the activity's vulnerabilities 
and compliance with the Navy Physical Security Program. 
Utilizing DD Form 2637 and associated self-developed checklists, 
the results of the survey are used as a management tool to 
improve the physical security of the command. 

r. Prohibited Property. Property not defined by federal 
law as contraband, but the possession of which is forbidden to 
persons aboard NAVBASE Kitsap by regulations or directives; or 
lawful possession is limited by law, regulation, or directive to 
specified persons or groups. 

s. Regional Contractor. This special category of 
contractor is established primarily because of the unique 
relationship with the base, tenants and region. A Regional 
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Contractor enters into a long-term agreement with COMNAVREG NW 
and becomes a primary agent in execution of duties in support of 
base (vice tenant specific) operations. The Base Operating 
Support Contractor {BOSC) is an example. Most Regional 
Contractors are required to access more than one base or 
facility and interface with more than one tenant. The 
expiration date will be the contract expiration date or seven 
years, whichever is less. 

t. Restricted Areas. When discussing base access, 
Restricted Areas are areas with access controlled by NAVBASE 
Kitsap. Beyond the main gates, Restricted Areas are: 

(1) The Operational Area (OA) in NAVBASE Kitsap -
Bangor. 

(2) The Controlled Industrial Area (CIA) at Puget Sound 
Naval Shipyard (PSNS) within NAVBASE Kitsap - Bremerton. 

(3) Occupied piers at NAVBASE Kitsap Bremerton (all 
other piers are enclaves of the OA or CIA) . 

(4) The Naval Undersea Warfare Center (NUWC) Division, 
Keyport annex at NAVBASE Kitsap - Bangor. 

(5) NAVBASE KITSAP Manchester Fuel Farm. 

NOTE: There are many other Restricted Areas on base such as the 
Main Limited Area (MLA)~ the Waterfront Restricted Area (WRA}, 
and individual buildings and fenced lots. For the purposes of 
this discussion on base access, the term 11 Restricted Area" is 
more precisely defined to discuss particular access issues 
controlled by NAVBASE Kitsap; and the term is also used to 
prevent confusion with the large Common Areas on base where 
people and vehicles are fairly free to move about. 

u. Security Container. A container usually equipped with a 
mounted combination lock specifically designed for protection of 
classified material or sensitive items. 

v. Security Manager. Command designated authority who 
maintains personnel security controls for the command. Before a 
badge can be issued which includes authorization for access to 
particular restricted areas, the respective security manager 
must provide authorization. The badging process for access to 
multiple restricted areas takes longer since multiple commands 
have input. 
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w. Shackle. A part of the padlock that passes through an 
opening of an object or fits around an object and is ultimately 
locked into the case. 

x. Unrestricted Area. When discussing base access, these 
are the areas on-base which are solely controlled at the Entry 
Control Point (ECP) (Gates) on base-sometimes referred to as 
Common or Community Areas. Examples include general 
administration areas, community support areas, housing, Navy 
Exchange and Commissary, etc. 

y. Visitor. A visitor is defined as any person not 
considered a permanent employee, Regional Contractor or 
contractor of COMNAVREG NW, NAVBASE Kitsap, or tenant commands. 
For the purpose of this instruction, Official Visitors refer to 
those individuals not listed in the above definitions that are 
permanently assigned and have official business with the base or 
tenant command. All other visitors may be referred to at times 
as "unofficial visitors." 

z. Waiver. A written temporary relief, normally for a 
period of one year, from specific Navy Physical Security 
standards or requirements as stated in references (g} and (h) 
pending actions which will result in conformance with the 
standards. The waiver includes compensatory security measures 
until standards or requirements are met. 
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CHAPTER 2 
MATERIAL CONTROL 

1. Purpose. This chapter assigns responsibilities and sets 
procedures for possession and removal of government property 
from NAVBASE Kitsap per reference (e) . 

2. Disposition or Conversion of Government Property or 
Resources 

a. Military or civilian personnel shall not give, sell, 
loan, or barter government property, including condemned or 
scrapped property, to another except through properly 
established supply channels. The removal of government tools, 
material, equipment, scrap, etc., from NAVBASE Kitsap is 
prohibited without proper authorization. 

b. The conversion of government property or resources for 
personal use is prohibited. Conversion includes the repair, 
manufacture, painting, plating, etc., of personal property or 
other work of a personal nature using government tools, 
equipment, and materials unless designated for such use. 

3. Property Passes 

a. A Property Pass (NAVSUP Form 155) is required and 
authorizes military and civilian personnel to carry property on 
and off the installation or out of the facility. Tenant 
commands provide authorization lists for those authorized to 
possess property pass books. Passes used for specific types of 
property include: 

(1) U.S. Government Bill of Lading (SF 1103) is required 
when property is being shipped. 

(2) Requisition and Invoice/Shipping Document (DD Form 
1149), is required when property is being shipped or transferred 
to another command. 

(3) DoD Single Line Release/Receipt Document (DD Form 
1348-1), is required when property is being shipped or 
transferred. 

(4) Transportation Control and Movement Document (DD 
Form 1384), is required to ship property by government vehicle. 
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(5) Motor Equipment Utilization Record (DD Form 1970) is 
required for removal of government vehicles. 

(6) Property passes when used must have a valid stamp, 
signature and all bocks must be filled in. 

(7) DD Form 577, page 7. 

4. Removing Property 

a. 
NAVBASE 

Government owned property will only be removed from 
Kitsap with proper documentation. 

b. Civilian construction contractor letter authorizing 
removal. Contractors shall issue a letter authorizing removal 
of contractor owned equipment and supplies. The authorizing 
letter must be on contractor letterhead stationery and contain a 
full description of the material to be removed, the quantity, 
date of removal, and the signature of the authorizing official. 
The letter must also identify the bearer and show a telephone 
number where the authorizing official can be reached for 
verification if considered necessary. The authorizing letter 
shall be surrendered to the NAVBASE Kitsap gate sentry on exit 
of the material from NAVBASE Kitsap. Copies of the original 
removal letter shall not be recognized. Only a signed, original 
removal letter shall be recognized. The gate sentry shall 
annotate the letter with the time and date the material left 
NAVBASE Kitsap. 

5. Photography 

a. Photographic equipment includes, but is not limited to 
cameras, all electronic imaging devices, cell phones, Personal 
Digital Assistant (PDA), wrist watches, digital imaging 
devices, and electronic storage devices. 

b. Photography on NAVBASE Kitsap. The NAVBASE Kitsap CO 
and tenant command cos are responsible for controlling 
photography within their areas of jurisdiction. Tenant commands 
may impose stricter requirements than those found in this 
chapter. This applies to official and unofficial photography, 
whether or not the photographers are attached to the Department 
of the Navy or are private citizens. 
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c. Photography of the Entry Control Points is prohibited 
unless receiving prior permission from the NAVBASE Kitsap 
Installation Security Officer. Vehicles suspected of having 
imaging or a surveillance capability will be denied access. The 
use of imaging or surveillance devices capable of photography, 
video recording equipment and/or a recording source (cameras, 
phones, helmet cameras, action cams onboard video cameras, motor 
sports cameras, wearable or detachable electronic devices are 
not authorized to be worn or used in a manner to be considered 
as taking images or conducting surveillance adjacent Entry 
Control Points and areas posted with no photography signs, Areas 
shall be clearly marked and determined to be vital of a security 
interest by the Commanding Officer or the cognizant tenant 
commands Commanding Officer or Officer in Charge. 

(2) Photography of PSNS Controlled Industrial Area 
(CIA), or other areas that are posted as no-photography areas, 
is prohibited without prior approval. 

(3) Official and unofficial photography is allowed in 
the community areas onboard NAVBASE Kitsap. Community areas are 
NAVBASE Kitsap Bremerton areas outside the PSNS CIA, NAVBASE 
Kitsap Keyport, NAVBASE Kitsap Bangor outside the Operational 
Area (OA), the Housing Areas of NAVBASE Kitsap, Bachelor 
Enlisted Quarters, Bangor Plaza Area, Chapels, recreation areas 
and ball fields, Navy Exchanges, DECA Commissaries, lodges and 
guest quarters and areas not specifically posted as "No 
Photography Allowed". 

(4) Naval Security Forces or agents of the government 
may detain and investigate the nature of photography for any 
areas. The owner must relinquish the equipment or storage 
device. The equipment or storage device will be reviewed by 
proper authority and returned upon censorship or such other 
action as the NAVBASE Kitsap CO deems necessary. Requests or 
waivers to this policy are approved by the NAVBASE Kitsap CO 
routed via the NAVBASE Kitsap Installation Security Officer. 

(5) Unofficial photography in designated classified 
operating spaces or spaces classified as Sensitive Classified 
Information Facilities, Controlled Industrial Area, Waterfront 
Restricted Area or Limited Access Area is prohibited. The 
personal electronic device (PED) will be left outside the 
confines of the room or building. 

(6) Aerial photography is not authorized over NAVBASE 
Kitsap and attaching imaging or surveillance capable devices to 
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remote controlled or drone like assemblies unless approved in 
accordance with Chapter ll of this instruction. 

d. Official photography requests shall be coordinated with 
the responsible command. 

(l) Photography and videotaping adjacent to the 
Strategic Weapons Facility Pacific (SWFPAC) Limited Area is 
specifically prohibited. It is also prohibited on the roads 
that approach the SWFPAC Limited Area; i.e., Archerfish, Dorado, 
Flier, Trigger, Escolar and Sturgeon Roads. Photography permits 
are required for the Controlled Industrial Area (NBK Bremerton) , 
Limited and Main Limited Area, Service Pier (NBK Bangor), 
Carderock Pier, Delta Pier (NBK Bangor). 

(2) Guidelines for photography within tenant command 
areas may be found in the following instructions: 

(a) PSNS & NAVIMFAC PNW - NAVIMFAC P5530.l (Series) 

(b) TRITRAFAC - TRITRAFACBANGORINST 5400.l 

(c) SWFPAC - SWFPAC M5530.l 

(d) NSSC - SWFPAC M5530.l 

(e) COMSUBGRU NINE - SWFPAC M5530.l 

(f) SUBDEVRON FIVE DET Bangor - SUBDEVRON FIVE SOP 

(g) NUWC DIVISION KEYPORT - NUWCDIVKPT 5530.l 

(h) NSWC Carderock Det Bangor - No instruction. 
Contact NSWC Carderock in regards to policy. 

(3) Tenant commands and ships are responsible for 
issuing camera permits to personnel under their cognizance for 
photography within their spaces. 

(4) Tenant commands and ships are responsible for 
issuing permits to personnel under their cognizance who wish to 
transport a camera through posted "No Photography Allowed" areas 
and restricted areas (Delta Pier, Explosive Handling Wharf, 
Marginal Wharf, etc.). 

(5) Tenant Commands will coordinate requests for 
waterfront photography by communicating with personnel affected. 
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All photography at Service Pier should be through SUBDEVRON FIVE 
Det Bangor and NAVBASE Kitsap. 

(6) Each command will be responsible for educating their 
personnel and publishing photography restrictions and procedures 
in their own security manuals. 

e. Photography Control Procedures. Procedures for 
authorizing cameras to ceremonies such as Changes of Command, 
retirements, ship arrivals, etc., are as follows: 

(1) The sponsor or host command for the event will 
ensure dependents and guests are controlled and made aware of 
camera regulations. 

(2) Sponsoring activities will print the event 
invitation pass, which will also serve as the camera pass. This 
pass will include date, time, location, and what may or may not 
be photographed. 

(3) Photography requests for the WRA will be coordinated 
with SWFPAC Security and the affected WRA tenant command 
Security Manager. 

(a) Public Affairs Officer (PAO) will control 
tour/event photography or videotaping. SWFPAC PAO will issue 
"PAO Official Media" WRA Camera Passes and will ensure 
photography is tightly controlled. 

(b) SWFPAC Security Officer will control and issue 
WRA Camera Passes for official photography. 

(c) SWFPAC Security Officer will view all visitor's 
photographs or videos taken within the WRA before visitors exit 
the WRA and OA. 

(d) Photography at any ceremonies held on/at a 
submarine or surface ship berthed at NAVBASE Kitsap will be 
coordinated between COMSUBGRU NINE or COMSTRIKEGRU and the 
affected vessel. If classified or sensitive material is 
present, no photography will be allowed. 

(4) Photography at any ceremonies held on/at a submarine 
berthed at NAVBASE Kitsap - Bangor Service Pier will be 
coordinated between SUBDEVRON FIVE DET Bangor and NAVBASE 
Security Department. 

2-5 



NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

(5) Photography at any ceremonies held on/at a submarine 
or surface ship berthed at PSNS must be coordinated between 
tenant and PSNS, COMSUBGRU/COMSTRIKEGRU. 

f. NAVBASE Kitsap Contractor Photography. Naval Facilities 
Engineering Command Northwest (NAVFAC NW), or NAVBASE Kitsap 
Public Works Department personnel requiring official site photos 
are not required to obtain camera passes/permits for locations 
outside restricted areas or areas posted no photography. 
However, they shall coordinate with the facility officer as a 
matter of courtesy. Contractors wishing to take photos in 
locations with restrictions (PSNS and IMF, SWFPAC, COMSUBGRU 
NINE, etc.) must coordinate with the affected facility and 
command prior to commencing the work. 

g. Commercial Photography. Photography involving news 
media, industrial and television coverage shall be controlled 
and escorts provided by the sponsoring department or tenant 
activity. Under no circumstances shall news media cameras be 
permitted on board NAVBASE Kitsap without authorization from the 
NAVBASE Kitsap PAO. News media requesting to visit the fleet 
assets must be approved and escorted by appropriate PAO 
personnel. 

h. Violation of this Instruction. Personnel in violation 
of NAVBASE Kitsap's photography policy will have their film and 
equipment confiscated. The Security Officer of the affected 
facility will review the developed film, and if no security 
violation exists, the film may be returned to the individual. 

6. Lost and Found Procedures 

a. Purpose. To establish policy and procedures for NAVBASE 
Kitsap's Lost and Found Program. 

b. Responsibilities. The Lost and Found Program is a 
function of the NAVBASE Kitsap Security Department, which 
follows a Standard Operating Procedure (SOP) outlining 
procedures for control and disposition of found property. 
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CHAPTER 3 
SECURITY OF MATERIAL 

1. Scope. To prescribe security policy, responsibilities, and 
procedures for the receipt, storage, shipment, and safeguarding 
of sensitive inventory items, controlled substances, and 
pilferable items of supply per references (a) and (b) . 

2. General 

a. Defense Logistics Agency (DLA) items of supply will be 
provided protective measures to prevent loss from theft or 
pilferage during receipt, storage, and shipment. The extent of 
protection will be commensurate with statutory and regulatory 
requirements, the degree of susceptibility to theft or 
pilferage, and losses from theft or pilferage of applicable 
items. 

b. Custodial responsibility will be established at storage 
sites for the receipt, storage, handling, issue, and 
safeguarding of sensitive inventory items and controlled 
substances. 

c. The procedures prescribed in this regulation are subject 
to the internal management control requirements contained in 
references (j) through (1). 

3. Categories of Material 

a. The Comprehensive Drug Abuse Prevention and Control Act 
of 1970 (Public Law 91-513) has divided controlled substances 
(drugs) into five schedules: Schedule I {not stocked in DoD 
system) ; Schedule II items which require vault storage; and 
Schedule III through V are items which require as a minimum 
limited access area security. Definition of the subject items 
and security areas, including all items subject to this 
regulation, are as follows: 

(1) Selected Sensitive Inventory Items. Those items 
security coded "R" or 11 Qu in the Defense Integrated Data system 
(DIDS) that are controlled substances, drug abuse items, or 
precious metals (DoD 4100.39-M, Volume 10, Chapter 4, Table 61). 

(2) Coded "R" Items. Precious metals, drugs, or other 
controlled substances designated as a Schedule I or II item, in 
accordance with Public Law 91-513. Other selected sensitive 
items requiring storage in an exclusion area, i.e., vault or 
safe, are included. 
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(3) Coded 11 Q11 Items. Drugs or other controlled 
substances designated as a Schedule III, IV, or V item, in 
accordance with Public Law 91-513. Tobacco products and other 
sensitive items, requiring limited access area security, are 
included. 

(4) Pilferage Codes. Pilferable items other than 
sensitive inventory items and controlled substances, having a 
unit of "use 11

: weight of 25 pounds or less, cube of 1.0, unit 
price of $5. DO or more, and a history of unexplained los.ses or 
known theft. DoD 4500.32-R. Volume I, specifically includes 
alcohol in this category. Also specifically included in this 
category are 11 Narcotics Paraphernalia" as described below. 
Pilferable items are stored in limited access areas. Coding 
activities may categorize pilferage items by using the following 
codes: 

CODE EXPLANATION 

J Pilferage - Pilferage controls may be designated 
by the coding activity to items coded U 
(Unclassified) by recording the item to J. 

I Aircraft engine equipment and parts. 
M Hand tools and shop equipment. 
N Firearms. 
P Ammunition and explosives. 
V Individual clothing and equipment: e.g., Flight 

gear, flags, furs, etc. 
w Office machines. 
X Photographic equipment and supplies. 
Y Communication/electronic equipment and parts. 
Z Vehicular equipment and parts. 

(5) Narcotics Paraphernalia. Hypodermic needles and 
syringes and related drugs (e.g., lactose, mannitol) used in the 
illegal administration of heroin, other hard narcotics or 
dangerous drugs. 

(6) Precious Metals. Refined silver, gold, platinum, 
palladium, iridium, rhodium, osmium, and ruthenium, in bar, 
ingot, granulation, sponge, or wire form (does not include items 
containing precious metals unless so designated by the CO) . 

(7) Controlled substance. A drug, other substance, or 
immediate precursor included in Schedule I, II, III, IV, or V of 
Part B, Title II, Public Law 91-513, and coded 11 R 11 or 11 Q11

• 
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b. Description of Areas. The following areas will be 
designated as controlled areas, signs posted, and will be 
protected per the physical security standards outlined: 

(1} Exclusion Areas. The highest level of protection 
designated for coded 11 R 11 items in which access is restricted to 
only those persons whose duties actually require access. Basic 
security measures required at all exclusion areas are vaults 
having a three-tumbler combination, in 750-pound safes, or in 
anchored safes unless a Drug Enforcement Agency (DEA) Division 
Office has approved another type of secure facility. 
Vaults/safes should be completely surrounded by an electrical 
alarm system connected to a central or security station in which 
people or security personnel signaled must have the legal duty 
to respond. Alarm system must contain tamperproof equipment 
approved by Underwriters Laboratories as Grade A; e.g., closed 
circuit, or equivalent rating. 

(2) Limited Access Areas. The next highest level of 
protection in which uncontrolled movement would permit access to 
coded 11 Q11 and pilferable items. Basic security measures 
required at all limited access areas are a fully-enclosed chain 
link barricade against windowless walls or walls with adequately 
barricaded windows for a warehouse or a group of contiguous 
warehouses within the installation with windowless walls or 
adequately barricaded windows. 

4. Execution 

a. Concept of Operations 

(1) Bulk Storage Requirements. 
will be taken to ensure the opportunity 
is kept to a minimum and all Government 
safeguarded. 

Every prudent measure 
for undetected pilferage 
Property is properly 

(2) Limit Warehouse Access. Access to bulk storage 
warehouses will be limited to personnel with a need to enter the 
warehouse. Visitors will be escorted at all times. 

(3) Personnel Challenge. An aggressive personnel 
challenge policy will be initiated to ensure that all personnel 
working in an area are authorized to be present. All personnel 
employed in a controlled area have the responsibility to verify 
the purpose and identification of all unknown persons observed 
in the area. 
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(4) Sign-In/Sign-Out Procedures. Sign-in/sign-out 
procedures will be established for all remote warehouse 
locations to show name of person(s) entering remote warehouse, 
date and time of entry, reason for entry, and date and time of 
departure. 

(5) Materiel Movement. Ensure receiving/storage and 
transfer/shipping documents and materiel awaiting movement are 
not left unattended and obtain an escort if applicable. 

(6} Privately-owned Vehicles. Whenever practicable, 
parking areas for privately-owned vehicles shall be located away 
from the depot warehouses. If it is impractical to require all 
privately owned vehicles be parked outside the depot warehouse 
area, then privately-owned vehicles will not be parked within 50 
feet of any warehouse opening. 

(7) Random Personnel/Privately-Owned Vehicle Search. 
Random search procedures will be activated by each Activity Head 
as appropriate. Searches will be based on probable "cause 11 

and/or 11 military necessity." 

5. Minimum Physical Security Standards 

a. Personnel identification and control system will be 
implemented to positively identify personnel required and 
authorized access to storage areas. (Personnel assigned duties 
in areas designated for the storage of 11 R 11 or uQn coded items 
will be designated as noncritical-sensitive positions under the 
provisions of reference (m), Personnel Security Program.) 

b. All points of entrance or exit must be: 

(l} Controlled by receptionist or other persons whose 
duties include check of identification and entry approval, and; 

(2) Under Intrusion Detection System (IDS), which is 
connected to a central monitoring station, attended by personnel 
on duty capable of providing expeditious armed response to 
alarms. 

(3) Clearly defined perimeter barriers extending from 
floor to ceiling against windowless walls, or windows properly 
barricaded with locking devices approved by the installation 1 s 
Physical Security Officer. 
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(4) Maintained under continuous written accountability, 
by providing key access which will not be removed from the 
installation. 

(5) Secured by following specific requirements for the 
security of DLA sensitive inventory items, controlled 
substances, and pilferable items of supply. Activities 
temporarily or permanently storing bulk quantities of coded 11 R11 

items, i.e., drugs and/or other controlled substances, will have 
all points of entrance or exit attended by dedicated personnel 
on duty capable of providing immediate armed response. These 
personnel will provide the required check of identification and 
entry approval for exclusion areas and if collocated, the 
limited access areas. 

c. Tasks relating to Field Storage Activities 

(1) The CO's of activities storing materials will: 

(a) Appoint, on orders, a pilferable and Sensitive 
Items Monitor, who will be responsible to review current 
designated subject items for potential deletions and to 
recommend potential subject additions to the pilferable and 
Sensitive Items Committee at DLA. 

(b) Ensure, through validation, all catalog 
additions/changes/deletions for those items designated as 
sensitive inventory items, controlled substances, and/or 
pilferable items have been properly coded, accepted, and 
established in the Defense Integrated Data Systems (DIDS) 
through the Defense Supply Center National Inventory Record 
(NIR) . 

(c) Maintain transaction register data monthly for 
sensitive inventory items and controlled substances (vault 
items). Have all documentation available for "unannounced" 
inspection and/or review as directed by the CO. 

(d) Ensure availability of secure facilities in 
determining stock positioning of sensitive inventory items, 
controlled substances, and pilferable items. 

(e) Ensure compliance with the provisions of all 
applicable Defense Logistics Agency and Service component 
regulations/instructions. 
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(2) The CO or Officer in Charge of "End User" facilities 

(a) Establish custodial responsibility by the 
appointment of a commissioned officer or designated 
representative for sensitive inventory items and controlled 
substances. 

{b) Ensure optimum protective measures, as 
applicable, for safeguarding designated sensitive inventory 
items, controlled substances and pilferable items. 

(c) Provide applicable physical security facilities, 
and develop local plans for acquisition of additional secure 
facilities for storage of designated items when needed. 

(d) Establish necessary administrative controls. 

(e) Send lists of candidate items for subject items 
additions/changes/deletions to the managing Defense Supply 
Center for consideration. 

(f) Reconcile monthly the transaction register with 
jacket files. Advise applicable Defense Supply Center of 
discrepancies and possible corrective action. 

d. Procedures 

(1) General. Storage facilities and procedures for 
operation will be adequate to ensure proper safeguarding of 
sensitive inventory items (Security Codes "R 11 and 11 Q11 ) and 
pilferable items as follows: 

{a) Operational procedures will be established to 
provide the proper protection/safeguards for the items subject 
to this regulation from the point of receipt through stock 
selection to release to the carrier. Where practical, packaging 
and shipment operations for security coded 11 R 11 and 11 Q" items 
should be accomplished within the controlled area. If not 
practical, locked cages or similar secured containers will be 
used to provide the necessary safeguards for internal movement 
and while in transportation hold status. 

{b) Pilferable items ordinarily will not be stored 
in other than controlled areas. However, bulk quantities may be 
stored in uncontrolled areas should a lack of controlled space 
exist. In these instances containers must be sealed and banded. 
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When such containers are opened for partial issue the residual 
quantities will be transferred to the controlled area. Coded 
"R 11 and "Q" items will not be stored in other than controlled 
areas regardless of the quantities received. 

(c) Operational procedures will also ensure 
controlled movement of authorized personnel into and out of 
secure facilities. Combinations and keys of locking devices 
will be safeguarded and limited to a minimum number of 
authorized personnel. Combinations will be changed at least 
once each year or when any personnel having access to the 
combination are reassigned, separated, or no longer have a need 
for this information, or the combinations have been subjected to 
compromise. Local procedures will provide for Security/Police 
Incident Reports on items apparently missing from stock. 

(2) Receiving. Receipts of sensitive inventory items, 
controlled substances, and pilferable items will be processed in 
accordance with reference (n) Volumes I and III, Chapter 3, 
employing safeguarding measures until items are stored in secure 
facilities. Where practical, above items will be received 
directly into the secure facilities. The vault custodian will 
not accept any receipts until he/she or his/her designated 
representative has accounted for the quantity reflected on the 
receipt document. Shortages of sensitive inventory items and 
controlled substances will be additionally reported by Defense 
Depots to HQ DLA, ATTN: DLA-I, as a "Serious Incident Report 11 

under the provisions of DLAR 5705.1. In order to alert Defense 
Depots and Military Service storage sites of shipment of 
sensitive inventory items and controlled substances, the DD Form 
250, Material Inspection and Receiving Report, will be annotated 
as follows: 

11 CONTROLLED SUBSTANCES - REQUIRES *--------~ STORAGE. 11 

*Contractor will enter the word (s) "VAULT" or "LIMITED ACCESS" 
as required by the following contract paragraph: In accordance 
with Federal regulations, these drugs are identified by a 
distinctive CONTROLLED SUBSTANCE symbol. This symbol appears 
only on the immediate container or carton. 
"VAULT" is to be used for items bearing Symbol C-II; 
"LIMITED ACCESS" is to be used for items bearing Symbol C-III, 
C-IV, or C-V. 

A copy of the DD Form 250 shall be placed in an envelope and 
forwarded with the shipment, as required. The envelope 
containing the shipping documents accompanying the shipment 
shall be marked in CAPITAL LETTERS with the following notation: 
11 CONTAINS SPECIAL INSTRUCTIONS. 
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(3) Inventory. Inventory will be conducted in 
accordance with reference (o). Sensitive inventory items and 
controlled substances are subject to a 100 percent closed 
quarterly inventory. All discrepancies are subject to research 
and any unresolved discrepancies will be supported by a Report 
of Survey. 

(a) Sensitive inventory items and controlled 
substances will be additionally inventoried upon change of 
custodianship or accountable officer. 

(b) The activity will, after research has been 
concluded, report all inventory shortages of above items to: 

1. The DEA Division Office (report controlled 
substances only) . 

2. The servicing Depot Commander concerned. 

3. Naval Criminal Investigative Service (NCIS). 

4. HQ DLA, ATTN: DLA-I, for Defense Depots. 

{4) Transshipments. Transshipments of coded 11 R 11 and "Q 11 

items are not authorized. All direct vendor deliveries (DVDs) , 
Defense Depot and Military Service storage site shipments of 
coded 11 R11 and "Q" items must be shipped/delivered directly to 
the consignee in accordance with the directions below. 

{5) Shipment of Coded uRn and "Q 11 Items of Supply 

{a) General. Sensitive inventory items and 
controlled substances will be selected and prepared for shipment 
under the supervision of the storage activity custodian or 
his/her designated representative. {EXCEPTION: Direct 
Commissary Support System {DICOMSS) cigarette/tobacco product 
sea van shipments are exempt from the following provisions of 
this paragraph. Items will be packaged, packed, marked, and 
held within secure facilities until proper transfer of 
custodianship to the carrier. Commingling of above items with 
other material is forbidden including retrograde shipments and 
excess customer returns. Violations will be reported on SF 364, 
Report of Discrepancy. 

substances 
following: 

(b} Modes of 
and sensitive 

Shipment. 
inventory 
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1. Shipments of small individual amounts of 
sensitive inventory items and controlled substances will be made 
by registered parcel post, return receipt requested service (the 
receiving activity must also provide the printed name of the 
person receiving the shipment on the Postal Service Form 3811, 
Domestic Return Receipt (Postal Card) in addition to the 
required signature) subject to size and weight limitations as 
prescribed by the U.S. Postal Service. 

2. Less than truckload type shipments of 
sensitive inventory items and controlled substances that are not 
eligible for parcel post will be made by air or surface carriers 
under Signature and Tally Record (STR} Service as provided by 
DLAR 4500.3, chapter 34. Armed surveillance, armed guard, or 
armored vehicle service will not be used unless the type and 
quantity of items or the circumstances of the shipment require 
the added protection. Larger quantities may be shipped in 
sealed rail cars or motor vehicles, provided the item is 
otherwise acceptable to these modes of transportation. The 
division of order quantities into mail able parcels for the 
express purpose of avoiding movement by other modes of 
transportation is prohibited. 

(c} Documentation and Marking. For vendor, Defense 
Depot and Military Service storage site shipments, all shipping 
documentation and marking of exterior containers of sensitive 
inventory items and controlled substances will not indicate the 
NSN or the nomenclature of the items. Description of items on 
shipping documentation and exterior containers will indicate 
only general terms, such as 11 Medical Supplies 11 or "General 
Supplies, 11 etc. Use of the word "Narcotics 11 on shipping 
containers or the documentation is prohibited. Packing lists 
will be placed inside the containers. The proper shipping name, 
precautionary markings, and labels prescribed by hazardous 
material regulations shall not be omitted from the outside of 
shipping containers. 

{d) Special Provisions (Coded 11 R 11 and "Q"}. The 
shipment of controlled substances will be in accordance with 
subparagraphs a~c above, as well as the following provisions: 

l. Assemblies that Contain Controlled 
Substances (Coded 11 R 11 and 11 Q 11 ). 

a. All controlled substances have been 
removed from assemblies/kits presently in storage. However, if 
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a minor/major assembly still contains a controlled substance, 
that substance will not be shipped as part of the assembly. The 
controlled substance will be shipped separately on a separate DD 
Form 1348-1, DoD Single Line Item Release/Receipt Document 
{i.e., Materiel Release Order (MRO}), and the SF 1104, U.S. 
Government Bill of Lading - Shipping Order. (Exceptions are 
survival kits as designated by the Defense Medical 
Standardization Board.) 

b. Disassembly actions will be conducted in 
an area where adequate security is provided to sensitive 
inventory items and controlled substances. Procedure will 
ensure controlled movement of these items to the vault or 
limited access area on a daily basis. Paperwork will follow if 
necessary. Disposal actions, where authorized, will be in 
accordance with the procedures identified below. 

6. Disposal of Sensitive Inventory Items and Controlled 
Substances 

a. Storage sites having physical custody of the materiel 
shall, upon the advice of the applicable DSC, report the intent 
to destroy items of supply identified as controlled substances 
to the Special Agent in Charge, DEA Division Office. The report 
will use DEA Form 41, Registrants Inventory of Drugs Surrendered 
and will identify controlled substance(s) by generic name, 
quantity, and unit of issue. Division offices of the DEA will 
provide assistance in obtaining the necessary forms as well as 
disposal of small quantities if requested. DEA will advise the 
requesting activity if the DEA desires to witness the item 
disposition. 

b. Disposal of sensitive inventory items and controlled 
substances declared to be unfit for use must be accomplished in 
accordance with all Federal, State, and local regulations. 
Hazardous waste disposal regulations may apply. Questions 
regarding acceptable methods for disposal of controlled 
substances should be directed to the U.S. Army Environmental 
Hygiene Agency (USAEHA) , Aberdeen Proving Ground, Maryland 
21010-5422. Their response will be coordinated with local 
health and pollution control officials. 

c. Prior to ultimate disposal of controlled substances, the 
local Defense Reutilization and Marketing Office (DRMO) will be 
consulted to ensure disposal compliance with DoD 4160.21-M, 
chapter VI, paragraph 32. All disposal/destruction actions will 
be witnessed by the Defense Depot or the Military storage site 
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Property Destruction Officer and two (2) additional 
disinterested parties. Signature verification will be affixed 
to both the DEA Form 41, and the DSC-generated disposal 
document, i.e., DD Form 1348-1, for future reference purposes. 

d. Ultimate disposal of non-controlled condemned hazardous 
items in FSC 6505 is the responsibility of the DRMO. However, 
physical custody will be retained by the generating activity 
pending disposition instructions from the DRMO. 

e. Precious metals, items containing precious metals, and 
pilferable items will be disposed of in accordance with 
reference (p) (chapter VI and/or XVII). 

f. Federal Supply Class 6505 medical items coded with 
physical security code 11 J 11 and items coded "U" (unclassified as 
a physical security protected item) will be afforded security 
protection as follows when contractor provided commercial 
containers (vans) are staged for disposal of FSC 6505 11 J" and 
"U 11 coded items by the storage activities generating the 
disposal: 

(1) Container will be locked with controlled access. 

(2) Sign-in/sign-out procedures will be developed and 
followed. 

{3) Key control procedures will be developed and 
enforced, and locked container will be checked by security guard 
patrols. The above security measures are adequate safeguards 
for the protection of FSC 6505 items coded 11 J. 11 The requirement 
for an IDS specified in reference (1) for "J" coded items is not 
applicable to the container storing 11 J" coded items designated 
for disposal. 
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CHAPTER 4 
SECURITY OF CLASSIFIED MATERIAL AND INFORMATION SYSTEMS 

1. Scope. The prevention of unauthorized persons from having 
access to classified information and its systems. Classified 
information and its systems shall be secured and the 
requirements specified represent the acceptable security 
standards. Classified information and its systems shall not be 
safeguarded in the same containers as being used for funds, 
precious metals, weapons or drugs. Current holdings of 
classified information and its systems shall be reduced to the 
minimum required for units to accomplish their mission per 
reference {q) . Security Requirements for Sensitive 
Compartmented Information Facilities (SCIFs) are established by 
the Director of Central Intelligence. 

2. Standards. General Services Administration (GSA) 
establishes and publishes minimum standards, specifications, and 
current supply schedules for containers, vault doors, modular 
vaults, alarm systems, and associated security devices suitable 
for protection and storage of classified information and its 
systems. 

3. Storage of Classified Information. Classified information 
and its systems not under the direct personal control and 
observation of an authorized person is to be guarded or stored 
in a locked security container, vault or room. 

a. The physical security standards vary with the level of 
classification, manner in which it is to be secured, and 
required equipment to protect the information or information 
system. 

b. The NAVBASE Kitsap IAM is responsible for the process of 
certification of spaces where classified information and systems 
are used with the assistance of PSS for NAVBASE Kitsap areas. 
Rooms cannot be used until a final certification from NAVNET 
WARCOM. 

c. SCIFs are certified by the Director of Central 
Intelligence. 

4. Certification of Storage Areas. The NAVBASE Kitsap Physical 
Security Office assists the IAM by completing a PS checklist for 
NAVBASE Kitsap areas to certify the space(s) meets the required 
construction Physical Security Standards per reference (k) . 
Spaces are certified as Restricted Access Area (RAA), Controlled 
Access Area (CAA) or Open Storage (Secret or Top Secret) . 
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Contact Physical Security Office for Bremerton at 476-0295/5250 
or Bangor at 315-5034 or 396-4833 and Keyport 315-5322. 

5. Security Forms. 
personnel responsible 
and its systems. 

The following forms will be used by 
for spaces storing classified information 

a. SF 700, Security Container Combination Change Record. 
This form is a two part form with a detachable sheet showing 
container information and an envelope. Each container will have 
the detached cover sheet attached to the interior of the 
security container, vault or secure room doors. This sheet 
serves as a list of personnel to contact in the event a 
container or space is found unsecure or under other 
circumstances to verify contents are not missing. The envelope 
portion of the form is sealed once completed and contains the 
combination of the security container described on the envelope 
and cover sheet. This must be kept in a central location and 
safeguarded to the same level as the information level inside 
the container. 

b. SF 701, Activity Security Checklist. This is posted at 
the main access door to the space to record the verification by 
the last person leaving to ensure all security standards are 
being met. This list may be modified to meet user needs. 

c. SF 702, Security Container Check Sheet. This is posted 
on the security container itself and used to record the opening, 
securing and end of day check to record the container is closed 
and locked and may be used for 4 hour required checks. 

d. SF 703, "Top Secret" cover sheet. 

e. SF 704, "Secret" cover sheet. 

f. SF 705, "Confidential" cover sheet. 

6. Procedures 

a. Spaces in which classified information and its systems 
are stored are required to be listed as "Restricted Areas". 
NAVBASE Kitsap Physical Security submits a list of areas on 
NAVBASE Kitsap and tenants to the CO for signature annually. 

b. A "Restricted Area Access List" will be maintained for 
all classified spaces and remain current. Letters are required 
to be signed by the CO/OIC or by those whom have "By Direction" 
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authority. The letter will be posted in a manner so 
unauthorized personnel may not view the list from outside the 
area storing classified information and its systems. 

c. NAVBASE Kitsap "Restricted Areas" will be surveyed 
annually by Physical Security staff to ensure security standards 
are being maintained. 

d. NAVBASE Kitsap Building Managers must maintain awareness 
and coordinate with Regional Security Manager, NAVBASE Kitsap 
IAM and Physical Security Staff for any instances involving 
building construction and retrofits to buildings protecting 
classified information and its systems. Construction or room 
changes will affect the current certification for the space. 

e. NAVBASE Kitsap IAM and reference (q) will provide 
guidance and recommendations for establishing a program 
involving classified information and its systems. 

f. Security containers may not be painted, modified or 
altered in any manner. This will cause the container to be 
decertified. Any combination locks removed from security 
containers must be re-inspected by local certification 
personnel. GSA containers which don't have the exterior "GSA 
label" are considered decertified and must be recertified. 

g. All classified information will be destroyed as per 
reference (q) . 

h. Develop a plan for emergency destruction. 

7. Removal of Security Containers. Security containers used for 
storage of classified information shall be inspected by 
appropriately cleared personnel before removal from protected 
areas or before unauthorized persons are allowed access to them. 
All combinations will be rest to default combo of 50 - 25 - 50. 

8. Security Container Recertification. 
security containers contact 396-4833 or 
Kitsap Physical Security Office Bangor. 

To inspect and certify 
315-5034, Naval Base 

9. Personal Electronic Devices. The following items are 
prohibited in any classified building or space that maintains or 
processes classified information or equipment, while the area is 
being operated as certified: 
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The following items are prohibited in any classified building or 
space that maintains or processes classified information or 
equipment: 
Cellular telephones Mobile 2-way Communications (i.e.: 
Handheld ELMR Radios) 
Blackberry devices 
Personal digital assistants 
equipment 

Personal Computers 
Photographic or recording 

Pagers that transmit iPods and MP3 players 
Portable Electronic Devices (PEDs) are not approved for use in 
secured/restricted areas - this would include wearable PEDs. 
Include Wearable fitness gadgets such as Fitbit, Jawbone, Nike, 
Samsung, and others, are either wireless or Bluetooth enabl~d 
personal electronic devices (PEDs). This applies to watch's or 
other accessories, with flash memory. 
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CHAPTER 5 
KEY SECURITY AND LOCK CONTROL PROGRAM 

1. Scope. This program has been established to set the desired 
level of accountability and control required for all locks, 
padlocks, other locking devices and keys. This program is not 
intended to control or include locks , padlocks, other locking 
devices and keys that are being used for convenience, privacy, 
administrative, or personal use. Tenant commands are required 
to establish their individual key and lock control programs as 
required by higher authority for their own designated areas. 

2. Organizational Hierarchy 

Table 1 
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a. NAVBASE Kitsap Lock and Key Control Officer and 
Assistants. The NAVBASE Kitsap Lock and Key Control Officer 
(LKCO) is appointed in writing by the CO. The NAVBASE Kitsap 
Assistant Lock and Key control Officers are appointed in writing 
by the NAVBASE Kitsap LKCO and will administer to the program at 
their assigned geographic area of responsibility, see enclosure 
(4). All shall possess a Security Clearance at least equal to 
the highest classification level of material being protected 
under this program. The NAVBASE Kitsap Lock and Key Control 
Officer and Assistant(s) shall be directly responsible to the 
NAVBASE Kitsap ISO in the performance of their assigned duties. 
Assigned duties specific to the NAVBASE Kitsap Lock and Key 
Control Officers and their Assistants include: 

(1) Establishing, managing and maintaining the NAVBASE 
Kitsap Lock and Key Control program. Review program procedures 
bi-annually. 

(2) Applying the concepts of this chapter to NAVBASE 
Kitsap commands. 

{3) Ensuring inventories of all keys and locking devices 
required of the NAVBASE Kitsap Lock and Key Control Custodians 
are completed as required and appropriate documentation of 
completed inventories are retained for 3 years for yearly 
audits. 

(4) Approves the procurement and installation of all new 
security locks, padlocks, and locking devices. 

(5) Determine whether or not a Department of the Navy 
Incident/Complaint Report (OPNAV 5527/1) will be filed on lost 
keys. 

(6) Review recommendations of the Assistant Lock and Key 
Control Officers and adjudicate final disposition on all reports 
of lost keys as a means of ensuring the security integrity of 
the facility to which the key was lost is maintained. 

(7) Appoint assigned Naval Base Kitsap Lock and Key 
Control Custodians in writing for their facilities or assets. 

(8) Provide program instruction and authorized 
accountability forms to NAVBASE Kitsap Lock and Key Control 
Custodians, alternate Custodians and Sub-Custodians. 
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(9) Direct the completion of a 100 percent sight 
inventory at the appropriate level, of all lock and key assets 
whenever there is a personnel changeover of the Lock and Key 
Control Custodian. 

(10) Provide Custodian, alternate Custodians and sub
Custodians training on Lock and Key Program on required storage, 
inventory and administrative procedures. 

{11) Conduct annual inspections of NAVBASE Kitsap 
custodian Lock and Key Programs to ensure proper usage of 
guidelines are being met, 

(12) Assign Security Building/Crime Prevention Violation 
to any custodians who fail to comply with NAVBASE Kitsap Lock 
and Key Program. 

(13) Conduct a follow up visit/inspection on delinquent 
programs to ensure corrective action is complete. 

(14) Advise CO and ISO of repeat delinquent offenders 
when corrective action has not been completed in a timely 
manner. 

b. NAVBASE Kitsap Lock and Key Control Custodians. The 
NAVBASE Kitsap Lock and Key Control Custodians are designated in 
writing by the NAVBASE Kitsap Lock and Key Control Officer or 
their Assistants. The person designated shall possess a 
Security Clearance at least equal to the highest classification 
level of material being protected for under this program within 
their area of responsibility. The NAVBASE Kitsap Lock and Key 
Control Custodians shall be directly responsible to the NAVBASE 
Kitsap Lock and Key Control Officer and Assistant(s) in the 
performance of their assigned duties. Assigned duties that are 
specific to the NAVBASE Kitsap Lock and Key Control Custodians 
include: 

(1) Establishing, managing and maintaining the NAVBASE 
Kitsap Lock and Key Control program for the building(s), 
facilities or assets in which they have been assigned. 

(2) If multiple commands inhabit a building along with 
NAVBASE Kitsap, NAVBASE Kitsap will assign a Lock and Key 
Control Custodian for only NAVBASE Kitsap areas within the 
building, facility or asset. The Lock and Key Custodian will 
only be responsible for those keys affecting NAVBASE Kitsap 
personnel and/or spaces. Other residents/tenants of the 
building may utilize the NAVBASE Kitsap Lock and Key Control 
program if they choose, but it is not required. 
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(3) Completing inventories of the Lock and Key Control 
Program implemented at all NAVBASE Kitsap areas within assigned 
department. Provide report to the NAVBASE Kitsap Lock and Key 
Control Officer or Assistant{s) and copies to the appropriate 
Department Head. 

(4) Provide recommendations to the NAVBASE Kitsap Lock 
and Key Control Officer or Assistant(s) for the procurement and 
installation of all new security locks, keys, padlocks, and 
locking devices. 

{5) Ensure inventories of all keys and locking devices 
required of any assigned Sub-Custodians are completed as 
required and appropriate documentation of completed inventories 
are retained for audit. 

(6) Coordinate with the lock shops as required to have 
keys and locking devices repaired or replaced as needed. Keys 
shall be numbered in succession with the keys already in use 
provided the series does not have to be removed due to security 
reasons. At no time will key numbers be duplicated. 

(7) Maintain a current list of personnel authorized to 
request additional key or lock services for their building and 
provide authorization to the Facilities Maintenance Lock shop 
for services based on that list. Provide updated list to 
NAVBASE Kitsap Facility Management Specialist. 

(8) Take control of all cores removed from doors, 
containers, or padlocks and take further action as necessary. 

(9) Issue keys via written record to Sub-Custodians. 

(10) Receipt for keys via written record from Sub
Custodians. 

(11) Review reports of lost keys and make 
recommendations to the NAVBASE Kitsap Lock and Key Control 
Officer or Assistant(s) to determine what action(s) is required 
or needed to maintain the security integrity of the facility to 
which the key was lost. 

(12) Approve all Locking devices. All locks used for 
high-security applications will meet military specification MIL
P-43607. All high-security lock procurement must be approved 
prior to issue. 
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(13) Appoint Facility Sub-Custodians in writing. 

(14) Issue keys only to those with an official need for 
access to the area. Keys will NOT be issued to a person on the 
basis of his/her rank or for personal convenience. 

c. NAVBASE Kitsap Lock and Key Control Sub-Custodians. As 
determined by the size or scope of each building's program, the 
NAVBASE Kitsap Lock and Key Control Custodians may require 
assistance in key and lock management, and may recruit a number 
of sub-custodians. The NAVBASE Kitsap Lock and Key Control Sub
Custodians are designated in writing by the NAVBASE Kitsap Lock 
and Key Control Custodians. Designated Sub-Custodians shall 
possess a Security Clearance at least equal to the highest 
classification of material being protected by their facility 
under this program. Responsibilities which may be sub-delegated 
to the NAVBASE Kitsap Sub-Custodians include: 

{1) Perform Lock and Key Custodial Duties for specified 
areas in addition to other Lock and Key duties described herein. 

{2) Maintain padlocks used on facility, storage or 
perimeters. 

{3) Ensure accountability and maintenance of all locks 
and keys issued. 

{4) Inspect and check functionality of inactive or 
infrequently used perimeter gates and ensure they are welded 
secure or locked and have approved seals affixed. 

{5) Conduct inventories semiannually. 

{6) Rotate Security locks annually. This guards against 
the use of illegally duplicated keys and affords the opportunity 
for regular maintenance to avoid lockouts or security violations 
due to malfunctions caused by dirt, corrosion, and wear. Locks 
will be replaced immediately if keys are lost, misplaced, 
stolen, or otherwise compromised. 

{a) Maintenance, testing, and lubrication will be 
coordinated with normal production/work schedules to minimize 
disruption. 

{b) All maintenance, testing, and lubrication will 
be performed by qualified personnel using the lock 
manufacturer's recommendations. 
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(7) Conduct weekly checks of all seldom used building 
perimeter doors to ensure functionality. 

{8) Notify the Assistant Lock and Key Control Officer 
immediately whenever a change in ·assignment is required. 

(9) Issue keys via written record. 

(10) Receipt for keys via written record. 

(11) Prepare a list of personnel who are authorized to 
open the key containers under their control for the purpose of 
issuing and retrieving keys. Post this listing on the outside 
of or in close proximity to the key container but out of public 
view. 

(12) Ensure all key users understand keys issued to them 
shall not be loaned or handed off to others. 

(13) Ensure all key users understand keys issued to them 
shall be safeguarded and will not be left unattended. 

(14} Ensure all key users understand keys issued to them 
for routine access in lieu of an Automated Access Control System 
(AACS) or combination lock, shall not be removed from NAVBASE 
Kitsap. 

(15) Issue keys only to those with an official need for 
access to the area. Keys will NOT be issued to a person on the 
basis of his/her rank or for personal convenience. 

(16) Assign Facility Sub-Custodians in writing as may be 
required to assist in the performance of assigned duties. 

d. NAVBASE Kitsap- Bangor and Bremerton Users. All 
personnel authorized to access designated Security Areas shall 
possess a Security Clearance at least equal to the highest 
classification of material being protected in the security area 
in which they have been given access. Responsibilities of all 
users include: 

(1) Understand keys issued to them shall not be loaned 
or handed off to others. 

(2) Understand keys issued to them shall be safeguarded 
and will not be left unattended. If lost, stolen or misplaced, 
the user will immediately notify the Custodian from which the 
key was issued. 
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(3) Understand keys issued to them for routine access in 
lieu of an AACS or combination lock, shall not be removed from 
NAVBASE Kitsap. 

e. NAVBASE Kitsap - Bangor and Bremerton Lock shops. The 
facility maintenance lock shops at NAVBASE Kitsap - Bangor and 
Bremerton shall work closely with the NAVBASE Kitsap Assistant 
Lock and Key Control Officers. Responsibilities specific to the 
NAVBASE Kitsap - Bangor and Bremerton Lock shops include: 

(1) Maintain keys, key blanks, padlocks (key and 
combination type) , and key-making equipment for all but high 
security padlocks (which are maintained by the Facility Key 
custodians). If open storage of security keys/codes is being 
used, access to the lock and key maintenance facility shall be 
controlled to the Security Level in which the keys/codes have 
the potential of accessing. Regardless, the space must be 
secured when not in use. 

(2) Not issue, repair, modify, or duplicate a key or 
repair, modify or re-core a lock without written authorization 
from the Assistant Lock and Key Officer or the Lock and Key 
Control Officer. 

(3) In emergencies, any of the aforementioned or one of 
the following personnel may verbally authorize work on keys or 
locks that in their view are contributing to the loss of 
security of a structure if not immediately corrected: NAVBASE 
Kitsap Command Duty Officer (CDO) . The verbal instructions will 
be followed-up by the appropriate paperwork as soon as practical 
to the Lock and Key Control Officer and the Assistant Lock and 
Key Control Officer. 

(4) Only provide services to authorized personnel from 
the list provided by the appropriate NAVBASE Kitsap Lock and Key 
Control Custodians. 

3. Accountability and Control. The single most important 
facet of an effective lock and key control program is the 
ability to maintain a continuous chain of custody for all 
designated area keys and locking devices from the date they are 
introduced into the program until the day they are removed. To 
this end, it is imperative all personnel within the lock and key 
control program hierarchy have a solid understanding of the 
important role that they individually take in maintaining the 
overall integrity of the entire program. Desired 
accountability and control traits which apply to all personnel 
include: 
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a. Ensure accountability and maintenance of all locks and 
keys issued. 

b. Immediately report the damage, loss, compromise, or 
misuse of security locks and keys to the next senior member 
within the organizational hierarchy eventually resulting in the 
notification of the NAVBASE Kitsap Lock and Key Control Officer. 

c. Establish, control and maintain the key control system 
within their facility using this instruction. 

d. Ensure access to the key storage containers is limited 
to authorized personnel only. Custodians are responsible for 
the purchases of approved storage containers. 

e. Key Storage (Security). Keys securing government 
property and facilities that are not in the physical possession 
of authorized personnel shall be controlled at all times and 
secured in a lockable approved container. Security Keys will 
not be stored with other, non-security keys, unless to minimize 
risk of loss, or the ring that holds the security key also 
contains common keys for the same spaces or area. (Example: A 
ring that holds the security key to a room door may also hold 
administrative "common" keys to a file cabinet within that 
room.) The entire ring of keys would require protection as a 
security key. When not in use or not in the possession of an 
authorized recipient, keys shall be stored in one of the 
following manners: 

(1) Provided the area where the keys are stored is 
manned at all times (24/7) by authorized personnel, the 
following storage methods are authorized. 

(a) A metal cabinet with key or combination lock 
affixed to the wall in a method that would require tools to 
remove. 

(b) Locked filing cabinet, desk, or similar 
container. 

(2) In areas that will not be manned at all times 
{24/7) , the following means of storage are authorized. 

(a) Any of the containers authorized for attended 
storage provided the perimeter of the storage area is protected 
by an IDS that is monitored at the Regional Dispatch Center {IDS 
is a Security Key Requirement Only). 
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(b) GSA approved Class 1 through 6 security 
containers. 

{c) GSA approved {Underwriters Laboratories listed) 
burglary resistant safes. 

(d) Approved vaults or strong rooms. 

f. Key Storage (Common). Keys securing government property 
and facilities that are not in the physical possession of 
authorized personnel shall be controlled at all times and 
secured in a lockable container (key lock box, lock, lockable 
desk drawer, file cabinet, etc.). 

g. 
area is 
will be 
hasp) . 

Use of Locks and other locking devices. When a space 
open for business, the lock used to secure the space 
closed and stored in a safe place (i.e., staple or 
The key will not be left in the locking device. 

h. Lock and Key core removal 

(1) The Physical Security Office and Lock and Key 
Control Officer or Assistants will be notified of any new 
Construction or building renovations of NAVBASE Kitsap 
Facilities. 

(a) The Lock and Key Control Officer and Facility 
Maintenance Lock Shop will be kept abreast of all renovations 
involving door removals or movements. 

{b) Contractors are not authorized to remove cores 
from NAVBASE Kitsap facilities. 

or 

{c) Prior to any demolition work, all cores must be 
removed by the Facilities Maintenance Lock shop. Under no 
circumstances are doors to be removed with cores in themi this 
destroys the Master Key System and will cause security 
violations. 

{d) If contractors need building access during 
construction, they may use their own construction cores for 
renovation work provided the area does not require a security 
core. Contractors will provide an operating core and core key 
to the Assistant Lock and Key Officer for emergency access until 
the job is complete. The key will be returned upon installation 
of coded cores. 
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i. Lockouts involving locks used to meet security 
objectives shall be promptly examined to determine the cause and 
ISO notified of determination. Lockouts will be reported a 
security deficiency and recorded. 

4. Central Key Rooms. Keys and lock cores not in active use 
will be maintained in central key rooms. These keys and cores 
will be stored in an approved security container with access 
limited to designated personnel only. The keys and core codes 
will be treated in the same manner as the level of the items 
they protect. Unauthorized viewing or copying of any key record 
documents is not allowed. The following locations are 
designated as the NAVBASE Kitsap Central Key rooms: 

a. Bldg. 1026, Room 207 EJB Locksmith Shop 

b. Bldg. 1200, Room 511, Security Department Bangor 

c. Bldg. 433, Room 231, Security Department Bremerton 

5. AA&E Key and Lock Control 

a. NAVBASE Kitsap AA&E Lock and Key Officer. The NAVBASE 
Kitsap AA&E Lock and Key Officer is designated in writing by the 
CO. The designated person (normally assigned to Security 
Department) shall possess a Security Clearance at least equal to 
the highest classification of material being protected by their 
facility under this program. Responsibilities specific to the 
NAVBASE Kitsap AA&E Lock and Key Officer as well as the 
Custodians and Sub-custodians (when designated) include: 

(1) Perform Lock and Key Custodial Duties for AA&E 
Storage areas in addition to other Lock and Key duties described 
herein. 

(2) Furnish and maintain high security padlocks used on 
AA&E facility/storage perimeters. Ensure the padlocks are 
rotated at least annually. 

(3) Ensure accountability and maintenance of all high 
security locks and keys issued. 

(4) The testing, inspection, and maintenance of all 
high-security padlocks and keys will be conducted annually by 
trained personnel. 
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NOTE: Cores or locks must be replaced if the key was on a key 
ring and tagged in a manner that identified the locks location 
or the key allowed access to AA&E Storage areas. 

b. Key Control for AA&E. A lock and key custodian will be 
appointed in writing by the AA&E Lock and Key Control Officer 
and is responsible for maintaining a key control log to ensure 
continuous administrative accountability for keys. 
Accountability records shall contain the signature of the 
individual receiving the key, date and hour of issuance, serial 
number or other identifying information for the key, signature 
of the individual issuing the key, date and hour the key was 
returned, and signature of the individual receiving the returned 
key. Completed key control logs shall be retained in the unit 
files for a minimum of 3 years and then disposed of according to 
established procedures for destruction of classified 
information. 

c. Keys to AA&E storage buildings, rooms, racks, 
containers, and IDS shall be maintained separately from other 
keys and be accessible only to those personnel whose official 
duties require access to them. A current roster of personnel 
with authorized access shall be kept within the section, branch, 
division, or department. The roster shall be protected from 
unauthorized access. 

d. When arms and ammunition are stored in the same areas, 
keys to those storage areas may be stored together, but 
separately from other keys. The number of keys shall be held to 
the minimum essential. Keys may not be left unattended or 
unsecured at any time. The use of a master key system is 
prohibited for AA&E storage. 

e. When individuals, such as duty officers, are charged 
with the responsibility of safeguarding or otherwise having keys 
immediately available, they shall sign for a sealed container of 
keys. When the sealed container of keys is transferred from one 
individual to another, the unbroken seal is evidence that the 
keys have not been disturbed. If the seal is found broken, an 
inventory of the container's contents will be conducted and the 
Security Officer will be notified immediately. 

f. Keys to AA&E storage facilities will always remain at 
the facility and shall be returned immediately after the storage 
facility is secured. For Category III and IV AA&E, keys will be 
stored in containers made of at least 12-gauge steel, or 
material of equivalent strength, and equipped with a UL 768 
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listed built-in, Group 1, changeable combination lock. Keys for 
category I and II AA&E will be stored in a Class 5 GSA-approved 
security container per reference (c) . 

g. Lost, Misplaced, or Stolen Keys. In the event of lost, 
misplaced, or stolen keys, the affected locks, cylinders, or 
cores to locks shall be replaced immediately. Replacement or 
reserve locks, cores, and keys shall be secured to prevent 
access by unauthorized individuals. 

h. Inventories of AA&E keys and locks shall be conducted 
semiannually. Inventory records shall be retained in unit files 
for a minimum of 3 years and then disposed of per established 
procedures. 
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CHAPTER 6 
ELECTRONIC SECURITY SYSTEMS 

1. Purpose. To establish policy, assign responsibility, and 
outline procedures for the installation, operation and 
maintenance of NAVBASE Kitsap automated access control and IDS. 

2. Scope. This program applies to all access control and IDS 
systems installed onboard NAVBASE Kitsap. This program does not 
apply to access control systems that are being used solely for 
convenience. This directive also seeks to provide the desired 
direction towards eventually attaining architectural commonality 
of all AACS/IDS systems used onboard NAVBASE Kitsap to include 
eventual compliance with recently enacted regulations which 
govern the use of access control systems onboard DoD 
installations per references (a), (d), and (q) through (s). 

3. Background/Policy 

a. An Electronic Security System (ESS) encompasses a 
variety of components to include Automated Access Control 
(AACS), Intrusion Detection Sensors (IDS), CCTV Surveillance, 
Alarm reporting communications devices, monitoring and dispatch 
stations and finally, a trained response force. All of the 
components of an ESS must work together effectively if they are 
to achieve the desired "Detect, Delay, and Respond" principle 
required. This ensures the time between detection of an 
intrusion and response by security forces is less than the time 
it takes for damage or compromise of assets to occur. 

(1) AACS. An access control system may or may not 
always be part of an ESS; however, it will always serve as a 
means of ensuring only authorized personnel are permitted 
ingress and egress from the areas controlled. An AACS has many 
elements, including electric locks, card readers, biometric 
readers, alarms, and computer systems to monitor and control the 
AACS. An AACS generally includes some form of enrollment 
station used to assign and activate an access control device. 
Recent new regulations require that the DoD Common Access Card 
(CAC) shall be the principal card enabling automated access to 
buildings, facilities, installations, ships, and controlled 
spaces onboard DOD facilities. To this end, Cos have been 
directed to use the CAC for access wherever existing access 
control systems use a picture badge and/or a badge with a 
magnetic stripe or other integral CAC technology. Furthermore, 
when the CAC has been established as the standard access control 
token, all other locally used badges shall be eliminated. 
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(2) Supplemental Badge Systems. Supplemental badge 
systems may continue to be used only for the following: 

(a) An additional level of access control security 
not presently afforded by the CAC (e.g., such as entrance into a 
Sensitive Compartmented Information Facility (SCIF) or other 
high-security space) . 

(b) Automated Electronic Control Systems (AECS) 
incorporating technology that is not yet supported by the CAC 
(e.g., at ECPs using contactless chips that allow both short and 
long range read capabilities) . 

(c) Ancillary badges used for circulation control 
may also continue to be used; however, they shall not replicate 
or employ technology currently on the CAC. 

NOTE: When purchasing upgrades to existing access control 
systems, the upgraded system must meet Federal Information 
Processing Standard (FIPS)201 (including International 
Organization for Standardization 14443 contactless technology 
and ability to perform automated personal identity 
verification), include an emergency power source, and have the 
ability to provide rapid electronic authentication to Federal 
and DoD authoritative databases, including DoD personnel 
registered in the Defense Enrollment and Eligibility Reporting 
System (DEERS) . 

b. IDS. The function of an IDS is to detect intruders. 
The elements of an IDS include interior and exterior sensors. 
Most IDSs interface with CPUs or local controllers which 
interface with 
System such as 
monitoring and 

the other components of an Electronic Security 
AACS, CCTV, communications circuits, alarm 

dispatch stations. 

c. All AACS and IDS systems, which are intended to be 
placed on the COMNAVREG NW backbone, and report into the 
Regional Dispatch Center, shall be vetted through and approved 
by the Security Alarm Configuration Board. This board is 
comprised of members from COMNAVREG NW N3 (N3AT/Dispatch), 
COMNAVREG NW N6, NAVFAC (N4)' NAVBASE Kitsap Physical Security 
(N3AT) and tenant command representative(s), if applicable. It 
will be this board's duty to verify the AACS and/or IDS system 
design meets requirements based on current instructions, 
Authority-to-Operate manpower to accept alarms in Regional 
Dispatch Center, funding for maintenance and installation costs, 
and authorized and approved equipment lists (AEL) . Stand alone 
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systems are authorized, but those choosing a stand alone system 
will have to process the Authority-to-Operate at their own 
expense. 

4. Responsibilities and Action 

a. Installation Security Officer shall: 

(1) Determine where onboard NAVBASE Kitsap AACS/IDS 
components may best be used either to control access or when 
used in conjunction with IDS, to detect intruders. 

(2) Establish policy for the application and use of 
AACS/IDS as set forth in this chapter. 

b. The Physical Security Officer shall: 

(1) Manage the AACS/IDS system architecture. Ensure 
current records/prints of systems are maintained for 3 years. 

(2) In the course of Physical Security surveys, consider 
and recommend, when appropriate, the application of AACS/IDS. 

(3) Coordinate the application of AACS/IDS by directing 
placement of AACS/IDS hardware, reviewing and approving 
installation drawings and specifications, monitoring funding, 
work scheduling and installation progress, and approving 
completed work prior to activation. 

(4) Inspect AACS/IDS sites on a random basis to ensure 
the policy in this instruction is followed. 

c. The Naval Facilities Production Officer shall: 

(1) Provide qualified technicians to install, test, and 
maintain AACS/IDS. 

(2) Ensure maintenance and testing is accomplished as 
outlined herein. 

5. Considerations for Installing AACS/IDS 

a. The Area Manager, or designee, shall submit a request 
for AACS/IDS directly to the Physical Security Officer for 
consideration. The request for AACS and/or IDS shall include 
the requirement/justification for the request which clearly 
supports the necessity for installation of an automated access 
control and/or IDS. Because resources for installation and 
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operation of an AACS and/or IDS are finite, priorities for its 
use must be controlled. Generally speaking, priorities for the 
installation of AACS/IDS will be considered for an area or space 
based upon the following criteria: 

(1) Higher level directive requires the use of AACS/IDS 
in the designated area without regard for supplemental controls. 

(2) Higher level directive requires the use of AACS/IDS 
in lieu of supplemental measures only if it can be clearly 
demonstrated that implementation of the supplemental measures is 
not feasible, possible or cost effective. 

(3) In the absence of higher level directives, whenever 
a clear need can be demonstrated for controlling access and/or 
detecting intruders to an area which cannot otherwise be 
controlled and/or monitored by alternative means. 

b. The final determination as to the application of 
AACS/IDS resources onboard NAVBASE Kitsap will be determined by 
the ISO and the Security Alarm Configuration Board. 

6. Survey Procedures. When directed by the Installation 
Security Officer or Physical Security Officer, a member of the 
Physical Security Team along with the area manager will survey 
the site to determine measures needed to establish desired 
access control and intrusion detection standards. The 
requirements for AACS hardware and Intrusion Detection 
configuration (as outlined below) will be determined during this 
survey and the written results of the survey will be provided to 
the Area Manager who will then be responsible for initiating a 
work order and appropriating necessary funding. 

7. AACS/IDS Hardware Configuration. 
guidelines apply to the installation 
onboard NAVBASE Kitsap. 

The following general 
of AACS and IDS hardware 

a. Authorization for access to controlled areas. There are 
numerous types of hardware available that are capable of 
controlling access to a designated area. The level of 
complexity of these devices ranges from the very basic (key 
lockable door) to the more complex (biometric scanners). The 
basic devices are used for controlling access to an area do not 
have the ability to directly interface with an IDS and 
therefore, should only be used when access control is the only 
requirement of the security area manager. More complex entry 
devices shall be employed if there is a valid requirement for 
intrusion detection and immediate police response. 
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(1) One reader will be designated for the primary access 

(2) Readers will be equipped with a tamper alarm. They 
also will be configured with the capability to energize the door 
strike from outside. 

(3) Facilities that require security alarms will have 
readers located at one or more points inside the facility. 
Those readers will be used to control alarms. 

(4) Instructions telling how to contact the Area Manager 
to arrange for frequent access will be posted at the primary 
access point reader. 

b. Control Panels (also called "field panels" and 
"devices") 

(1) The control panel for applications without security 
alarms will be installed inside the perimeter of the secure 
area. 

(2) Each control panel will be equipped with a tamper 
alarm, which annunciates separately at the local dispatch 
center. 

(3) An optional feature of the AACS is the use of either 
"crash" or "panic" bar, footpad, or motion-activated sensor on 
the interior side of the access point linked to the AACS. This 
sensor activates the electric strike when the mechanism is 
activated. Standard installation of AACS within NAVBASE Kitsap 
will not typically include the use of exit sensors. 

(4) In facilities where exit sensors are used, doors 
that do not have readers need not have exit sensors. 

c. Interior Sensors. There are a wide variety of different 
types of interior and volumetric interior sensors for use. They 
employ different technologies and consult the manufacturer, 
alarm installer and Physical Security Specialist for best 
application of these sensors to provide an adequate level of 
protection. The expertise and familiarity of the operation will 
prevent nuisance, false alarms and improper application of these 
sensors. 

(1) Balanced Magnetic Switches (EMS) . Each access point 
with electric lock controlled by AACS will have a EMS installed. 
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(2) Access points may (at area Manager's discretion) be 
equipped with a locally sounding audible hold-open alarm which 
will alert building personnel that the doorway is being held 
open. Building supervisors will be given the opportunity to 
have this feature installed when the initial plans for AACS are 
prepared. 

d. Electric Door Strikes. All electrically activated 
strikes will be the "Fail-Secure" type (i.e., when the power 
fails the strike will remain engaged). Fail safe (i.e., unlock 
when power is lost) may be substituted on a case basis as 
determined by the Physical Security Officer. 

e. Motion Detectors 

(1) Motion detectors will be installed per instruction 
and as directed by the Physical Security Officer. 

(2) Tamper switches will be incorporated into the 
installation of motion detectors. Tamper switches will not be 
installed for motion detectors used as exit sensors. 

(3) Sufficient lighting to read the LCD display will be 
maintained near each display reader. 

(4) Telephones or other communication instruments will 
be installed in locations determined a potential entrapment 
hazard. 

f. Exterior Sensors. Like interior sensors vary greatly 
and the intended purpose of the sensors must fit its 
application. They employ different technologies and it is best 
to consult the manufacturer, alarm installer and Physical 
Security Specialists for their application. The environment and 
terrain are two major factors to consider when applying these 
sensors. The expertise and familiarity of the operation will 
prevent nuisance, false alarms and improper application of these 
sensors. 

g. Tamper Switches. All panels, installed equipment and 
sensors, which comprise the security system, shall have tamper 
switches installed. They will report separately to the RDC. 

8. AACS/IDS Software Configuration. To enter a facility 
equipped with AACS a person must "swipe or insert" their badge 
to the reader. NWAs, Secure Rooms, and some other areas as 
determined by the Physical Security Officer will also require 
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the use of a Personal Identification Number (PIN) Data on a 
person must be entered into the AACS software in order for their 
badge to activate the AACS hardware. Software must meet FIPS 
201 and ICS/ICD 705. 

a. Access Control Criteria. The Area Manager of each space 
that is controlled by AACS must establish how entry to their 
space will be controlled with consideration of the following 
minimum standards: 

(1) General or "open" access (such as everyone that has 
access to the CIA on Bremerton or the lower base areas will be 
granted) 

(2) PIN. Enabling the PIN System function at a reader 
requires everyone that swipes a badge through a reader equipped 
with a keypad enter a unique number to release the door lock. 

(a) A standard PIN will contain 4-8 numeric 
characters. Some PINs may contain a specific set of numbers in 
a unique configuration for special applications. The use of 
unique applications will be worked out between the Area Manager 
and the Physical Security Officer. 

(b) The PINs need not be changed at any specific 
interval. However, if a PIN is thought to be, or actually has 
been compromised, the Physical Security Officer will be notified 
immediately and it will be changed. 

9. Security Alarms 

a. AACS can have as a component, an IDS. The alarm
monitoring portion of the system must meet Director of Central 
Intelligence Directive (D/CID), UL and reference (h), Department 
of Defense, and Department of the Navy requirements. Specific 
Restricted Areas may require intrusion, duress, motion
detection, or a combination of all three types of alarms in 
addition to AACS pending on type of area designation and use. 
The need for an alarm system will be determined by the Physical 
Security Officer and the Area Manager during the physical 
security survey of the facility. 

(1) Designated persons within the spaces (determined by 
the Area Manager) will, by using their badge and a unique PIN, 
have the capability to mask (turn off) and unmask (turn on) 
intrusion alarms. 
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(2) Each space with an alarm will have a keypad type 
reader with digital display at the main access point. 

10. Alarm Response. Naval Security Force (NSF) will respond to 
all intrusion, duress, trouble, and tamper alarms and Device 
Offline events which are continuously manned by the Regional 
Dispatch Center. The Area Manager will respond to door-held
open, reader or control panel tamper alarms during working 
hours. NSF will respond after hours and determine if an Area 
Manager or Electronic Security Unit personnel (alarm techs) are 
needed to rectify certain problem alarms. 

11. Security Alarm and AACS Maintenance 

a. Security alarms used throughout NAVBASE Kitsap will be 
tested and maintained following DoD and/or Department of Navy 
required procedures. 

(1) Quarterly: BMS, motion detectors, Fence Protection 
Systems (FPS), vibration sensors, reader, junction boxes (for 
BMS), .and tamper switches on AA&E areas. 

(2) Semi Annually: BMS, motion detectors, Fence 
Protection Systems (FPS), vibration sensors, reader, junction 
boxes (for BMS), and tamper switches on isolated junction boxes, 
control panel batteries, uninterrupted power supply, generators 
on areas other than AA&E. 

(3) Annually: All installed panic or duress buttons. 

b. AACS used throughout NAVBASE Kitsap will be tested and 
maintained following DoD and/or Department of Navy required 
procedures. 

(1) Quarterly: Card readers, BMS, turnstiles, door 
strikes, magnetic locks, reader tamper switches. 

(2) Semi-annual: Control Panel batteries and 
generators. 

12. Adding or Deleting Personnel from Access to an Area 

a. AACS data (both system configuration and access) will 
be stored in the Regional Dispatch Center or online via the FIPS 
201 system if used.· Some remote or enclave applications, may 
receive a "stand-alone". AACS system will download data on a 
daily basis and then operate somewhat independent of the AACS 
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servers. In those instances, data entry, deletion, and system 
software configuration will remain the responsibility of the 
administrator assigned to control access for the area. 

b. Other administrative electronic access control systems 
may be used in place of traditional keyed locks. However, all 
such systems will comply with applicable life safety codes and 
will be specifically marked with signs that identify them as 
stand-alone, non-security systems. 

c. Data entry and deletion will be accomplished by the 
appointed Security Area Administrator based upon the request of 
the respective department's Area Manager, Department 
Head/Director or Office in Charge controlling access to the 
facility. When the area is initially set up the respective 
department or office head will designate, in writing, those 
authorized to approve or deny access to an area. 

d. Prior to activating new AACS in a space all 
installation and testing personnel will be removed from access. 
The Area Manager will provide an "alpha" list <of persons that 
will have access to all areas within the space. This list will 
include employee's full name and SCAB badge for "Diamond II"; 
The employee's last name and CAC PIN for Enabler systems. If 
PINs are needed, they will either be assigned and coordinated 
through FIPS 201 system manager. For Bremerton, PINs will be 
placed in envelopes for distribution by the Area Manager, or the 
person may go to Bldg. 445 to select their PIN. Other than the 
bearer, only persons authorized by the appointed Security Area 
Administrator may know the PIN. PINs will be safeguarded. They 
will not be written anywhere near where the badge is kept or 
used. They will not be revealed to persons other than the badge 
bearer. For Bangor, PINS are the same as assigned the employees 
CAC card as in such cases as ENABLER or any FIPS 201 compliant 
system. 

e. Additions or deletions from access to the facility can 
be accomplished by an e-mail or by informal memorandum 
(containing the above information) from the Area Manager to the 
Security Area Administrator. The person who is added to or 
deleted from an area will be advised by the Area Manager in 
writing via email or informal memorandum. 

(1) To maintain the degree of security required at 
these facilities, and to eliminate conflicting information, only 
memorandums signed by, or e-mails sent by, the Area Manager will 
be accepted. Standard updates will take 3 working days from 
receipt of the memo. 
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(2) Only the Area Managers or alternates designated by 
them are authorized to add, delete, or modify access rights to 
the area. Unless emergent circumstances exist, the assigned 
Security Area Administrator will not add or delete access to an 
area without the direction or concurrence of the Area Managers. 
Area Managers shall request and review their access lists at 
least annually. 

13. System Malfunctions. If all or a portion of the AACS 
system malfunctions, the Area Manager or supervisor or other 
appropriate personnel shall: 

a. Immediately notify the NAVBASE Kitsap Security 
Department Physical Security Office Bremerton - (360) 476-
5250/0295 or Bangor (360) 396-4833 and (360) 315-5034, Keyport -
(360) 315-5322 or appointed Security Area Administrator, if 
after normal work hours, Regional Dispatch Center - (360) 476-
3393. 

b. Go to a manual system of allowing entry until the 
system can be repaired. This can best be accomplished by: 

(1) Secure all but one entry point. 

(2) Post temporary signs on all but that main entry 
point, instructing users to enter at the manned entry point. 

(3) Station an employee at the main entry point to 
check badges. 

14. Printed Reports and Access Monitoring 

a. Reports from the AACS are for official use only and 
may, depending on the type of report, contain Privacy Act 
information. A variety of printed reports are available for 
Security Area Managers to use in evaluating the security of 
their spaces. Entry to facilities can be reported by day, hour, 
card reader location, a specific time frame, and/or day. 
Searches can be performed that will show when a specific person 
entered a facility over a period of time. 

b. Reports for security-related purposes are available 
from the Security Area Administrator, with a written request 
from the Area Manager. Reports will require 5 working days to 
produce. If reports are unable to be printed, Area Manager 
shall schedule appointment to view online reports. 
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a. Sufficient barriers shall be in place and maintained to 
control, deny, impede, delay, and discourage access per 
reference (e) . 

b. Inspections are carried out for operational testing on 
all barriers during low volume traffic hours on any weekday 
during the normal working hours of 0600-1600. This event shall 
be recorded in the Desk Journal. 

c. The Physical Security Offices will be notified prior to 
any testing on barriers and will maintain and monitor reports 
and take any corrective action necessary. 

16. Turnstiles. Turnstiles used as a means of access control 
are for authorized personnel only. Persons who cannot obtain an 
access card for turnstiles shall be escorted in the correct 
manner entering Naval Base Kitsap main entry control points. 
Turnstiles are not to be used to allow unauthorized personnel 
into the installation. 
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Chapter 7: Government Arms, Ammunition and Explosives. 

0701. Government Arms, Ammunition and Explosives (AA&E). This 
chapter includes security requirements which apply to arms as 
well as ammunition and explosives and discuss the areas NBK has 
responsibility. Tenant commands have responsibility for the 
security requirements of their assigned areas and the systems 
used to protect AA&E. 

(a) NBK assumes responsibility to provide armed guard 
security checks. A reasonable expectation exists that all 
commands possessing AA&E areas shall be performing checks of 
areas in their responsibility Monday through Friday, during 
working hours (0600-1600). 

{b) Tenants must communicate their storage areas requiring 
security checks. 

(c) NBK provides security checks above the required 
frequency for Security Risk Code items I-IV. NBK Naval Security 
Forces (NSF) will conduct and record the checks on a Zone 
Building Check sheet; a minimum of once per shift within an 8 
hour period. Contact NBK Physical Security offices to add/delete 
and verify AA&E checks are being conducted. 

(d) NBK security services provided may be on a reimbursable 
basis due to the number of sites, which could be required to be 
manned to provide constant surveillance on AA&E storage in the 
event of natural or man-made incidents (IDS failures, utility 
disruptions, power outages, and other hazard events). Coordinate 
with NBK Physical Security, the NBK Installation Security 
Officer (ISO), NBK Command Duty Officer (CDO). 

(e) Increased physical security measures and manpower will 
have to be communicated and requested from NBK by tenant 
commands for instances such as power outages, increased force 
protection conditions, contingency planning, natural and man
made incidents requiring AA&E storage areas to have constant 
surveillance. NBK NSF will be assigned based on storage areas 
items assigned Security Risk Code. 

(1) Universal Power supply (UPS) should provide a 
minimum of four hours up to eight hours of back-up AC power for 
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Underwriters Laboratory rated devices based on several factors: 
battery draw by devices operated during outage and battery 
condition. Some areas may go into alarm before others due to 
these factors. 

(2) Communication failure (COMM FAIL) incidents will be 
announced by the RDC. 

a Local COMM FAIL events may require commands to man 
or provide constant surveillance. Commands shall communicate 
with NBK needs for security services. 

b Incidents of network or installation wide COMM 
FAILS; NBK NSF will provide hourly checks initially until an 
assessment of the problem can be determined and manning 
resources allocated and distributed to priority areas. 

(f) The following lists are prioritized NBK and installation 
areas requiring manning for incidents when constant surveillance 
is required. NOTE: Magazines and storage of AA&E is generally 
constant, however AA&E items may be moved and contents changed. 
Areas marked "MT or EMPTY" indicating no contents inside will 
not be manned. NBK Bangor Watch Commander and NBK CDO will 
contact other command CDO's and determine AA&E assignment and 
manning requirements. 

(1) NBK NSF Ready For Issue (RFI) rooms. 

(2) Bldg. 3650, Small Arms Training Center 

(3) Bldg. 4071, NBK Military Working Dog Golan 

(4) Bldg.'s 6061-6068, Explosive Ordnance Disposal (EOD) 
Det Bangor Magazines (A&E enclave) 

(5) Bldg. 1247-1248 (GOLAN), EOD Det Bangor 

(6) Bldg.'s 6106-6108, Magazines on Flier Road (A&E 
enclave) 

(7) Bldg.'s 6242-6244, Magazines on Flier Road (A&E 
enclave) 

(8) Bldg.'s 6222-6239, REMAG area NBK Bangor (A&E 
enclave) 
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(9) Bldg. 6075, Magazine MSRON 9 (A&E enclave) 

(10) Bldg. 893, NBK Keyport 

(11) NUWC Annex on NBK Bangor (A&E enclave) (Safe Haven 

and Secure Holdings) 

(12) Bldg. 113, NBK Keyport 

(13) Bldg. T066, CENSECFOR ARMAG, NBK Bangor 

(g) Planned outages and disruptions to the systems 
supporting the security systems will be forwarded to NAVFAC 
Public Works Utility Outage Coordinator for planning and 
scheduling to allow for affected customers review, comments and 
approval. 

(h) NBK NSF will respond to all AA&E alarms within 15 
minutes. The NBK Watch Commander based on available patrols will 
prioritize response for AA&E as highest priority. See para. 
1. (f). for priority listing when multiple AA&E areas are in 
alarm at the same time. 

0702. Contingency planning for short and long term incidents 
will be handled at the appropriate level. Incidents will be 
brought to the attention of the NBK ISO, who will formulate 
appropriate security measures for the situation presented as 
each is very unique and can be quite dynamic due to the unique 
environment in which NBK operates. 

0703. AA&E storage areas are of varying types. NBK has Earth 
Covered Magazines (ECM), Above Ground Magazines, Secure Holding 
areas, Safe Haven, Golan Protectainers, Ready Service Lockers 
(RSL), Armories, and Operations areas, which each have unique 
required security requirements. See reference (c) for further 
guidance. 

0704. The following storage areas exist onboard NBK. 

a. Main Limited Area (MLA). This area is the responsibility 
of SWFPAC and receives security services from Marine Corps 
Security Forces Battalion (MCSFBn) onboard NBK Bangor. 

b. The Limited Area (LA). This area is the responsibility of 
SWFPAC and receives security services from Marine Corps Security 
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Forces Battalion (MCSFBn) onboard NBK Bangor. NBK NSF provide 
alarm response support. 

b. Naval Undersea Warfare Center (NUWC) Keyport Annex 
onboard NBK Bangor. NBK NSF provides alarm response support. 

c. REMAG area onboard NBK Bangor. NBK NSF provides alarm 
response support. 

d. Explosive Ordnance Demolition range, magazines, and 
operating buildings onboard NBK Bangor. 

e. NBK storage areas are Military Working Dog Golan 
Protectainer (B4071), Ready for Issue (RFI) rooms located in 
Bl200 onboard NBK Bangor, Bldg. 433 onboard NBK Bremerton, Bldg. 
1 onboard NBK Naval Hospital Bremerton and Bldg. 186 onboard NBK 
Manchester. Armory and Small Arms Training Center (SATC) 
onboard NBK Bangor. 

f. Magazine storage areas on Flier road onboard NBK Bangor. 

g. Magazine storage areas onboard NBK Keyport. 

h. Armory Storage area for Maritime Force Protection Unit 
(MFPU) U.S. Coast Guard onboard NBK Bangor. 

i. Inactive firing ranges onboard NBK Camp Wesley Harris. 
Close Quarters Battle training facility onboard Camp Wesley 
Harris is under SWFPAC responsibility. 

j. Center for Security Forces small arms munitions training 
onboard NBK Bangor. 

k. Ready For Issue located in Controlled Industrial Area 
(CIA) Tunnel 4 onboard NBK Bremerton (RF-DF operations) . 

1. Secure Holding located in the NUWC Annex NBK Bangor 
(B5940) requires communication and coordination for storage 
events. The NBK ISO shall be notified to coordinate any guard 
posting requirements. Reimbursable funds must be allocated for 
guard services. 

0705. AA&E areas are to be designated as Restricted Areas in 
writing by the Commanding Officer or Officer in Charge (OIC) 
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annually. This designation describes the measures implemented 
for the level of restriction assigned. 

0706. Authorized Access lists are signed by the respective 

Commanding Officer/ore. NBK uses Common Access Card (CAC) to 
authenticate the person along with a six digit PIN (Personal 
Identification Number) . Cards enrollment and PIN assignment are 
performed on HVEL workstations located in the NBK Physical 
Security Offices. 

a. The NBK Commanding Officer designates and identifies 

those personnel approved to be inside NBK areas unescorted and 
those persons authorized to be inside while escorted. All others 
are classified as visitor's and will be logged when inside an 

AA&E area. 

b. Access lists shall be posted out of view. This list 
assists NBK NSF in identifying persons found in AA&E areas being 
authorized to be in the area. 

0707. The following security features are used in the protection 

of AA&E. 

a. Intrusion Detection System (IDS) annunciates at the 
Regional Dispatch Center (RDC) in B1103 onboard NBK Bangor, 
which is continuously manned and dispatches NBK NSF for all 
security alarms. NBK Physical Security Offices monitor alarm 
reports via daily logs of alarms reported in NBK NSF Desk 
Journal. NBK maintains analysis reports of alarms for false and 
nuisance alarms to identify reliability problems. Security 
violations are issued by NBK Physical Security off ices for alarm 
annunciations to perform follow up and correct~ve actions 
documentation. 

(1) NBK IDS/AECS is sustained on a network system called 
Hirsch Velocity (HVEL) . Administration of network and its 
devices is the Commander Navy Region Northwest N6 personnel. NBK 
NAVFAC Electronic Security Unit (ESU) administers the HVEL 
software and its components. 

(2) Sensors, related equipment, and signal transmission 
lines are protected from tampering. Aerial and underground 
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transmission lines exist for signaling and are provided 
electronic line supervision. 

(3) NAVFAC ESU employees are government civil service 
workers and their trustworthiness is the responsibility of 
NAVFAC Public Works. ESU conducts installs, inspections, 
maintenance, testing, connection and certification of intrusion 
and access systems connected to HVEL system onboard NBK 
reporting to the RDC. 

(a) Contracted personnel may be utilized to do 
install work, but connection testing and final certification for 
acceptance is the responsibility of the NAVFAC ESU. 

(b) Alarm tests will be conducted by the NAVFAC ESU 
on a quarterly basis. 

(c) The test consists of "walk" testing of each 
volumetric sensor as well as points, duress switches, temporary 
interruption of AC power to ensure proper automatic transfer to 
back up battery power, functionality on backup power, audible 
and visual annunciation of the transfer, and correct transfer 
back to AC power. The backup power source shall be capable of at 
least four (4) hours. NBK utilizes batteries, Universal Power 
Sources (UPS) and diesel generators to provide backup power for 
AA&E areas. 

(d) NBK AA&E areas quarterly test results are 
maintained by NBK Physical Security offices. Tenants must 
request copies of these tests from NAVFAC ESU. The test letter 
contains the tests performed, names of person performing the 
test, the results of the tests, and corrective actions required. 

(4) Anti-Intrusion Barrier (AIB) shall be installed as 
an IDS component on all risk category I and II ammunition and 
explosive storage areas active doors equipped with high security 
lock and hasp. 

b. Security lighting. Security lighting providing light to 
allow observation in the AA&E area shall be a minimum of .2 foot 
candles. 

(1) Fixtures do not cause glare on NBK NSF personnel 
conducting checks and the fixture provides "white" light at 
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exterior doors to storage area and/or rooms containing arms 
and/or category I/II ammunition and explosives. 

(2) Emergency lighting and back-up power are not 
required, but should be considered when threat or 
vulnerabilities warrant. 

(3) Light switches must not be accessible to unauthorized 
persons. For energy conservation it is recommended light 
fixtures energize/function on photo cells, but shall have manual 
means to turn on the fixture. 

c. Security fencing. AA&E areas category I/II shall be 
enclaved with a security fence. Fence design and requirements as 
per the current applicable Unified Facilities Criteria (UFC), 4-
022-03. Contact the respective NBK Physical Security office for 
fencing type determination and all further requirements for all 
modifications, retrofits and new construction involving fencing 
for AA&E areas. 

(1) Clear zones established at 20 feet exterior of the 
fence and 30 feet for the interior. This distance is linear from 
edge of the AA&E area to the fence. 

(2) This clear zone shall be maintained clear of all 
obstructions and vegetation. The vegetation retained within the 
clear zone shall be maintained as per applicable AA&E safety 
requirements. 

(3) Security fencing will be marked with signage 
designating the area as a restricted area and be attached to the 
fence at 100 foot intervals visible from the exterior. 

(4) Outriggers attached to the top portion of the fence 
shall be "Y" type outriggers. 

(5) Fence material shall extend two inches into the AA&E 
areas ground soils. 

d. Locks. Entry doors to AA&E areas (magazines, armories 
shall be secured with a high security locking (HSL) device and 
hasp. HSL's shall be rotated annually and have preventive 
maintenance performed. 

7 



NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

(1) Ready For Issue (RFI) rooms are exempt from HSL and 
hasp requirement. Mitigating measures for NBK areas are use of 
Intrusion Detection Systems (IDS) , area construction and design 
along with use of GSA Class 5 Weapons Containers. 

(2) Armories configured as an interior door way use GSA
approved Class 8 vault door. 

(3) Fences and enclave doorways must use medium security 
locks Abloy General Field Service Padlock, meeting federal 
specification, FF-P-29827A. 

(4) Arms stored in Ready For Issue (RFI) areas are stored 
in GSA approved Class 5 Weapons containers, weapons racks, 
cabinets and locally produced storage containers and secured 
with low security padlocks. 

(5) Combination locks used on Class 5 Weapons storage 
security containers shall meet federal specification, FF-L-2937. 

(6) Ready For Issue (RFI) rooms utilize electronic door 
strike locks, associated with HVEL automated access control and 
changeable lock cores. 

(7) Interior doorways acting as a secondary door shall 
be secured from the protected side with either a locking bar or 
dead bolt lock. Panic hardware installed shall meet safety, 
fire and building codes approved by Underwriters Laboratory. 

(8) Man passable areas greater than ninety-six (96) 
square inches shall be hardened, IAW with MIL-HDBK-1013/lA. 

(9) Internal Locking Device (ILD) was developed to 
address security and operational deficiencies in high security 
padlocks and hasps currently used to secure weapons storage 
magazines. NBK currently does not utilize this type of locking 
device on any storage areas. 

(10) Padlocks shall be locked to the staple or hasp to 
prevent its loss or theft when an area will remain open while 
occupied. 

e. Keys. The NBK Commanding Officer has designated an AA&E 
lock and key or access control custodian who is responsible for 
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assuring proper custody and handling of AA&E lock and keys and 
access control policies. See chapter 5 of this instruction for 
further lock and key program guidelines. 

(1) Keys for AA&E areas and IDS are separated from non 
AA&E keys and issued only to authorized individuals designated 
by the NBK Commanding Officer, whose duties require it. 

(2) AA&E keys shall never be left unattended or 
unsecured. AA&E keys shall never leave the installation. RFI 
keys are kept on sealed serialized rings and custody is turned 
over each shift. 

(1) Two key rings are assigned the NBK Bangor RFI. 
The door also utilizes CAC and PIN automated access. 

(2) NBK Bremerton RFI utilizes an automated access 
control with CAC and PIN. 

(3) NBK Naval Hospital Bremerton RFI utilizes 
automated access control and an armed watch stander manning the 
area twenty four hours a day. 

(4) NBK Manchester RFI utilizes an armed watch 
stander manning the area twenty four hours a day. 

(3) The combinations and PIN associated with individual 
users shall be protected by memorization. Combinations shall not 
be recorded on paper, stored in personal electronic devices, or 
recorded on media which can be compromised. All AA&E security 
container combinations are recorded on DD Form 700, Combination 
Change Card and secured/stored by NBK Physical Security offices 
in GSA Class 5 security containers. 

(4) Locks protecting AA&E spaces and areas shall not be 
part of a master key system. 

0708. Closed Circuit Television (CCTV). There are no specific 
requirements for CCTV. Surveillance may be by operational or 
security personnel, or it may be via CCTV if also accompanied by 
IDS. 

0709. AA&E Restricted Area posting. Post areas with Restricted 
Area signs. NBK may have signs available. Contact NBK Physical 
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Security for further requirements for wording colors, sizes, and 
lettering if fabrication is required. 

WARNING 

RESTRICTED AREA- KEEP OUT 
AUTHORIZED PERSONNEL ONLY 

AUTHORIZED ENTRY INTO THIS RESTRICTED AREA CONSTITUTES CONSENT 
TO SEARCH OF PERSONNEL AND THE PROPERTY UNDER THEIR CONTROL 

INTERNAL SECU~ITY ACT OF 1950 SECTION 21, 50 USC 797 

a. Fences. Signs posted on the fence fabric on each 
approachable side of the fence with no greater interval than 100 
feet . 

b. All doors into the AA&E area will have a sign attached on 
or adjacent the door. 

c . Magazines, Ready Service Lockers, ARMAGS and walls of 
AA&E facilities will be posted on all doors into the area . 

0710 . Inventories. NBK Ready For Issue rooms will be inventoried 
at each shift change and when security containers are opened . 
Armories, ready service lockers, and GOLAN will be inventoried 
each time a security container is opened or accessed . All 
openings and closing will be documented on SF 702 . Guard checks 
can also be documented on this form. Refer to SOP's 12 5 and 126. 

0711 . Navy and Marine Corps Resale Facilities and Exchanges. 
NBK does not have any facilities storing AA&E for this purpose . 

0712. Navy and Marine Corps Museums and Unit displays . NBK does 
not have any facilities storing AA&E for this purpose . 

0713. Government AA&E . With respect to carrying gov ernment arms, 
ammunition, and explosives, comply with references (a) , (c) , 
( d) , and ( f ) . 

a . Under normal circumstances, firearms, weapons and 
ammunition will be dec lared to the ECP Sentry. Firearms 
entering the base shall not be loaded except those authorized by 
law enforcement or military commanders. 

b. Navy military, civilian personnel, and Marine Corps 
military personnel whose duties require the carrying of 
concealed firearms and civilian personnel whose 
duties require the carrying of firearms shall be issued OPNAV 
Form 5512 / 2, which shall be signed by the CO or individual 
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designated in writing by the CO. This form shall be in the 
possession of the individual while armed. The authorization 
must be withdrawn whenever the person to whom issued no longer 
meets the training, qualification, proficiency requirements, or 
no longer needs to be armed. 

c. Report loss of government AA&E to the Naval Criminal 
Investigative Service (NCIS) in accordance with Chapter 12, 
para. 4, of this instruction for quantities of AA&E reportable 
by MLSR messages. 

0714. Safe Haven. Allows for on-installation vehicle parking 
under an emergency situation such as, but not limited to, driver 
illness, terrorist or criminal suspicious activity, civil 
disturbance, mechanical breakdown, serious weather related 
events (e.g. blizzards, flooding etc.) or natural disaster (e.g. 
hurricanes, earthquakes, tornadoes etc.). 

To the extent possible, an· area designated for safe haven 
parking will meet the compatibility restrictions, explosives 
safety quantity distances, and lightning protection 
requirements. 

0715. Secure Hold. Allows vehicle drivers to use on
installation parking for purposes other than a safe haven 
situation such as, but not limited to, a driver seeking rest or 
after hour arrival. 

The size of the explosives safety quantity distance arcs will 
dictate the department of transportation (DOT) hazard class 
division (1.1 through 1.6) and amount of net explosive weight 
that can be safely staged. 

0716. Vetting Policies. Drivers shall have the appropriate 
credentials and general documents, Bills of Lading when making 
scheduled deliveries. See Chapter 14 for further guidance on 
access control requirements. When truck driver's arrive at NBK 
entry control points (ECP's) seeking access onto NBK for the 
purpose of safe haven or secure hold, the NSF will follow the 
following guidelines: 

a. Ascertain the truck driver(s) status using provided 
documents and need for access to NBK using access control 
procedures. Determine if the truck is delivering AA&E onboard 
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NBK, or if the truck has made a secure hold appointment to 

justify access. 

(l) NSF sentries at the ECP shall review the documents 

and/or bill of lading (BOL) provided by the munitions carrier 
drivers to determine if the truck is delivering AA&E onboard the 
installation. If the truck is contracted to deliver to a 
facility, NSF shall grant access and either escort or direct the 
drivers to the appropriate designated holding location. 

(2) If the munitions carrier's dispatch office or the 
munitions carrier's driver has made a prior secure hold 
appointment, then NSF shall either direct or escort the drivers 
to the designated secure hold lot. 

(3) If the munitions carrier's drivers, or a DoD designated 
authority is seeking safe haven for a shipment, then escort the 
load to a designated suspect cargo area. NSF shall monitor the 
conveyance; validate the credentials of the munitions driver(s); 
coordinate with local law enforcement if applicable; and/or 
coordinate with the DoD activity that requested this service. 

(3) If documents allow access, direct the truck driver to 
drive the vehicle to a designated location that can provide the 
necessary physical security and explosives safety measures. 

(4) If the documents do not allow the driver unescorted 
access onto the installation, then: 

(a) Escort the load to a designated suspect cargo area. 
Installation security shall secure the conveyance and then 
coordinate with the shipper of the ordnance, and/or the 
munitions carrier's dispatch office to reconcile the discrepancy 
of the shipping documents. 

(b) Determine if the driver encountered a threat. 
Installation security shall direct and/or escort the vehicle to 
a designated suspect cargo holding area, secure the conveyance, 
and then coordinate with the shipper of the ordnance, and/or the 
munitions carrier's dispatch office, and local law enforcement 
to address the perceived threat. 

(5) Installation designated explosives safety officers and 
Naval Facilities Engineering Command will request and designate 

12 



NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

via the explosives safety siting process approval process 
primary and alternate locations for vehicle safe havens. 

(6) NBK shall grant safe haven to a carrier that is 
transporting/delivering AA&E, regardless of Security Risk 
category of AA&E being carried. 
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NAVBASEKITSAPINST 5530.14A 
31 Oct 12 

SAFETY, CONTROL, AND ACCOUNTABILITY FOR PERSONAL FIREARMS AND 
WEAPONS 

1. Scope. Per references (a) and (d), this chapter is a 
necessity to maintain good order and discipline and security on 
board NAVBASE Kitsap. Unless otherwise authorized by applicable 
law or regulation, personal firearms shall not be possessed, 
used, introduced, transported, or stored on board NAVBASE Kitsap, 
in on-base Bachelor Quarters, on-base temporary lodging 
facilities, and on-base military housing areas (including 
Public-Private Venture (PPV) housing. The provisions of this 
chapter do not apply to personnel residing in off-base Navy 
family housing or off-base family PPV housing. NAVBASE Kitsap 
CO is the only approving authority for the storage or 
transportation of personal firearms and weapons. Reference (o) 
applies. 

2. Firearms and Weapons. The term firearm includes, but is not 
limited to: 

a. Handguns. Pistols, semi-automatic handguns, machine 
pistols, revolvers and derringers. 

b. Long Guns. Rifles, assault rifles, and shot guns, 
whether operated by bolt pump or lever. 

c. Other Guns. Pellet, BB guns and/or any weapon which 
launches a projectile via explosive or compressed means/process 
which can kill, injure or maim. 

d. Other Weapons. Any projectile throwing weapons (to 
include paintball guns), stun guns, knives, decorative swords, 
bows and blowguns. 

3. Control of Personal Firearms and Weapons 

a. Concealed or loaded handguns: Individual state licenses 
or permits that authorize personnel to carry concealed handguns 
are not recognized or valid on Navy installations. Under no 
circumstances will the transportation of loaded or concealed 
handguns, shotguns or rifles be permitted except those 
performing Law Enforcement or Security duties and have been 
authorized by the ISO. 

b. All firearms being brought on NAVBASE Kitsap must be 
declared to the ECP sentry each time they are transported onto 
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NAVBASE Kitsap. Persons failing to declare a firearm or weapon 
will be held accountable administratively and/or criminally. 

c. NAVBASE Kitsap has no authorized areas for target 
practice (e.g., Navy/Morale Welfare and recreation ranges or 
hunting areas) . 

4. Registration of Firearms or Weapons 

a. All firearms or weapons, except those fixed blade knives 
or decorative swords available for purchase at the Navy Exchange 
(NEX), brought on NAVBASE Kitsap managed areas shall be 
registered with NAVBASE Kitsap Armory, Bldg. 3650, per reference 
(o) . Registrants shall have their weapons with them at time of 
registration for verification by Armory personnel. Registrants 
must have documented completion of the Navy Knowledge Online 
Navy Personal Firearms Training. This includes personnel 
staying: 

(1) NAVBASE Kitsap on-base family housing and bachelors 
quarters, and on-base transient quarters. 

(2) NAVBASE Kitsap Marine Corps Security Force Battalion 
(MCSFBn) Barracks at Bangor. 

b. Declare the firearm or weapon to sentry at the ECP. 
Registrant will be escorted under NAVBASE Kitsap Security Police 
escort to NAVBASE Kitsap Armory, Bldg. 3650. NAVBASE Kitsap 
Armory personnel shall complete the multi-copy Registration of 
Privately Owned Firearms form in person with the registrant and 
registrant shall read, sign, and comply with the armory memo 
"CHECKING IN/OUT PRIVATELY OWNED WEAPONS." 

c. Residents in any NAVBASE Kitsap on-base Navy family or 
PPV housing may store their weapons in their assigned residence 
or the NAVBASE Kitsap - Bangor Armory. 

d. After hours the registrant will be directed to proceed 
to the appropriate NAVBASE Kitsap Security building (Bldg. 1200 
for NAVBASE Kitsap - Bangor and Keyport, and Bldg. 433, NAVBASE 
Kitsap - Bremerton and Jackson Park Housing) under NAVBASE 
Kitsap Security Police escort. Upon arrival registrant will be 
directed to meet with duty Armory personnel. Duty Armory 
Personnel will ensure all registration documents are completed. 
Registrant will transport to Bldg. 3650 or Bldg. 2102 for 
stowage of registered items, if required. 

8-2 Enclosure (1) 



NAVBASEKITSAPINST 5530.14A 
31 Oct 12 

e. MCSFBn personnel will register with NAVBASE Kitsap 
Armory, but weapons will be stored at MCSFBn Armory, Bldg. 2102. 

f. NAVBASE Kitsap Armory shall ensure the registration 
forms are kept on file and report suspected violations of the 
above weapons policies. 

5. Transportation of Firearms, Ammunition or Weapons 

a. Authorized firearms, ammunition or weapons will not be 
carried on one's person or within the driver and passenger 
compartments (e.g., glove box or console, etc.) of a vehicle. 
Firearms or weapons must be unloaded and transported in the 
trunk of the vehicle or, if the vehicle has no trunk, be 
disassembled or secured with an approved individual trigger or 
chamber-style lock. The firearm must be stored in a locked 
container. Advise NAVBASE Kitsap Security Police anytime a 
weapon will be transported on or off base. 

b. Ammunition will be transported in a separate locked 
container from which the firearm is stored. 

c. Transportation of privately owned firearms or weapons 
shall be from the residence or armory to the closest perimeter 
gate with no stops in between. Individuals must have in 
possession and available a copy of the Registration of Privately 
Owned Firearms. 

d. Concealed weapons permits issued through the State of 
Washington or any other state do not authorize a person to carry 
a concealed firearm or weapon on any NAVBASE Kitsap managed 
area. 

6. Storage of Firearms, Ammunition and Weapons 

a. Personal firearms are stored at the NAVBASE Kitsap 
Armory, Bldg. 3650, and MCSFBn Armory, Bldg. 2102. 

b. Personal weapons authorized for storage in on-base Navy 
family housing or on-base PPV housing will: 

(1) Be stored in a locked container or locked gun rack, 
or secured with an approved trigger or chamber-style lock that 
prevents loading or firing. 
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(2) Ammunition stored in a locked container separately 
from firearms or weapons. 

7. Possession of Knives 

a. Knives necessary for proper performance of duty are 
authorized in places and at times where such duties are 
performed aboard NAVBASE Kitsap. The Revised Code of Washington 
RCW 9.41.270 states, "It shall be unlawful for anyone to carry, 
exhibit, display or draw any dagger, sword, knife or other 
cutting or stabbing instrument, or any other weapon capable of 
producing bodily harm, in a manner, under circumstances, and at 
a time and place that either manifests an intent to intimidate 
another or that warrants alarm for the safety of other persons." 
Any person violating these provisions shall be guilty of a gross 
misdemeanor. An appropriate knife may be accepted as 
recreational equipment while actively engaged in, or while en 
route to or from, an appropriate activity, (e.g., hunting, 
fishing, shell fishing or newly purchased from NEX with receipt). 

b. Personnel residing in Bachelor Housing, Visiting 
Quarters, Transient Quarters, or MCSFBn Barracks are prohibited 
from keeping daggers, swords, or other cutting or stabbing 
instruments, or any other weapon as outlined in paragraph (a) 
above, that have the main purpose of causing bodily harm. Such 
items shall be stored in the NAVBASE Kitsap Armory, space 
permitting. MCSFBn Barracks personnel must turn their weapons 
over to their armory. Knives used in the proper performance of 
military duties are authorized in Bachelor Enlisted Quarters and 
Bachelor Officer's Quarters, but shall be kept locked up to 
prevent theft when not in use. 
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PIER SECURITY AND ACCESS CONTROL 

1. Purpose. To outline responsibilities and prescribe 
procedures for NAVBASE Kitsap pier security and access control 
requirements per references (f), {s) and (u). Reference (u) 
covers responsibility for Access Control for all persons onto 
NAVBASE Kitsap. 

2. Background. NAVBASE Kitsap piers are designated as Level 
Two Restricted Areas when High Value Units (HVU) are moored. 
Ships will normally be protected by a pier sentry controlling 
access, see reference (g), or current Force Protection Condition 
(FPCON) Anti-terrorism posture message. 

3. Security 

a. Pier Sentries are required whenever HVUs are present at 
Piers Bravo, Charlie and Delta for NAVBASE Kitsap - Bremerton; 
and Service Pier and K/B Docks for NAVBASE Kitsap - Bangor. 
Piers within the CIA at PSNS have primary access controlled at 
the CIA perimeter. SWFPAC Security provides pier security for 
Delta, Marginal Piers, and Explosive Handling wharfs for Bangor. 
Sentries must be able to grant immediate access for emergency 
vehicles and emergency egress of personnel. NAVBASE Kitsap pier 
sentries shall also be familiar with operating associated 
mechanical barriers that may be installed (e.g., hydraulic 
bollards) at pier and maintain SOP binder in guard shack. 

b. Sentry types, number of sentries, locations, and 
equipment are determined by Higher Headquarter requirements. 
Coordination shall be made with the NAVBASE Kitsap Anti
terrorism Officer IAW reference (e) . 

4. Access Control. The Pier Sentry will allow access to the 
pier to personnel who present the following types of photo
identification. 

a. Valid military personnel assigned to the moored HVU 
and/or applicable services personnel. HVUs should assist pier 
sentries with their own personnel or quarterdeck landline to 
facilitate HVU specific visitor control and verification of 
crewmembers. 

b. Emergency and Law Enforcement personnel with proper 
credentials. 

9-1 



NAVBASEKITSAPINST 5530.148 
2 Jul 14 

c. DoD identification. 

d. Commercial contractor. Ensure the contractor is 
authorized for work at the pier. If necessary, call the 
quarterdeck of the ship having the work done for verification. 

e. Commercial vendors/delivery personnel. 
authorized for deliveries. If necessary, call 
of the ship receiving the deliveries. 

Ensure they are 
the quarterdeck 

5. Vehicle Access. Per reference (b), vehicle access to piers, 
wharves, or docks shall be controlled. Parking during NORMAL 
and APLHA FPCONs will be limited for the following vehicles: 

a. Essential Government vehicles. 

b. Vetted Commercial vehicles. Any parking on piers will 
be discontinued at FPCON BRAVO and higher. 

6. Administrative Inspections 

a. Personnel and vehicles entering and exiting NAVBASE 
Kitsap piers are subject to administrative inspections. The 
NAVBASE Kitsap Anti-terrorism Officer is responsible for the 
scheduling and administration of this program. NAVBASE Kitsap 
Departments and tenant commands shall coordinate with the 
NAVBASE Kitsap Anti-terrorism Officer and his staff to ensure 
these inspections follow current legal and policy guidelines. 
Inspection types and frequency are affected by Higher 
Headquarter requirements during heightened FPCON. 

(1) Coordinate requests for Military Working Dog (MWD) 
support via the NAVBASE Kitsap Kennel Master at 396-4150. 

(2) Schedules are reviewed and approved by the NAVBASE 
Kitsap CO. These schedules are submitted monthly in a 
standardized format and require some advance notice for 
coordination. Contact the NAVBASE Kitsap Anti-terrorism Office 
at (360) 476-9275 or (360) 476-6864 for further information and 
assistance. 
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CHAPTER 10 
CRIME PREVENTION 

1. Scope. The Crime Prevention Officer (CPO) and Crime 
Prevention Coordinator {CPC) are designated in writing by the 
CO. NAVBASE Kitsap crime prevention strategies provide guidance 
on planning, organizing, directing, and maintaining crime 
prevention plans. 

2. General 

a. It is Navy policy to protect military personnel and 
civilian employees, their families, and Government assets from 
criminal acts, by minimizing the opportunity and inclination to 
commit these acts. 

b. The objective of this crime prevention effort is to 
enhance the installation's overall readiness by: 

(1) Increasing the morale and personal safety of 
Sailors, civilian employees, their families, and others aboard 
NAVBASE Kitsap installations and activities. 

(2) Protecting Government assets and personal property 
from theft, misuse and unlawful destruction. 

{3) Reducing manpower, time, and administrative costs 
expended by the Government in the investigation, pursuit, and 
prosecution of criminal activity. 

(4) Maintaining a favorable image of the United States 
Navy in the eyes of the public. 

3. Execution 

a. Concept of Operations 

(1) A successful installation crime prevention plan must 
be tailored around the specific needs of each military 
community. For example, bases and stations with high 
concentrations of military personnel may have a higher ratio of 
minor property and personal crime, while logistics bases may 
suffer from a higher incidence of fraud and larceny against the 
Government. 

(2) The installation crime prevention plan will 
encompass three major elements; prevention, enforcement, and 
education. 
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(a) Prevention focuses on the reduction of 
conditions conducive to crime against the Government, persons 
and property. The focus of prevention is on reducing or 
removing the opportunity and desire to commit a crime. 

(b) Enforcement ensures timely detection and 
investigation of criminal activity, and the apprehension and 
prosecution of offenders. Effective enforcement increases the 
chances for recovery of stolen goods. 

(c) Education of all members of the military 
community through comprehensive, ongoing crime prevention 
awareness training, news media and crime prevention seminars 
raises the overall climate of security within the military 
community. 

(d) The installation Physical Security offices will 
focus on locally designated areas of concern, identify 
conditions conducive to the commission of crime, and recommend 
appropriate crime prevention measures. 

(e) Under no circumstances will crime prevention 
precautions compromise the safety of residents, their 
dependents, or civilian employees. Conversely, properly 
designed fire and safety regulations need not compromise 
installation crime prevention efforts or physical security 
requirements. 

(3) A successful crime prevention plan requires 
continuing command emphasis. Physical Security and Crime 
Prevention Surveys, crime analysis, and unit representative 
crime prevention checks are tools to monitor the effectiveness 
of crime prevention programs. 

(4) An effective crime prevention plan requires a 
systematic approach. Crime analysis allows specific target 
areas for crime prevention efforts to be identified. The 
following areas of concentration are recommended: 

(a) Individual personal security aboard the 
installation, and while on leave and liberty. 

(b) Physical abuse of a spouse or children in any 
form is a crime, and is punishable under the Uniform Code of 
Military Justice (UCMJ) . Any suspected forms of spouse or child 
abuse discovered by medical, school, or other personnel will be 
immediately referred to the installation Sexual Assault Program 
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and Response representative (SAPR), who will notify the family 
advocacy representative and initiate an investigation. 

(c) The maintenance of drug-free work and school 
environments. 

(d) Security of Morale, Welfare, and Recreation 
(MWR) retail and service activities. 

(e) Security of personal property within quarters 
and housing areas. 

(f) Security of Government property at warehouses 
and property disposal offices. 

{g) Reporting of missing, lost, stolen, and 
abandoned Government property. Refer to Chapter 12. 

(h) Physical security of automated data processing 
(ADP) equipment. 

(i) Fraud, waste, and abuse of Government property. 

(j} Security of personal weapons and ammunition in 
accordance with chapter 8 of this instruction. 

b. Tasks 

(1) The CPO/CPC shall be designated in writing by the 
installation CO. 

(2) The installation Physical Security Officer (PSO) 
assists the installation commander by coordinating and 
implementing measures to support the installation's crime 
prevention plan. 

(3) As the commander's primary staff officer for crime 
prevention matters, the ISO provides planning guidance and staff 
sponsorship for all installation crime prevention efforts. 

(4) Crime Prevention/Physical Security Specialists 
analyze contributory causes to crime, highlighting conditions 
conducive to crime, and recommending appropriate courses of 
action. Additionally, these personnel help implement specific 
measures to eliminate conditions conducive to crime. 
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(5} A high level of inter-agency cooperation between 
military and adjacent civilian law enforcement agencies, such as 
the sharing of material resources and training opportunities, 
often enhances the crime prevention efforts of both communities. 

(6} Tools for measuring the effectiveness of the local 
crime prevention plan include physical security/crime prevention 
surveys and crime prevention checklists. The requirement to 
prepare physical security surveys for certain areas is 
established by reference (a) . Samples of crime prevention 
checklists are provided in Enclosures (1) through (3). 

(7) Other security programs contribute to the overall 
installation crime prevention efforts. For example, ADP 
security; commissary stores; Navy Exchange assets; and museum 
collections. 

c. Implementation Actions 

(1) The ISO, as the Commanding Officer's primary staff 
officer for crime prevention, will: 

(a) Conduct crime prevention surveys for base 
organizations and activities, as directed by the Installation 
Commanding Officer. 

(b) Maintain continuous liaison with adjacent police 
agencies to ensure a coordinated crime prevention effort. 

(c) Provide overall staff for the installation crime 
prevention plan. 

(d) Establish standard operating procedures for the 
control of personal weapons and ammunition stored or transported 
aboard the installation. 

(2) The installation PAO will support the installation's 
crime prevention plan through the use of radio, television, 
newsprint, and other media. 

(3) Installation PSO will: 

(a) Develop and maintain one single installation
wide crime prevention plan under the staff cognizance of the 
ISO. 
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{b) Establish specific crime prevention goals for 
each area of concern, and outline the procedures necessary to 
attain these goals. 

(c) Ensure all plans for new construction or major 
modifications are reviewed by Physical Security and/or Crime 
Prevention Officer or Coordinator assigned to the ISO. 

(d) Ensure crime prevention and physical security 
measures and plans are coordinated with the installation fire 
and safety representatives, to ensure compatibility with fire 
and safety regulations. 

4. Community Relations/Crime Prevention Programs. The purpose 
of this tab is to provide crime prevention program options to 
the installation commander. An effective installation and 
organizational crime prevention plan will be designed around the 
specific needs of the installation community. 

a. Child Beware Program. Presented to school aged children 
designed to increase the child's awareness that strangers may 
represent a danger to them. Children are encouraged to report 
unusual incidents to their parents, teachers and the military 
police. 

b. Child Identification Program. The purpose of this 
program is to provide only parents or guardians a permanent 
record of fingerprints, photographs, and identification data on 
their children. Under no circumstances will identification data 
be retained in Government files. 

c. Citizen Awareness Program. The purpose of this program 
is to educate the base community, through base newspapers and 
other media, about typical local crimes, victims, and offenders. 
For example, a monthly bulletin listing numbers of detected 
personal and property crimes, as well as motor vehicle offenses, 
could alert the community that crime is a real occurrence aboard 
the installation, and countermeasures are required. 

d. Crime Notice Program. When security forces on regular 
patrol aboard the installation observe situations conducive to 
the commission of crimes, Building Security/Crime Prevention 
Violation Report will be prepared as outlined in the security 
department SOP. 

e. Crime Prevention Month. In October, various media 
outlets are used to increase community awareness of the crime 
problems in the local area. An emphasis is placed on the need 
for reporting known suspected criminal activities. 
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f. Crime Stoppers Program. An anti-crime program that uses 
anonymous tips to apprehend criminals, and pays a reward for 
useful information. An individual desiring to report criminal 
activity calls a well-publicized telephone line at the military 
police desk and, without revealing their identity, provides all 
pertinent information. The military police log all of the 
information in a log, and assign a code number (such as 10-92 
tenth call in 1992) to the caller. The anonymous caller is 
requested to use this number in all future conversations with 
the military police. If an apprehension results from the 
information received, the caller can receive a monetary reward 
of a size appropriate to the crime. Unlike a civilian program, 
a crime stoppers program under military cannot solicit 
contributions for disbursement of rewards. Accordingly, a board 
of directors from various installation activities must approve 
all expenditures. Consultation with the local Staff Judge 
Advocate (SJA) is essential prior to the establishment of a 
crime stoppers program. 

g. Drug Abuse Resistance Education (D.A.R.E.) Program. One 
of the most widely used and effective drug education programs in 
the United States, D.A.R.E. brings drug education into the 
classroom of school systems. Through a 17-week course, fifth 
and sixth grade dependent children are taught to develop 
positive attitudes and behavior. Students gain the self 
confidence, sense of self-worth and the willpower they need to 
resist drugs and alcohol. Aboard military installations, 
D.A.R.E. programs may be managed by the Dependent School System, 
the military police, or jointly by both agencies. 

h. 11 McGruff 11 Campaign. This is a nationwide public service 
advertising campaign to promote crime prevention awareness and 
education. Guidelines for the use of the McGruff name, image, 
slogan and marks may be obtained through the National Crime 
Prevention Council, 1700 K Street, NW, Second Floor; Washington, 
DC 20006, Telephone: (202) 466-NCPC. Licensed McGruff products 
to promote crime and drug abuse prevention are available through 
the National Crime Prevention Council, Special Products Office, 
1 Prospect Street, Amsterdam, NY 12010, Telephone: (518) 
8424388, FAX' (518) 842-1826. 

i. Neighborhood Watch. Participation by civic-minded 
citizens within a neighborhood is solicited. These neighborhood 
representatives serve as a focal point for various problems 
within the area. Through their efforts the homes of persons on 
leave or otherwise absent may be looked after. Problems within 
the neighborhood may first be referred to these representatives 
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who contact appropriate social agencies for assistance. 
Programs of this type have been successful in improving 
community relations and opening lines of communication. 

j. Neighborhood Meetings. Periodic meetings chaired by the 
installation commander, ISO and CPO/CPC, housing officer or 
other designated representatives to discuss and resolve problems 
in the military community. Other ways to reach the military 
community are to attend Town Hall Meetings, Ombudsmen Meetings 
or Ombudsmen Trainings. 

k. Officer Friendly Program. This program teaches young 
children that military police are there to help them and the 
community. Several subjects can be covered in conjunction with 
this program; e.g., bicycle safety, beware of strangers, etc. 

1. Operation ID. This is a program to encourage owners of 
high value, theft attractive, and pilferable property to 
identify such items with an easily recognized and traced 
identification number, and to keep a record of all property so 
marked. This program applies to both Government and personal 
property. There are three principal advantages to marking such 
property permanently: 

(1) It has been proven that thieves are reluctant to 
steal items that are readily identifiable. Such items are 
difficult to dispose of through illegal channels. 

(2) Prosecution is much easier if property can be 
positively identified as property of a specific individual. 

(3) An owner's chance of recovering stolen property is 
much greater if the property is marked. If unmarked, military 
or civilian police may not be authorized to release the 
recovered property to the claiming individual. 

m. Ride Along Program. This program familiarizes the 
military community with law enforcement procedures by allowing 
community members to accompany military police on patrol. 

n. Safe House Program. Also known as McGruff House or 
Helping Hand Program, the Safe House Program is designed to 
assist dependent children who may encounter difficulties while 
they are in route to and from school, or playing in the 
neighborhood. Under this program, screened adult volunteers 
display an easily recognizable symbol on their residence. 
School children should be taught that homes displaying this sign 
are places to seek help in an emergency. 
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o. Unmarked Patrol Cars in High Crime Areas. The 
publicized presence of unmarked cars (especially in parking 
lots, storage areas, and housing areas) has been successful in 
reducing breaking and entering, prowling, and unauthorized 
personnel in the housing areas . 

p. Youth Activities Sponsored by the Instal l ation. Youth 
activities with military police participation, such as athletic 
events, bicycle rodeos, and PAO tours, increase the positive 
image of law enforcement among youthful dependents. 

5. Home Crime Prevention. Making your home safer from crime 
doesn't always mean having to install expensive alarms
effective home security starts with properly locked doors and 
windows and visible, well lighted entryways. Use Enclosure (2) 
to help you prevent crime for your home. 

a. Exterior Doors. All exteri or doors should be either 
metal or solid wood. For added security, use strong door hinges 
on the inside of the door, with non-removable or hidden pins. 
Every entry door should be well lighted and have a wide-angle 
door viewer so you can see who is outside without opening the 
door. 

b. Locks. Strong, reliable locks are essential to 
effective home security. Always keep doors and windows locked 
even a five-minute trip to the store is long enough for a 
burglar to enter your home. Use quality keyed knobs as well as 
deadbolts - deadbolts can withstand the twisting, turning, 
prying, and pounding that regular keyed knobs can't. 

(1) When choosing a deadbolt, look for such features as 
a bolt that extends at least one inch when in the locked 
position, to resist ramming and kicking; hardened steel inserts 
to prevent the bolt from being sawed off; and a reinforced 
strike plate with extra-long mounting screws to anchor the lock 
effectively . 

(2) Mos t deadbolts are sin g le-c y linder ; t h ey operate 
from the outside with a key and from the inside with a thumb 
latch . Double - cylinder deadbolts require a ke y t o open the lock 
from both out s ide a nd ins ide your home. The s e l ocks a r e 
especially effective for doors with glass within 40 inches of 
the lock - an intruder cannot break the glass and unlock the 
door by reaching through. 
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(3) Some jurisdictions do not allow these locks -check 
with your local law enforcement or building code authorities 
before installing a double cylinder deadbolt. As one 
alternative, security glazing can be applied to glass panels in 
or near the door, or shatterproof glass can be installed, though 
these options can be expensive. 

c. Sliding Glass Doors. Sliding glass doors can offer easy 
entry into your home. To improve security on existing sliding 
glass doors, you can install keyed locking devices that secure 
the door to the frame; adjust the track clearances on the doors 
so they can 1 t be pushed out of their tracks; or put a piece of 
wood or a metal bar in the track of the closed door to prevent 
the door from opening even if the lock is jimmied or removed. 

d. Windows. Most standard double-hung windows have thumb 
turn locks between the two window panels. Don't rely on these 
they can be pried open or easily reached through a broken pane. 
Instead, install keyed locking devices to prevent the window 
from being raised from the outside, but make sure everyone in 
the house knows where to find the keys in case of an emergency. 
Some jurisdictions have restrictions on this type of lock -
check with your local law enforcement before you install them. 

NOTE: An easy, inexpensive way to secure your windows is to use 
the 11 pin'' trick. Drill an angled hole through the top frame of 
the lower window partially into the frame of the upper window. 
Then insert a nail or eyebolt. The window can't be opened until 
you remove the nail. Make a second set of holes with the 
windows partly opened so you can have ventilation without 
intruders. 

e. Lighting. Lighting is one of the most cost-effective 
deterrents to burglary. Indoor lighting gives the impression 
that a home is occupied. If you are going to be away from your 
home, consider using automatic timers to switch interior lights 
on and off at preset times. 

(1) Outdoor lighting can eliminate hiding places. 
Install exterior lighting near porches, rear and side doorways, 
garage doors, and all other points of entry. Entryways to your 
home always should be well lit. Place lights out of reach from 
the ground so the bulbs cannot be removed or broken. 

(2) Aim some lights away from the house so you can see 
if anyone is approaching, or install motion- sensing lights, 
which turn on automatically as someone approaches. 
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f. Shrubs and Landscaping. Your home 1 s walkways and 
landscaping should direct visitors to the main entrance and away 
from private areas. The landscaping should provide maximum 
visibility to and from your house. Trim shrubbery that could 
conceal criminal activity near doors and windows. Provide light 
on areas of dense shrubs and trees that could serve as hiding 
places. Cut back tree limbs that could help thieves climb into 
windows, and keep yard fencing low enough too avoid giving 
criminals places to hide. 

6. Workplace Crime Prevention. When you go to work, don 1 t 
leave your crime prevention sense at home. Almost any crime 
that can happen at home or in your neighborhood can happen in 
the workplace. But common-sense prevention skills can help make 
life at work safer for all. 

a. Prevent Office Theft and Other Crimes 

(1) Keep your purse, wallet, keys, or other valuable 
items with you at all times or locked in a drawer or closet. 

(2) Check the identity of any strangers who are in your 
office; ask whom they are visiting and if you can help them find 
that person. If this makes you uncomfortable, inform security 
or management about your suspicions. 

(3) Always let someone know where you 1 ll be; whether 
it 1 S coming in late, working late, going to the photocopier or 
mail room, going out to lunch or a meeting. 

(4) If you bring personal items to work such as a coffee 
pot, a radio, or a calculator, mark them with your name or 
initials and an identification number. 

(5) Report any broken or flickering lights, dimly lit 
corridors, doors that don 1 t lock· properly, or broken windows. 
Dontt wait for someone else to do it. 

(6) Be discreet. Doutt advertise your social life or 
vacation plans and those of your coworkers to people visiting or 
calling your place of work. 

b. Common Trouble Spots 

(1) Reception area. Is the receptionist equipped with a 
panic button for emergencies, a camera with a monitor at another 
employee 1 s desk, and a lock on the front door that can be 
controlled? 
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{2) Stairwells and out-of-the-way corridors. 
the stairs alone. Talk to the building manager about 
poorly lighted corridors and stairways. 

Don't use 
improving 

(3) Elevators. Don't get into elevators with people who 
look out of place or behave in a strange or threatening manner. 
If you find yourself in an elevator with someone who makes you 
nervous, get off as soon as possible. 

(4) Restrooms. Attackers can hide in stalls and 
corners. 
keys. Be 
or poorly 

Make sure restrooms are locked and only employees have 
extra cautious when using restrooms that are isolated 
lighted. 

(S) After hours. Don't work late alone. Create a buddy 
system for walking to parking lots or public transportation or 
ask security to escort you. 

(6) Parking lots or garages. Choose a well-lighted, 
well-guarded parking garage. Always lock your car and roll the 
windows up all the way. If you notice any strangers hanging 
around the parking lot, notify security or the police. When you 
approach your car, have the key ready. Check the floor and 
front and back seats before getting in. Lock your car as soon 
as you get in, before you buckle your seat belt. 

c. Violence in the workplace. Violence in the workplace 
takes many forms, from raised voices and profanity or sexual 
harassment to robbery or homicide. While homicide in the 
workplace is rising, 75 percent of work-related homicides are 
committed by unknown assailants while committing a robbery or 
other crimes. Despite media hype, the attacker usually isn't a 
disgruntled coworker. To assess a workplace's vulnerability to 
violence, ask yourself these questions. 

(1) Is your office secure? Do you have easy-to-use 
phone systems with emergency buttons, sign-in policies for 
visitors, panic buttons, safe rooms, security guards, office 
access controls, good lighting, and safety training? 

(2) Does your employer take care in hiring and firing? 
Before hiring, are employment gaps, history, references, and 
criminal and educational records thoroughly examined? Are 
termination procedures defined clearly with attention to advance 
notice, severance pay, and placement services? 
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(3) Could you recognize potentially violent employees? 
Signs of stress that could erupt into violence include: 
depression, frequent absences, talking in a louder-than-normal 
voice, being startled easily, increased irritability and 
impatience, and concentration and memory problems. 

{4) Are you encouraged to report unusual or worrisome 
behavior? Is there a clear, written policy that spells out_ 
procedures in cases of violence and sanctions for violators? 
Make sure you know to whom you should report unusual behaviors. 

(5) Do you work in a supportive, harmonious environment? 
Is there a culture of mutual respect? Does your employer 
provide an Equal Employment Opportunity representative (EEO)? 

7. Travel Safety and Crime Prevention Tips 

a. Two months Before You Leave: 

(1) If you are going on official travel or leave outside 
the continental United States you will need to notify the IATP 
Coordinator and determine if an Individual Force Protection Plan 
is required. Additionally, other items may be required if you 
are performing temporary duty outside the continental United 
States such as Official Passports, Entry Visas, etc. 

{2) If you are traveling outside the continental United 
States an official notification to the US Defense Attaches 
Office is normally required. Please be aware that notifications 
of up to 45 days - in advance of arrival - may be required 
depending on the specific country/countries visited. 

(3) If you are a military member ensure you log-on to 
the Navy Travel Planning System (TRIPS), complete all applicable 
portions of the form, print the document and forward to your 
supervisor for approval. 

b. Two weeks Before You Leave: 

(1) Notify your local law enforcement agency about your 
departure and return dates, and give a name and telephone number 
of a neighbor or relative to notify in case of a burglary, fire 
or other emergency. 

(2) Notify the Post Office to hold your mail, or arrange 
with a neighbor to pick up and hold your mail. 
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(3) Notify your newspaper carrier to discontinue 
newspaper deliveries, or arrange with a neighbor to pick up and 
hold your papers. 

(4) Make arrangements to have your grass cut and watered 
while you are gone. Have someone check daily to remove 
throwaway papers from your doorway and yard. 

(5} If you have valuables in the house, take them to the 
bank for storage in your safety deposit box. Deposit extra cash 
in your bank account. 

(6) Move valuables so they can't be seen from the porch 
windows. Be sure you have a list of small appliances and 
valuables. 

(7) Make sure any broken window, door locks and window 
locks are repaired. 

(8} Put things away. Lawn 
should be put away before leaving. 
stolen. 

furniture, bicycles, etc., 
Items left out can easily be 

{9) Arrange with a neighbor or relative to watch your 
house. Give them a key and let them know where or how you can 
be reached in an emergency. Write down their telephone number 
so you can check with them during your trip. Give them your car 
description and license number. 

(10) Arrange inspection by a trusted neighbor if you 
will be gone for more than a few days, to be sure that nothing 
has been disturbed. 

c. Seven days Before You Leave: 

(1) Turn down the volume control on your telephone so it 
cannot be heard from outside. 

(2) Set an electrical timer to turn on some lights and a 
radio on and off during the day and evening hours. Added 
protection can be achieved if you have a neighbor rearrange the 
timer controlled lights so a pattern is not established in your 
absence. 

(3) Unplug all electrical appliances such as stereos, 
televisions sets, irons, washer and fans to prevent possible 
damage from electrical storms. 
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(4) Make sure all gas appliances are in good working 
order, and pilot lights are working. 

{5) Turn off water to prevent possible damage from 
broken hoses. 

(6) Set your thermostat so your furnace or air
conditioner will maintain a reasonable temperature while you are 
gone. 

(7) Close all windows and sliding glass doors, and be 
sure that all screens or storm windows are locked or fastened. 

(8) Close and lock your garage door. 

(9) Put the window shades in the normal daytime 
position, and make sure all main floor drapes, shades and 
curtains are arranged so neighbors and police can see into your 
house. Do not close blinds, pull shades down or do other things 
that advertise your house is empty. Ensure high value items are 
not viewable from windows. 

(10) Make sure the last person checks all locks on doors 
and windows. 

(11) If you leave a car or other vehicle in your 
driveway, make sure it is locked. 

(12) Remove any hidden keys from outside your home. 

NOTE: In case of a break-in, the neighbor should be instructed 
to not go in the house until the police have arrived and cleared 
the house. They should know how to reach you and your insurance 
agent, and should give this information to the appropriate law 
enforcement agency when reporting a suspected burglary. 

d. Travel Day: 

(1) Allow extra time. The screening process takes 
approximately 2-3 hours. 

(2) Take public transportation to the airport if 
possible, since parking may be controlled or restricted. 

(3) Don't count on curbside check-in. Contact your 
airline to see if it is still in place at your airport. 
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(4) Make sure you have a government-issued ID {federal, 
state, or local); it is now required to board a plane and 
passport for overseas travel. 

(5) If you have an E-ticket, you may need written 
confirmation from the airline, such as a letter, fax, or e-mail. 
Check ahead of time to make sure you have the proper 
documentation. 

e. Pack With Care: 

(1) Certain items, such as knives, cutting instruments, 
and ski poles, can no longer be carried on board but walking 
canes and umbrellas can. Check with your airline if you are 
unsure about whether to place an item in checked or carry-on 
baggage. 

(2) Remember each traveler is limited to one carry-on 
bag and one personal bag such as a purse, laptop, or briefcase. 
Double check with your airline to verify limits of carry on and 
checked bags. 

{3) All electronic items, such as laptops and cell 
phones, may be subjected to additional screening at the airport. 

(4) Do not gift-wrap carry-on items as they may need to 
be opened during security screening. 

(5) List your name, address, and telephone numbers 
inside and outside of each piece of luggage. Use covered 
luggage tags to avoid casual observation of your identity. 

(6) Stay especially alert and watch your bags carefully 
at all times. Don't let anyone but uniformed airline personnel 
handle or watch your bags. 

(7) Report anything suspicious to the nearest airport or 
airline personnel, including unattended luggage or packages. 

(8) Do not bring anything on board for another person 
unknown to or not traveling with you, however innocent or small 
the package or item may appear. 

(9) Take what you hear seriously. 
someone bragging or talking about plans to 
it to law enforcement immediately. 
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(1) Listen carefully to the safety briefing on the plane 
and follow any instructions from airline personnel. 

(2) Review the passenger safety card before takeoff and 
landing. 

(3} Locate the plane's emergency exits both in front and 
behind you. Count rows between you and the nearest front and 
rear exits. 

{4) Make a mental plan of action in case of emergency 

g. Practice Good Crime Prevention: 

(1) Watch out for staged mishaps, like someone bumping 
into you or spilling a drink. Often it's a ploy to divert your 
attention while a pickpocket grabs your wallet or other 
valuables. 

(2) Carry one or two major credit cards and travelers' 
checks rather than cash. 

(3) Carry your purse close to your body, or your wallet 
in an inside front pocket. Consider wearing a money pouch under 
your clothes. 

(4) Never leave your bags unattended or behind your back 
where you cannot see them. 

(5) Keep a separate record of the contents of checked 
luggage. Keep anything of value in a carry-on that stays with 
you. 

(6) Avoid displaying expensive cameras, jewelry, and 
luggage that might draw attention. Your aim should be to blend 
in with the crowd. 

h. International Travelers: 

(1) Monitor current events and review the latest 
information on any countries you plan to visit. Most important 
are the bulletins on the Department of State's Web site at 
https://travel.state.gov. 
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{2) Make two photocopies of your passport identification 
page, airline tickets, driver's license, and credit cards. 
Leave one copy at home and pack the other in a place separate 
from where you carry valuables. 

(3) To avoid problems with customs, keep medicines in 
their original, labeled containers. 

(4) If you wear glasses or contact lenses, pack an extra 
pair. 

(5) Use the same common sense you would at home; be 
cautious in or avoid areas such as crowded subways, train 
stations, elevators, market places, malls, sporting events and 
festivals where you are more likely to be victimized. 
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CHAPTER 11 
AIRCRAFT AND UNMANNED AERIAL VEHICLES (UAV) REGULATIONS 

1. Purpose. 
operations at 

To publish procedures 
NAVBASE Kitsap. 

for aircraft and UAV 

2. Scope. 
departments 

This chapter applies 
and tenant commands. 

to all NAVBASE Kitsap 

3. Aircraft and UAV Operations 

a. All NAVBASE Kitsap (NBK} departments and tenant commands 
shall provide the NAVBASE Kitsap Executive Officer (XO) with the 
following information on any aircraft scheduled to fly over or 
land on NAVBASE Kitsap: 

(1) Time of arrival. 

{2) Length of stay. 

(3) Purpose of flight. 

(4} Identification of aircraft and its personnel. 

b. Overnight parking of a helicopter requires approval of 
the NBK XO. 

c. The use of any UAV on NBK is forbidden without prior 
permission, in writing, from the NBK Commanding Officer (CO). 
The following information is provided in further defining a UAV: 

(1) In accordance with 14 CFR Part 91 (clarification 
notice of the Federal Aviation Administration's (FAA} current 
policy concerning operations of unmanned aircraft in the 
National Airspace System}, an unmanned aircraft is a device that 
is used, or is intended to be used, for flight in the air with 
no onboard pilot. These devices may be as simple as a remotely 
controlled model aircraft used for recreational purposes or as 
complex as surveillance aircraft flying over hostile areas in 
warfare. They may be controlled either manually or through an 
autopilot using a data link to connect the pilot to their 
aircraft. 

(2} The FAA Modernization and Reform Act of 2012 
establishes in Section 336 a "special rule for aircraft." In 
Section 336, Congress confirmed the FAA's long-standing position 
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that model aircraft are aircraft. Under the terms of the Act, a 
model aircraft is defined as "an unmanned aircraft" that is: 

{a) Capable of sustained flight in the atmosphere. 

(b) Flown within visual line of sight of the person 
operating the aircraft. 

(c) Flown for hobby or recreational purposes. 

4. Float Plane Operations. All float plane operations shall be 
arranged through the NBK Commanding Officer. The NBK Public 
Affairs Officer normally arranges VIP visit support flights. 
once arranged, NBK Security shall be informed as to the 
aircraft's time of arrival, mooring location, and time of 
departure. 

5. Helicopter Landing Pads 

a. There are four primary helicopter landing pads 
throughout NBK: 

(1) Bangor- on Flying Fish Rd off Trigger Ave. 

(2) Bremerton - the softball field at Bremerton. 

(3) Keyport - the softball field next to building 812. 

(4) Hospital - waterfront on Boone Rd. 

b. The NBK Fire Department is responsible for conducting 
emergency response actions at the helicopter pads. During 
flight operations, a NBK fire truck shall be stationed on the 
approach road to the helipad parking lot (or adjacent to the 
softball fields if at Bremerton or Keyport} . All other support 
vehicles shall be staged so as not to hinder the fire department 
vehicle. Personnel transport vehicles shall be staged behind 
the ambulance on the entry road, not less than 100 feet from the 
edge of the helicopter pad. The transport vehicles may approach 
when indicated by the helicopter crew chief or are motioned 
forward by a fire department representative. Helicopter landing 
at any other location is strictly prohibited without prior 
approval from the NAVBASE Kitsap CO. 

6. Responsibilities. The NBK CDO, after receiving information 
on any aircraft landing/take off, shall immediately notify the 
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NBK CO, XO and ISO. For proper procedures for Helo Pad landing 
requirements follow reference (v) . 

7. Restricted Area. Under no circumstances shall a non
emergency landing be allowed in the SWFPAC Limited Area unless 
approval has been obtained by the NBK CO and the SWFPAC CO. 

8. Flight Restrictions. Prior to any helo being granted 
permission to land at NAVBASE Kitsap, the requesting Command 
will request approval. 

9. Reporting Low-Flying Aircraft or unapproved UAVs 

a. Any person may report an aircraft or UAV they feel 
constitutes a safety or security problem due to its low altitude 
over NAVBASE Kitsap. All low-flying aircraft and UAV reports 
should be relayed to the Regional Dispatcher, Command Security 
Manager, or CDO, who will forward information to the ROC, who 
will coordinate all reports with the Federal Aviation 
Administration (FAA) . 

b. In reporting a low-flying aircraft or UAV, ensure you 
have as much information as possible (identification number, 
time and place, altitude, any photographs, witnesses, flight 
characteristics, etc.) in order to assist the FAA investigation 
process or property direct the security response. 

10. Personnel Movement Control. Personnel who arrive by 
aircraft, and do not have appropriate entry credentials shall be 
escorted by the sponsoring activity. 
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REPORTING OF MISSING, LOST, STOLEN, OR RECOVERED (MLSR) 
GOVERNMENT PROPERTY 

1. Purpose. To establish NAVBASE Kitsap policy for the 
reporting of missing, lost, stolen, or recovered {MLSR) AA&E and 
other government property. 

2. General. The loss of government property due to inadequate 
accountability measures, negligence, and theft results in 
significant monetary loss and directly impacts on unit 
readiness. Efficient management of Navy resources is a matter 
of high priority and requires effective crime prevention and 
physical security programs. Each person is charged with 
safeguarding government property under their jurisdiction. 
Property issued to individuals does not become private property 
by act of issuance or possession, but remains public property 
which must always be safeguarded. Property losses frequently 
occur because regulations relating to proper safeguarding and 
handling are not followed. The MLSR reporting system was 
designed to enable the USMC to centrally track material losses 
and to identify trends and areas where security enhancements may 
be required. 

3. Execution 

a. Concept of Operation 

(1) COs, Department Heads, and NSFs should promptly 
receive all pertinent information concerning losses of 
government property, identify those physical security 
deficiencies and operating practices which contribute to such 
losses, and initiate corrective action. 

(2) MLSR reporting assists the NCIS and local NSFs in 
determining the adequacy of command crime prevention and 
physical security programs, and enables Navy-wide statistics on 
all formal account adjustments to be accumulated. 

(3) MLSR reports do not waive the requirements for loss/ 
gain reports prescribed by other Navy directives, nor for 
causative research and vouchering requirements prescribed by 
other directives. 

b. MLSR Reportable Items. The following types of 
government property are reportable under the MLSR reporting 
program: 
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(1) All AA&E and similar incendiary or destructive 
devices regardless of value. 

(2) All Automated Readiness Evaluation System reportable 
equipment as published in NAVSUP series, regardless of dollar 
value. 

(3) Precious metals valued over $100 and presentation or 
commemorative silver. 

(4) Losses of controlled substances {e.g., narcotics, 
barbiturates, amphetamines, etc.) are not included under the 
MLSR program and shall be reported as prescribed IAW reference 
(d), Chapter 21. For losses aboard Navy installations, also 
submit a copy of Drug Enforcement Administration {DEA) Form 106 
to the ISO. 

(5) Classified printed material losses are not included 
under the MLSR program and will be reported as prescribed in 
reference (h) . Cryptographic Items (CCI) accountable within the 
COMSEC Material System are not included in the MLSR program 
except Controlled CCI. Incidents involving MLSR CCI material 
should be reported within 48 hours. 

(6) Report MLSR reports involving all Navy funded 
aviation ordnance items that Navy units have possession of. 

c. MLSR Reporting Requirements 

(1) Commands must report all MLSR incidents involving 
the reportable items outlined in paragraph bS above. This 
report will be in the message format. 

{2) The reporting of MLSR incidents via message is 
independent of normal supply survey/adjustment procedures, 
command investigations, or requests to law enforcement agencies 
for investigative assistance. Commanders will initiate 
appropriate investigations IAW Chapter 6, reference (c). 

(3) Recovered reportable items must be reported via 
message by all commands regardless of whether the command 
reported the property as missing, lost, or stolen. 

(4) Notification to Law Enforcement Activities. Timely 
notification of all reportable losses and recoveries, as well as 
losses which are not reportable under this directive will enable 
prompt action by military or civilian police. Law enforcement 
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agencies not only investigate thefts, but check pawn shops, 
military surplus stores, and flea markets for stolen or diverted 
property, maintain criminal intelligence and crime prevention 
files, etc. 

(5) For thefts observed while in progress or immediately 
afterwards, telephonic reports will be made immediately to the 
military {or civilian) police with descriptions of suspects, 
vehicles, and property involved. 

(6) All commands having an ISO will immediately make 
telephonic notification to the ISO upon discovery of an MLSR 
reportable incident. This notification is independent of the 
MLSR reporting process and should not be construed as meeting 
the requirements described in paragraph 5. 

(7) The ISO will make further referral to the NCIS when 
appropriate, and coordinate with NCIS on reporting to local 
police. 

(8) Commands not aboard Navy installations will refer 
MLSR incidents to the nearest NCIS office for investigation or 
further referral to outside agencies. 

d. Actions 

(1) All personnel have the legal and moral 
responsibility to report missing, lost, stolen, or recovered 
government property and must do so as soon as possible to the 
appropriate command representative for MLSR reportable 
government property. 

(2) In addition to basic commander's responsibilities to 
safeguard all government property in the unit's charge, 
commanders will: 

(a) Report MLSR reportable items to NAVSUP and in 
the format provided. This report will be made as soon as 
possible but not later than 48 hours after the occurrence. 
Delayed reporting will include the reason for the delay (e.g., 
loss discovered during deployment, geographic separation of the 
responsible officer from the commanding officer for five days 
prevented prompt submission of the report) . 

(b) Report MLSR reportable items to the nearest law 
enforcement agency to include the ISO aboard Marine 
installations, the nearest NCIS resident agency or to the local 
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law enforcement agency when the unit is not located aboard a 
Marine installation. 

(c) ISOs will investigate MLSR incidents when 
appropriate or, where warranted, refer to NCIS for 
investigation. 

4. Quantities of AA&E Reportable by MLSR Message. The loss, 
theft, recovery, or inventory adjustment of the following shall 
be reported by MLSR message as soon as possible but not later 
than 48 hours: 

a. One or more missile or rocket rounds. 

b. One or more machine guns. 

c. One or more automatic fire weapons. 

d. One or more manually operated or semiautomatic weapons 
(includes revolvers and semiautomatic pistols) . 

e. Over 1,000 rounds or more of ammunition smaller than 
20mm. 

f. Individual rounds of 20mm and larger ammunition. 

g. Any fragmentation, concussion, or high explosive 
grenades including artillery or ground burst simulators, or 
other types of simulator or device containing explosive 
material. 

h. One or more mines {antipersonnel and antitank) . 

i. Demolition explosives and explosive detonators including 
detonation cord, DETA sheet, explosive cutting tape, flexible 
linear shaped charges, blocks of explosives {C-4, TNT), other 
explosives, and blasting caps. 

5. MLSR Formats, Preparation Guide, and Sample Message 

a. Reporting Procedures 

{1) An INITIAL report will be submitted as Soon as a 
loss or recovery of a sensitive item is discovered, not to 
exceed 48 hours. The fact can be established by discovery of an 
incident, receipt of a loss claim, completion of an inventory, 
or by any other means. A FINAL report will not be submitted 
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until completion of all appropriate financial, administrative, 
investigative, survey, and disciplinary action. A SUPPLEMENTAL 
report may be submitted to provide any additional pertinent 
information whenever a FINAL report has previously been 
submitted. 

(2) FINAL and SUPPLEMENTAL reports must reference the 
INITIAL and any other associated reports submitted on the same 
incident by report number, date time group (DTG), or 
correspondence identification. 

(3) Whenever AA&E items have been reported, and are 
subsequently recovered by the reporting command, an appropriate 
FINAL or SUPPLEMENTAL report must be submitted including 
circumstances of recovery. 

(4) Commands in receipt of recovered government property 
item(s) (from sources other than through official supply or 
procurement channels) for which they were not previously 
responsible, must submit an INITIAL/FINAL report so the 
recovered items may be checked against the NCIC and 
accountability data bases for correlation to any prior MLSR 
reports submitted by other commands. If property item(s) 
recovered by one service of the Department of the Navy (USN or 
USMC) are identified as belonging to the other service, the MLSR 
report should be submitted to the service owning the property 
rather than the reporting organization's headquarters. 
Initial/final MLSR reports will only be submitted for the 
purposes as outlined above. 

b. Reporting Format 

(1} Initial FINAL and SUPPLEMENTAL Navy MLSR sensitive 
material reports are to be submitted in the following format: 

FM: (Reporting Command} 
TO' CMC WASHINGTON DC//POS-10/LPP-2// NAVSURFWARCENDIV CRANE IN 
//4086/7095// 
INFO: (Chain of Command to include responsible command having 
custody at the time of loss or recovery} 

(2) Subject line of all organization's reports will be: 
MLSR SENSITIVE MATERIAL REPORT. 

(3} Only prior MLSR property reports on the same 
incident will be referenced. References should be indicated by 
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the DTG or correspondence identification on the prior report(s) 
and by the 11 incident report number. 11 

(4) The first line of text after references (if any) 
must be' MLSRP/MLSRP/USN 

(5) ACC: The Unit Identification Code (UIC) and name of 
the activity. The ACC/UIC should be identical to that used by 
the accountable command for MILSTRIP and MILSTRAP purposes. The 
ACC/UIC must be indicated on every report. 

(6) RUC: The Reporting Unit Code and name of the actual 
using unit responsible for accounting for the reportable item. 

(7) Incident Report Number (RPT). Consists of the 
Incident Report Number assigned by the reporting command and the 
Incident Report Status. Year and number separated by a diagonal 
slash. Number and status separated by a hyphen. The RPT must 
be indicated on every report. Each incident may involve one or 
more property items. Incident reports will be numbered 
consecutively by each reporting activity for each year. 
Examples' 1994/03INITIAL, 1994/03-FINAL, 1994/03-SUPPLEMENTAL. 

(8) AAA - Location of the Incident. Indicate only the 
name of the State/territory if incident occurred in one of the 
50 United States and its Territories. Indicate only the name of 
the foreign country if the incident occurred there. Indicate 
the name of the ocean area if the incident occurred there. 

(9) BBB - Date of Incident. (Mandatory). Use the 
actual date of theft, loss, disappearance, recovery, if known; 
otherwise use the date the item(s) was last seen or inventoried. 
Indicate, with an 11 A 11 or "L", whether the date is actual or 
last. Denote the date in year-month-day order. "A-94-06-25" 
for an actual date of 25 June 1994, or "L-94-01-08" for a last 
inventory or last sighted date of 8 January 1994. 

(10) Block CCC - Material Description. List each type 
separately and indicate whether the material is arms, 
ammunition, explosives, reportable (other than arms), precious 
metals, or classified equipment. 

(a) Specify ARMS, AMMUNITION, EXPLOSIVES, 
REPORTABLE OTA, PRECIOUS METALS, or CLASSIFIED EQUIPMENT. 

(b) Indicate whether the material is MISSING, LOST, 
STOLEN, or RECOVERED. 
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{c) Indicate the type of material and quantity. 
Examples: Rifle (1) air to air missile (3), radio (1), 
hand grenade (2) 

(d) Indicate the make or manufacturer. 

(e) Indicate the manufacturer's serial number or 
lot number. 

(f) Indicate the National Stock Number {NSN). 

{g) Indicate the full name/description of the item. 
Example - AN/PCS-3, Manpack Satellite comm terminal, M249, Squad 
Automatic Weapon. 

(h) Indicate the actual or estimated replacement 
value of the item(s). 

(i) Indicate the security risk category listed in 
the Navy Stocklist (AA&E only) . 

(j) Indicate the last (first for recoveries) known 
location. 

(11) DDD - Liability. Has individual liability been 
established: 

(a) Answer 11 Yes 11 or 11 No 11 • 

{b) Indicate whether there was disregard of 
established policies, neglect, or dereliction of duty on the 
part of responsible individual{s). 

of military 
applicable. 

(c) Identification of Liable Personnel. (Use ranks 
personnel and grades of 

DO NOT REPORT NAMES.) 
civilian personnel, if 

(d) Disciplinary/administrative action taken (e.g., 
referred to courts-martial; NJP; process for discharge; warning; 
suspension; letter of reprimand; etc.) state whether Military 
Justice or Civil Service procedures. If negligence, disregard 
if established policies or dereliction of duty is indicated in 
paragraph 2k(2), preceding, the liable person is described in 
paragraphs 2k(3), preceding, and no formal disciplinary, 
administrative, or punitive action is taken, a full explanation 
must be provided concerning the reasons for not taking action. 

12-7 



NAVBASEKITSAPINST 5530.14B 
2 Jul 14 

(12) EEE - Investigation (Mandatory). All sensitive 
material losses shall be reported to the security officer/ISO. 
Where no security officer/ISO exists at an activity, the nearest 
supporting NCIS field component shall be notified. 

(a) Identify NCIS or security officer/ISO 
concerned. 

{b) Date incident referred to NCIS or the 
Installation Security Officer, and indicate assumed or declined. 

{c) Preliminary action taken by NCIS or the ISO, if 
known. 

(d) If the incident is not referred outside the 
command, indicate actions taken by the command and a status 
report (e.g., investigating officer appointed and investigation 
ongoing) 

(13} FFF - Summary. Comments concerning available 
details about the incident to include: 

(a) Detail circumstances of loss (e.g., forcible/ 
surreptitious entry to storage area; robbery/assault of 
personnel; etc.). (Detail any security devices/measures/ 
procedures breached.) 

(b) Date of last command inspection/inventory. 

(c) Narrative comments concerning any real or 
perceived security deficiencies derived from incident analysis, 
trends analyses, or resulting physical security/crime prevention 
surveys. 

(d) Status of investigation (e.g., 
initiated/continuing/closedi suspects identified/not identified, 
etc.) 

(e) Specific security measures taken as result of 
the incident (e.g., increased sentries; changed 
locks/combinationi etc.). (Stock phrases such as 11 improved 
administrative procedures,n nimproved recordkeeping, 11 etc., will 
not be used.) 
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CHAPTER 13 
SURVEYS AND ASSESSMENTS 

1. Scope. Physical Security Specialists will conduct surveys, 
assessments or a review of NAVBASE Kitsap installation 
facilities IAW reference (w). These facilities involve 
buildings which may have designations as Inhabited Buildings, 
Primary Gathering Buildings, Restricted Areas, AA&E areas, 
Critical Infrastructure, Critical Assets (CAs) , Petroleum Oil 
and Lubrication areas (POL), Enclaves, communication buildings, 
Senior Leadership housing on the installation and areas storing 
classified information and its systems. 

2. Surveys. Physical security Specialists will maintain lists 
of the facilities for the areas described in the scope and 
update lists as required. Coordinate and work with tenants upon 
request for any needed assistance. A survey will be completed 
to ensure all NAVBASE Kitsap areas have their required annual 
review. This annual survey is to ensure current standards are 
being followed, IAW reference {w), meet with building managers 
and end users to provide assistance, review programs, and 
inspect physical security equipment and systems. 

a. Tenant commands shall follow reference (w) and submit 
Physical Security surveys for their areas of responsibilities to 
NAVBASE Kitsap Physical Security Office. 

3. Assessments 

a. 
Office 

Coordination with the AT Office and Emergency Management 
will be conducted and completed as requested. 

b. Any construction or retrofits must be reported in a 
timely manner to Physical Security Officer. Preferably two 
weeks is needed to allow for review of construction plans, 
scopes of work, development of any required physical security 
feature, and project inputs. Systems and Roll Out Plans 
schedules can be incorporated and information provided to ensure 
facilities meet Physical Security standards and ATFP standards. 

c. All NEW construction projects must meet standards and 
all standards will be met for MILCONS and all construction 
projects not funded by MILCON prior to 2004. Existing 
facilities in which a "Major Investment" project involving 
renovations, modifications, repairs or restorations are 
conducted must meet ATFP standards. Any construction involving 
"Conversion of Use" is also mandatory. 
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d. A NAVFAC NW ATFP Workbook will be completed for all 
construction projects and or MILCONS. The NAVBASE Kitsap Public 
Works Office of Asset Management will coordinate with the 
Physical Security Office to ensure a completed ATFP workbook is 
completed. The NAVBASE Kitsap ATO and Installation Planner are 
the "ONLY" local approving and signing authority for the ATFP 
workbook. NAVBASE Kitsap Physical Security will provide the 
work sheet, required plans and brief the ATO to obtain their 
signature "Project Meets or Exceeds ATFP Standards". Copies of 
the NAVFAC NW ATFP workbook's are available for review with 
NAVFAC {primary) or NAVBASE Kitsap Physical Security Office. 

4. Discrepancies. A "Plan of Actions and Milestones" {POAM) 
will be developed to ensure all documented findings are 
corrected or a course of action is developed, (i.e. waivers, 
exceptions and/or entry into CVAMP to obtain funding). 

5. Programs 

a. Building Check Sheets. Physical Security Specialists 
will develop check sheets (Zone Sheets) for use by Patrol 
Operations of facilities in the NAVBASE Kitsap Area of 
Responsibility {AOR) to ensure required Security checks are 
recorded and to ensure integrity of facilities at all times. 

b. Building Security/Crime Prevention Violation Report. 
Patrolman discovering violations of security standards as per 
NAVBASE Kitsap Security Department will complete the form and 
ensure form is routed. 

{1) Building Managers are required to maintain copies of 
all provided Building Security/Crime Prevention Violation 
Reports for their facility for 3 years and provide them upon 
request to Physical Security Specialists during annual surveys, 
assessments and/or inspections. 

(2) NAVBASE Kitsap Physical Security Specialists will 
maintain copies for three years of all issued Violation Reports. 

(3) NAVBASE Kitsap Physical Security Specialists will 
issue Building Security Violation/Crime Prevention Reports upon 
discovery of a violation in security standards during 
inspections, assessments, surveys or if observed during normal 
duty hours. 
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(4) NAVBASE Kitsap Physical Security will maintain a 
template for the Building Security/Crime Prevention Violation 
Report and ensure adequate numbers of copies are made available 
to Patrol Operations. Template will be provided to 
supply/Logistics so blank forms of this carbon copy based form 
can be ordered through the local DLA printing office. 

Note: A DLA printing office is located on NAVBASE Kitsap-Bangor 
in Bldg. 1100. 

c. Building Security/Crime Prevention Violation Reports 
Database Reports will be entered into the database and reports 
run as needed for any statistical analysis or data calls. 

d. Consolidated Law Enforcement Operations (CLEOC) 

(1) Daily monitor and review Desk Journal entries for 
Alarm Intrusions and incidents of ATFP concerns, and Physical 
security Violations entries. 

(2) Maintain spreadsheets or associated programs of 
alarm incidents, complaint reports and trouble calls/work orders 
made to correct deficiencies found during review of CLEOC. 

(3) Gather required data for Crime Trend Analysis and 
any required reports or data calls. 

(4) See the Contract Security Specialist Supervisor for 
access and rights of use. 

e. Risk Management Programs. Assist the ATO or their staff 
as needed in completing Threat Assessments (TA) , Criticality 
Assessments (CA), Vulnerability Assessments (VA}, and Risk 
Analysis (RA) . 

f. Core Vulnerability Assessment Management Program (CVAMP) 

(1) ATO manages and enters data into this program. 

(2) This is a program maintained on the SIPRNET and 
requires special user rights and access. 

(3} The COMNAVREG NW ATO is overall lead manager and 
administrator for program access. 
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CHAPTER 14 ACCESS CONTROL 

1400. Purpose. To set procedures for providing a visible means 
of identification for entry, exit, and internal control of 
personnel authorized access to Naval Base Kitsap (NBK) and 
tenant commands. 

1401. Policy 

a. Compliance with policy in this chapter is mandatory and 
applies to all military and civilian Navy personnel, members of 
the Navy Reserve, and other individuals or organizations as 
required by binding agreement or obligation with the Department 
of the Navy (DoN) and Commander, Navy Installations Command 
(CNIC) , and Commanding Officer (CO) Naval Base Kitsap. In 
addition, this chapter is mandatory for all Government-Owned, 
Contractor-Operated, and Contractor Owned - Contractor Operated 
facilities when required by contractual Agreement. 

1402. Installation and Facility Access Control 

a. Objective. The objective of installation perimeter 
access control is to physically control personnel and vehicular 
entry to installations, facilities, and resources. Access will 
be either unescorted or escorted. 

(1) Authenticating an individual's identity and 
determining their fitness is a core principle of installation 
access control. 

(a) Identity proofing is the process of providing 
sufficient information (e.g., identity history, credentials, and 
documents) when attempting to establish an identity. 

(b) Vetting is an evaluation of an applicant or a 
card holder's character and conduct for approval, or denial of 
the issuance of an access control credential for physical 
access. 

(c) Fitness is the level of character and conduct 
determined necessary for the basis of access control decisions. 
For the purposes of this chapter, fitness criteria is further 
defined as: 

1. Person presenting the credential has been 
properly identity proofed and vetted. 
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2. Person has a credential authorized to 
facilitate access. 

3. Person matches the credential authorized to 
facilitate access. 

4. The individual must have a valid purpose to 
be on the installation and be properly sponsored, as applicable. 
Possession of a valid/authorized credential does not 
automatically authorize access to every in.stallation. 

5. Authorized credential are still valid and 
not expired. 

6. Continuous evaluation provided via the 
Identity Management Capability Enterprise Services Application 
(IMCESA) facilitates real time fitness determination. 

(2) Persons can be authorized "escorted" or "unescorted" 
access: 

(a) Escorted Individuals - Personnel who require 
access, without determination of fitness, must be accompanied by 
a sponsor with authorization to escort the individual. The 
sponsor accepts responsibility for the fitness and conduct of 
the escorted individual and the escort requirement is mandated 
for the duration of the individual's visit. 

(b) Unescorted Individuals - Personnel who have been 
identity proofed and favorably vetted. However, they are still 
subject to any controlled or restricted area limitations, as 
appropriate. 

(3) Other considerations for controlling installation 
access include, but are not limited to: 

(a) Escort qualifications, responsibilities, and 
authorizations. 

(b) Sponsorship qualifications, responsibilities, 
and authorizations. 

(c) Access privileges at each Force Protection 
Condition (FPCON) . 

(d) Mission - Essential Personnel (MEP) designation. 
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(e) Emergency response designation. 

(f) Day and time designation for access. 

(g) Locations authorized for access. 

(h) NCIS special interest countries and actions 
required when interacting with a citizen from those countries. 

(i) Vetting standards. The minimum vetting standard 
requires an inquiry of the U.S. Government (USG) authoritative 
data sources included in paragraph 1406.a. (3) prior to issuing 
access credentials, to include but not limited to Navy 
Commercial Access Control System (NCACS), legacy local and 
future Navy Access Control Visitor Management System (NACVMS) 
credentials, and visitor passes (Figure 14-1). 

b. Responsibilities 

(1) Tenant Command/Unit Commanders: 

(a) Ensure their personnel understand and follow 
installation access control guidance and procedures. 

(b) Identify to the Installation Security Officer 
(ISO) key mission essential personnel, associated resources 
essential to comply with this instruction, and coordinates/ 
integrates associated unit processes into the associated 
Protection Plan. 

(c) Tenant commands are responsible for developing 
and performing internal security procedures, including 
administration of any additional entry requirements. Tenant 
commands are also responsible for supporting accountability, 
issuance, and retrieval procedures for badges and passes. 

(d) Tenant commands shall provide the VCC 
Supervisor(s) with a list of Authorized Signatories on an annual 
basis. The signatory list should designate those authorized to 
sign for lost badges and those authorized to sign for 
temporary/pre-staged badges. The VCC Supervisor(s) shall be 
notified of any changes. 

(2) ISO: 
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(a) Develops and publishes installation access 
control policies and procedures. 

(b) Responsible for implementing, enforcing, and 
supervising the access control programs. 

(3) Visitor Control Center: 

(a) Ensures individuals requiring access are 
properly proofed and vetted prior to issuance of a pass, as 
appropriate. 

(b) The Visitor Control Centers (VCC) are 
responsible for administration of Visitor Passes and Badging 
System including accountability, issuance, and retrieval for NBK 
and tenant commands. Any discrepancies will be reported 
immediately to the NBK ISO, who shall investigate the 
discrepancies. All badges/passes will be returned by the 
sponsor. All termination of employment of Civil Service 
Employees will require the return of their credentials to the 
VCC by sponsoring commands within 15 days of termination. 

(c) VCCs are located at the following locations on 
NBK. 

1. NBK - Bremerton, Building 981, located off 
Highway 304 adjacent Missouri Gate. 

2. NBK - Bangor, Building 1035, located off 
Trident Boulevard adjacent Trident Main Gate. 

3. NBK - Keyport, Building 916, located off 
State Road 308 adjacent Keyport Main Gate. 

4. NBK - Naval Hospital, Building 16, located 
off Austin Drive adjacent Naval Hospital Main Gate. 

(4) Single Source Coordinator (SSC) : 

(a) Oversees registration and clearance for vendors, 
contractors, and drivers providing transportation services, 
e.g., taxicab, limousine, ride share, and shuttle services. 
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(b) Serves as the approval authority for business 
entities operating transportation services on the installation 
in accordance with region/installation policies. 

(c) Verifies transportation service vehicle 
operators have completed appropriate vetting and met fitness 
standards for installation access. 

(d) Collects expired passes within one working day 
of notification and conducts quarterly reviews with 
transportation service companies to verify drivers' continued 
employment with the company. 

(e) Coordinates issues between the installation 
security department and contractors. 

(5) Sponsor or sponsoring organization: 

(a) Prepares registration forms for access 
credential applicants. 

(b) Verifies applicants register their vehicle 
according to installation policies and procedures. 

(c) Escorts prospective contractor employees from 
the installation ECP to the appropriate off ice to initiate 
identity proofing and vetting for credential issuance. 

1. Ensures contracts contain requirements for 
contractor personnel to return local access credentials to the 
issuing office when the contract is completed, or when a 
contractor employee no longer requires access to the 
installation. 

2. Ensures issued access credentials are 
retrieved and returned to the issuing office when the 
relationship that served as justification changes, or is 
terminated. 

(d) Provides the ISO relevant information from the 
Foreign Visits System (FVS) and Foreign Visits System -
Confirmation Module (FVS-CM) . 

1403. Installation and Facility Access Credentials 

a. Source Documentation 

5 



NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

(1) DoD provides members of the Uniformed Services with 
a distinct ID card identifying them as active duty, Guard, 
Reserve, or retired members and authorizing them to receive 
Uniformed Services benefits and privileges. 

(2) DoD authorizes a distinct ID card for eligible 
family members and other individuals entitled to Uniformed 
Services benefits and privileges, civilian affiliates (e.g., Red 
Cross employees), foreign affiliates, (e.g., qualifying foreign 
military and foreign civilian liaisons) and a service specific 
civilian ID card for DoD civilian employees (e.g., Appropriated 
Fund (APF) and Non-Appropriate Fund (NAF)) and eligible 
contractor personnel. 

(3) In addition to DoD issued credentials, additional 
non - DoD credentials listed in this chapter are authorized to 
facilitate access to Navy installations. 

(4) Installation access privileges, systems, and 
processes must function in concert with Federal Personal 
Identity Verification (PIV) policy and procedures. System 
capability for identity verification shall be compatible with 
other government-issued cards, including federally issued PIV 
credentials, COMMON ACCESS CARD (CAC), PIV-I, TESLIN card series 
DD Form 2, 1173, 1173-1, and DD Form 2765 which includes family 
members and retired miJitary personnel. Additionally, the 
retired civil service identification card can be read through 
the Defense Enrollment Eligibility Reporting System (DEERS) and 
Real-Time Automated Personnel Identification System (RAPIDS) 
database (Figure 14-2) . 

(5) Any misuse of an ID card or authorized badge, 
including repeated loss or failure to carry while on a Navy 
installation may result in retrieval of the card/badge, 
revocation of privileges, or administrative or criminal action. 
All ID cards and badges remain the property of the U.S. 
Government or other provider, as appropriate. Fraudulent use or 
misuse of cards, credentials or badges may result in 
confiscation by government officials. 

(6) Lost Badges/Credentials. Immediately report all 
lost and/or stolen credentials to the VCC and the NBK Security 
Department. NBK Security Department will complete a Voluntary 
Statement and complete a Desk Journal entry for all lost/stolen 
credentials. 
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{a) Individuals will complete the Lost Badge Report 
NAVREGNW 173/1 {Figure 14-3) for all lost/stolen region badges. 

(b) Individuals will report all other lost/stolen 
credentials to NBK security Department. 

{c) It will be the holder's responsibility to 
contact their command representative to escort them to the 
necessary department on base. 

{d) Dependents will be required to contact their 
sponsor for base access. In the event the sponsor cannot be 
reached, dependents will be required to obtain their own escort 
under the trusted traveler program. 

{e) Valid picture identification is required of all 
persons being escorted on base. VCC personnel are not 
authorized to issue any credentials without valid picture 
identification. 

(7) Found Badges. Personnel finding a badge or access 
credentials shall immediately turn it over to the VCC or NBK 
Security Department. 

b. Authorized Credentials 

(1) See table 1 for authorized credentials and escort 
privileges. 

CREDENTIALS TO BE SCANNED 

STATUS Credential Re!i[!:!ired Authorized 
to Escort 

Active Duty Military CAC y 

Reserve Military Military ID (TESLIN) or CAC y 

Retired Military Military ID {TESLIN) y 

Military Dependents Military ID (TESLIN) y 

Transitional Military Military ID (TESLIN) Y* 
*Their dependents only 

DoN Civil Service CAC y 

Contractors/Vendors RapidDGate/PIV-I N 
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CREDENTIALS NOT TO 

STATUS 

Foreign Military on 
Orders 

Foreign Military 
Visitors 

Transportation Workers 

Law Enforcement on 
official business 

Military criminal 
investigative 
organizations: 
NCIS (Navy) 
AFOSI (Air Force) 
CID (Army) 
Puget Sound Energy 

Washington Water Service 

Military Veterans 
(entrance to Hospital 
Only) (see 1403 .b. (10)) 
PPV Housing Non-
Affiliated Residents 
Foreign Exchange 
Students residing in 
housing 
Bus, Taxi, Limousine 
Drivers 
Volunteer Workers/Blood 
Drive/Navy Marine Corp 
Society 
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BE SCANNED BUT ACCEPTED 

Credential Re~ired Authorized 
to Escort 

Foreign Military ID and N 
Orders 

Escort Required/must show N 
foreign military ID 

Valid TWIC and demonstrate N 
a valid purpose: government 
bill of laden (GBL) or 
commercial bill of laden 
(CBL) (NBK Bangor lower base 
must have proof of 
citizenship) 
Credential and Badge N 

Government/Agency issued y 

credential and badge 

Photo Credential issued by N 
Puget Sound Energy 
(Citizenship) 
Photo Credential issued by N 
Washington Water 
(Citizenship) 
Photo Credential issued by N 
Veterans Administration 

Up to 24 month Region "V" N 
badge 
179 day NBK "V" badge N 

179 day Region "V11 badge N 

179 day Region "V,, badge N 
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STATUS 

Department of 
Agriculture, Central 
Intelligence Agency, 
Department of Education, 
Federal Bureau of 
Investigation, 
Department of Health and 
Human Services, 
Department of Homeland 
Security, Department of 
Housing and Urban 
Development, Kitsap 
County Humane Society, 
Department of Interior, 
Department of Justice, 
Kitsap County Coroner, 
Department of Labor, 
Department of Naval 
Intelligence, Navy 
Deserter Apprehension 
Program, OPM Contract 
Investigators, Office of 
Personnel Management, 
Office of Safety and 
Health, United States 
Postal Service, Office 
of Special 
Investigations, 
Department of State, 
Department of 
Transportation, 
Department of Treasury, 
Department of Veterans 
Affairs, Washington 
State Wildlife, and 
Fisheries 

Credential Required 

Government/Agency issued 
photo credentials 

On base contracted food NCAC (PIV-I) credential or 
establishments, (i.e. one day pass 
Subway, Taco Bell, 
McDonalds) 
Non-RAPIDGate One day pass 
contractors and vendors 
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Authorized 
to Escort 

N 

N 

N 



STATUS 

Civil Service retirees 

DoN Civil Service 
Dependents 

Unescorted Visitors-
Students of on base 
universities, Official 
Visitors non contractor, 
Delayed Entry Program 
Letter of Assist 

Authorized Agent Letter 
- see section 1409 

Exception to Policy 
Letter - see section 
1410 
PPV Housing Visitors 

Unofficial Foreign 
National Visitors 

Unescorted Visitors - new 
employees 
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Credential Re~ired Authorized 
to Escort 

"Chipless" CAC Y* 
*Their dependents only 
179 day NBK "V,, badge (Only N 
issued with approved Letter of 
Exception) 
179 day Region \\V" badge N 

179 day NBK "V,, badge N 
Signed letter and N 
accompanied by sponsor 
Signed letter and sponsor N 
TESL IN (sponsor is not 
required) 
179 day NBK "V" badge N 

1-30 day temporary pass N 
(not to exceed a total of 
90 days) 
Escort required with N 
foreign passport and 
foreign national visitor 
request w/NBK Stamp (not to 
exceed 14 days) 
90 day White Card with NBK N 
stamp 

Table 1 

NOTE: If no credential is issued, individual must be escorted. 

(2) Transportation Worker Identification Credential 
(TWIC) . TWIC was established by Congress through the Maritime 
Transportation Security Act (MTSA) and is administered by the 
Transportation Security Administration (TSA) and U.S. Coast 
Guard. TWICs are tamper-resistant biometric credentials issued 
to all credentialed merchant mariners and workers who require 
unescorted access to secure areas of ports, vessels, and other 
facilities. 

(3) Navy Commercial Access Control System (NCACS) . 
NCACS is a PIV-I credential which provides a fraud resistant, 
federally interoperable, and electronically validated idehtity 
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solution for populations of DoD mission partners and commercial 
vendors who interact with the DoD on a recurring basis. 

(a) The use of a NCACS PIV-I for installation 
perimeter access control is authori.zed provided the credential 
is electronically authenticated. 

(b) The NCACS identity management and perimeter 
installation access control solution is specifically designed to 
manage recurring vendors, contractors, suppliers, and other 
service providers who do not meet the requirement for CAC 
issuance. It uses the following concept of operations: 

1. NCACS is a voluntary program in which 
participants are approved for installation access without 
obtaining a visitor pass from the VCC. 

2. Commercial vehicle inspections are not 
required except during Random Anti-terrorism Measures {RAM) , 
command authorized administrative vehicle checks or elevations 
in FPCONs. 

3. An NCACS credential is issued and base 
access is granted once the participant has met all identity 
proofing, vetting, and fitness determination requirements. 

4. A Commercial Credential Source (CCS) 
provides initial enrollment, vetting, database maintenance, and 
credential creation. 

(c) Acceptance of PIV-I credentials other than NCACS 
may be authorized provided there is a valid reason for access 
and the PIV-I is electronically authenticated. 

(d) VCC personnel perform a final credential 
inspection, government vetting (CLEOC inquiry) , identity 
verification, and issuance. 

(e) Vendors/contractors are responsible for NCACS 
operating costs and pay fees directly to the ccs. 

(4) Legacy Visitor Pass and Credential systems will be 
used until the NACVMS is fielded. The below guidance is in 
effect for legacy systems and will continue to be used following 
NACVMS implementation. 
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(a) Individuals receiving a locally produced 
credential or installation visitor pass must have a validated 
need to enter the installation and be properly sponsored. 

(b) The individual must submit to the applicable 
identity proofing (section 1402), vetting and fitness 
determination (section l405), citizenship verification (Figure 
14-4), and conform to Navy protocol requirements for physical 
access and credential/screening standards (section 1407) as 
specified in this instruction. 

(c) The legacy and NACVMS credential and/or 
installation visitor pass will provide access only at the base 
issued, unless regional/CONUS partnerships are established and 
agreed upon for reciprocation of use and access authorization 
among installations/services. Access authorizations may vary 
based on needs and requirements of the installation. 

(d) Eligible Populations. Populations requiring 
intermittent or routine installation access may include, but are 
not limited to, contractors, employees, volunteers, visitors 
(official and unofficial), delivery organizations, service 
Providers, (bank/credit unions) vendors, interns, DoD civilian 
retirees, and privatized housing occupants. Individuals may or 
may not be U.S. citizens. 

(e) The pass or credential can be revoked for cause 
at any time based on the actions of the individual or the 
sponsor. 

(f) Local credentials/cards will not be issued for a 
period longer than l79 days with the exception of Public Private 
Venture (PPV) Housing residents which will not exceed 24 months. 

(g) Individuals requiring access for less than 30 
days will be issued an installation visitor pass (white card). 

(h) The visitor will be in possession of issued 
NACVMS credential or visitor pass at all times while on the 
installation. 

(i) NACVMS Credential Standards. Locally produced 
legacy credentials will no longer be valid upon implementation 
of NACVMS credentials. 

(5) Installation Visitor Pass 
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(a) All visitors must meet all requirements listed 
in paragraph 1403.b. (7) above. 

(b) Locally produced visitor passes will continue to 
be valid until replaced by NACVMS produced visitor passes. 

(c) Accountability of locally produced visitor 
passes and credentials. Issuance facilities must be able to 
account for locally issued active and expired credentials and 
visitor passes. 

(d) All passes issued will be maintained in a log or 
database to ensure visitor accountability during emergencies or 
exigent circumstances. 

(6) Approved DoD Privilege Card Holders 

(a) Certain credential holders (e.g., U.S. Coast 
Guard Auxiliary), are authorized exchange privileges but are not 
authorized to facilitate unsponsored or unescorted entry to the 
DoD installation. 

(b) Credential holders who possess a DoD approved 
credential which authorizes exchange privileges, but not 
installation access may be granted access to an installation if 
sponsored onto the installation by authorized individuals or 
organizations, or via an authorized escort. 

(7) Veteran Health Identification Card (VHIC) 
(replacement for Veterans Identification Card (VIC)). 

(a) The Department of Veterans Affairs provides 
eligible veterans a VHIC for use at Veterans Affairs (VA) 
Medical Facilities. Only veterans who are eligible for VA 
medical benefits will receive the card. The card will display 
the veteran's name, picture, electronic data interchange 
personal identifier, and special eligibility indicators (e.g., 
Service Connected Disability, Purple Heart, and Former Prisoner 
of War) on the front of the card, if applicable. 

(b) The VHIC is only used for the purpose of 
identification and check-in for VA appointments, and does not by 
itself facilitate access to installations. 

(c) At installations with VA Medical Facilities, 
eligible veterans will provide the VHIC at the VCC to validate 
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eligibility to receive a local NACVMS credential or visitor 
pass. 

(d) If there is a question regarding the identity of 
the veteran, a second form of federal or state government issued 
identification shall be requested such as a state driver's 
license. 

(8) PPV Housing. There are CNIC installations with PPV 
Housing within the confines of the installation that lease 
quarters to non-DoD civilians. The below categories of PPV 
Housing personnel will be used to identify appropriate 
credentials for installation access. 

(a) Category 1 - PPV Housing Management Team. 
Category 1 personnel may be issued a CAC to allow access to the 
installation and considered/approved for sponsor status by the 
CO for the purpose of supporting perspective non-affiliated 
residents and necessary maintenance personnel on to the 
installation. The CO shall identify PPV Partner personnel with 
sponsorship privilege for the purpose of certifying non -
affiliate residents and maintenance personnel having a valid 
reason for accessing the installation. PPV Housing Management 
individuals must be thoroughly briefed on their responsibilities 
regarding sponsoring non-affiliated personnel on to the 
installation. 

(b) Category 2 - Eligible Tenants/Housing Occupants 
(sponsored by PPV Housing Office) . All Category 2 personnel 
over the age of 10 will be issued a locally produced NACVMS 
credential. 

(9) Military Criminal Investigative Organizations. 

(a) Special Agents of DoD, such as Naval Criminal 
Investigative Service (NCIS), Air Force Office of Special 
Investigations (AFOSI) , and Army Criminal Investigations Command 
(CID) Agents, are issued either a DoD Federal PIV credential or 
CAC. 

(b) When a DoD Federal PIV credential or CAC are 
presented with special agent credentials, after electronic 
authentication via PACS that the credential is valid, agents 
will have unescorted access to the installation and escort 
privileges for personnel and official vehicles in all force 
protection conditions. 
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(10) Gold Star Family Members (GSFM) . GSFMs must be 
able to access Navy Installations for support (example: Fleet 
and Family Service Center visits), ceremonies, and events in 
order to continue to be part of the Navy family; however, many 
GSFM do not have a DoD identification card. All GSFM must meet 
all requirements listed in paragraph 1403.b. (7) above for 
unescorted installation access. 

(11) Service Secretaries, political appointees, Members 
of Congress, and the Diplomatic Corps will be granted access 
based on possession of the appropriate government issued 
identification. 

1404. Identity Proofing and Registration 

a. Identity Proofing Concept. Issuing authorities will 
employ the following baseline standards for identity proofing. 

(1) Applicants voluntarily provide personal information 
via SECNAV 5512/l (figure 14-1) with full knowledge regarding 
the types of information collected, understanding the purpose of 
collection, how the information may be shared, and how the 
information will be protected. The applicant understands the 
lack of successful identity proofing may result in denial of 
access to the installation. 

b. Identity Proofing at issue site 

(1) The following credentials are identity proofed at 
the card issue site from federally authorized identity 
documents, and shall be considered identity proofed. 

(a) CAC. 

(b) Uniformed Services ID Card (TESLIN) issued to 
military retirees and military family members. 

(c) Non-Department of Defense (DoD) Federal Personal 
Identification Verification (PIV) populations. Persons 
possessing Federal PIV credentials that conform to reference (x) 
are vetted and adjudicated by government security specialist on 
a National Agency Check with Inquiries (NACI) or Office of 
Personal Management (OPM) Tier I standards. 

(d) Transportation Worker Identification Credential 
(TWIC) . 
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(e) Personal Identity Verification - Interoperable 
(PIV-I) Credentials. This credential is issued by DoD-approved 
PIV-I non-federal issuers that must meet the federal bridge 
certification to ensure their identity proofing standards are 
comparable to DoD standards, thus the PIV-I is considered 
identity proofed, and additional identity proofing is not 
required. Vetting and fitness determination is required in 
accordance with section 1205. 

c. Local NACVMS Credential and Visitor Pass. Personnel who 
do not possess a credential authorized to facilitate access and 
have a validated need for one-time, intermittent or routine 
unescorted physical access to an installation, and have been 
properly sponsored, require identity proofing and vetting to 
determine fitness and eligibility for access. 

(1) Persons requesting access shall provide 
justification and/or purpose for access to DoD installations/ 
facilities. 

(a) DoD intent to employ or employment of 
contractors, interns, and other members. 

(b) Sponsorship 

(c) DoD sponsorship of foreign military members, 
foreign civilians and in certain accompanied circumstances, 
their families, is accomplished in an official capacity through 
the DoD FVS or other DoD mechanisms by the sponsoring 
organization. 

1. Records must be maintained of foreign visits 
which have not been processed through the FVS. Accordingly, the 
installations will record all visits or assignments of foreign 
nationals to their installations. It is the sponsoring 
organization's responsibility to ensure the visit is properly 
recorded and documented in the DoD FVS and that local NCIS is 
notified when official foreign visitors arrive and depart the 
installation. 

2. All unofficial FN are required to be run 
through a U.S. Immigration and Customs Enforce (ICE) 
investigation before base access is granted. All unofficial FN 
will be required to complete the SECNAV 5512/1 form upon arrival 
at the VCC before being issued a badge or pass. Sponsors are 
required to complete the FN Visit Request Form (Figure 14-5) . 
The FN will be required to have this form and their passport in 
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their possession at all times while onboard the installation. 
FN visitors to restricted areas will follow similar procedures 
for any visitor access to restricted areas. 

3. Unofficial Foreign nationals will only 
receive a 14 day pass, must be logged in the foreign national 
visitor log, and must be escorted. 

4. Foreign Exchange Student. Authorization to 
have a Foreign Exchange Student reside in NBK housing requires a 
letter of request that includes the name and home country of the 
student to the NBK co via the individuals co, at least one month 
in advance. Foreign Exchange Students need not be escorted once 
they receive a Visitors Pass with expiration not to exceed 364 
days. Foreign exchange students not residing on base or in PPV 
housing will only receive a 14 day pass and must be escorted. 

1405. Special Event Requirements 

a. Special events which will have non-specified invitees on 
the installation require NBK CO's approval. The Anti-Terrorism 
Officer (ATO) will promulgate an Anti-terrorism/Force Protection 
Plan for events, which meet the requirements. These events 
include, but are not limited to: Ship Visits, Safety Fairs, 
Moral, Welfare, and Recreation (MWR) sponsored events, Pier 
Fest, Holiday celebrations, Change-of-Command ceremonies, Re
enlistments, Retirement ceremonies, CO or Senior Officer 
Receptions, Bremerton ship visits, Command Sponsored Events, 
etc. Special events shall normally be limited to the community 
areas. Security aspects of all special events shall be 
coordinated by NBK ISO. The Special Event Representative (SER) 
will provide sponsors with a Special Event Request packet 
(Figure 14-6). All event participants not possessing valid base 
entry credentials SHALL complete the SECNAV 5512/l form (figure 
l4-l) in its entirety. Personnel planning large events will 
need to be planned far enough in advance (a minimum of 5 working 
days for small events and 30 days for large events) and 
coordinated with the SER to allow for the proper vetting of all 
guests. The geographical limitations of the event shall be 
defined and enforced. Control of visitors at the event is the 
responsibility of the sponsor. 

Note: FN visitors must be escorted at all times. 

(l) The sponsor shall be notified by the VCC SER once 
the list is approved/denied. 
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(2) If the event is approved, the alphabetical list will 
be annotated and forwarded by the VCC SER for distribution to 
the installation ECPs. All lists provided to the VCC SER SHALL 
be in Courier New or Times New Roman 12 point font. Any changes 
to the list shall be made by contacting the NBK vcc SER during 
normal working hours. If additions are necessary after working 
hours, standard Trusted Traveler procedures will apply. 

(3) Failure to provide a list of guests to NBK VCC SER 
within the prescribed timeframe will result in disapproval of 
the guests' access. 

b. Special Events-Dignitaries. For events where 
dignitaries, Flag Officers, or Senior Executive Service (SES) 
Civilians are expected, special handling is normally required. 
Each visit will be handled in customized fashion; however, the 
use of Special Events procedures above provides a good start. 

c. CNO Approved FN Visits. FN visits planned and approved 
by the Chief of Naval Operations (CNO) do not require CO 
approval. Local commands having knowledge of such visits will, 
as much in advance as possible, notify NBK CO and ISO for 
planning purposes. 

d. PAO Official Visitors Badge. Officially sanctioned 
Public Affairs tours are carefully controlled and all visitors 
are escorted as a group. These requests are submitted to the 
NBK Special Event Representative (SER) at least 10 working days 
prior to the event to ensure all required authorizations have 
been received; the SER will forward the approved request to the 
VCC supervisor at least 5 working days prior to the event for 
preparation of the badges. NBK ISO/Assistant Installation 
Security Officer (AISO) is the approval authority for such cases 
where the PAO Visitor Badge will .be used. The NBK SER will 
obtain all necessary authorizations and notify the VCC 
Supervisor once received to facilitate the preparation of these 
special passes (Figure 14-7). 

e. Pre-staged. Approval for issuance of pre-staged badges 
shall be made by the ISO/AISO. All commands must submit 
requests for pre-staged badges through Base Authorization and 
Visit Request (BAVR) , send an email notification to the VCC 
Supervisor(s) and Lead with the names, BAVR request numbers, 
point of contact, and desired date for pick-up. The request 
must be submitted at least 10 working days in advance to allow 
for processing of the BAVR requests, approval of pre-stage 
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issuance and preparation of the badges. The VCC supervisor(s) 
shall obtain the necessary approvals (Figure 14-8) . 

f. Revocation. Writing upon or making unauthorized changes 
to any Visitor Form or Temporary Pass after it has left the VCC 
is prohibited and will cause the permit to be revoked and 
confiscated. Any whiteout placed on any Visitor Form or 
Temporary Pass will cause the permit to be revoked and 
confiscated. 

(1) A copy of the Visitor Form or Temporary Pass will be 
carried by the visitor for the duration of the visit. The 
visitor will be required to provide picture identification upon 
request. 

(2) Improper conduct by a visitor will result in the 
confiscation of any base issued pass. The visitor being removed 
from the installation and may result in administrative or 
disciplinary action for the member. 

1406. Identity Vetting and Fitness Determination 

a. Identity Vetting Concept 

(1) VCC personnel shall: 

(a) Determine an individual's fitness for 
installation access once an individual has undergone successful 
identity proofing pursuant to section 1204. 

(b) Review the individual's entire criminal history 
and which is not limited to a specific time frame. 

(2) Determination of fitness for access will be 
conducted to determine whether potential access candidates pose 
a potential threat or risk to installations, resources, and 
populations. 

(a) Prior to issuing access credentials, the minimum 
fitness determination standard requires an inquiry of the 
National Crime Information Center (NCIC) "Persons Files" and 
Interstate Identification Index (III), NCIC National Sex 
Offender Registry (NSOR) , Terrorist Screening Database (TSDB) , 
Department of Justice National Sex Offender Public Website 
(NSOPW), and CLEOC, or successor system database review for 
debarments. When performing inquiries to NCIC and III, adhere 
to the following: 
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1. Government personnel preforming vetting 
will, at a minimum, query these systems using NCIC Message Key 
Code: "QWI." The "QWI" query will perform two vetting 
transactions, the "QWA" and "QH" that will identify if the 
individual is located in the NCIC "Persons Files" (includes NSOR 
and TSDB queries) or if they are indexed in the III system. 

2. The NCIC "QWI" query will include the 
individual's name, date or birth, and at a minimum one 
additional numeric identifier, e.g., social security number, 
driver's license number, passport number, etc. 

(b) DoD CAC. CACs are considered vetted for the 
purpose of installation access. 

c. Non-Department of Defense (DoD) Federal PIV populations. 
Personnel in possession of a valid Federal PIV are considered 
identity proofed and vetted for the purpose of installation 
access. However, these individuals are not allowed access 
without sponsorship or a valid purpose for entry and valid proof 
of citizenship. 

d. Transportation Worker Identification Credential (TWIC) . 
Per reference (x), personnel in possession of a valid TWIC are 
considered identity proofed but not vetted for the purpose of 
installation access. Also, these individuals are not allowed 
access without sponsorship or a valid bill of lading. 

(1) TWIC holders must meet the following conditions 
prior to being allowed unescorted access: 

(a) Possess a valid TWIC. 

(b) Demonstrate a valid purpose for entry; examples 
may include government bill of laden (GBL) or commercial bill of 
laden (CBL), etc. 

(c) Vetted in accordance with 1406.a. (1) above. 

(2) Contract Mariners (CONMARs) must meet the following 
conditions prior to being afforded installation access: 

(a) A Military Sealift Command (MSC) representative 
will provide the host installation a "Vessel Shore Party Access 
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List" for distribution to the CO and ISO. That list will be 
limited to the names of CONMARs who have been cleared in 
accordance with existing MSC policy, including El Paso 
Intelligence Center (EPIC) checks which' include an NCIC check. 

(b) Each cleared MSC CONMAR on the Shore Party 
Access List shall possess and present their Merchant Mariner 
Credential (MMC), including a TWIC credential, for access. 

(c) ECP sentries shall verify the CONMAR is on the 
Vessel Shore Party Access List before granting installation 
access. 

(3) MSC Civilian Mariners (CIVMAR) carrying CAC cards 
are authorized access. 

e. Personal Identity Verification-Interoperable (PIV-I) 
credentials, such as NCACS credentials, are considered identity 
proofed and vetted for the purpose of unescorted installation 
access. However, these individuals are not allowed access 
without sponsorship, citizenship verification, and a valid need 
for entry. 

f. Locally Produced NACVMS Credentials and Visitor 
Pass/Vehicle Pass. The VCC will ensure vetting of proofed 
identities for populations that do not possess a credential 
authorized to facilitate access. 

(1) Determination of fitness for access will be 
conducted to determine whether potential access candidates pose 
a potential threat or risk to installations, resources, and 
populations in accordance with paragraph 1406.2. (a) above. 

(a) Ensure the DoN Local Population ID Card/Base 
Access Pass Registration Form (SECNAV 5512/1) (Figure 14-9) is 
the sole means to initiate background checks on all visitors 
and/or contractors/vendors. Every background check for the 
purpose of access control requires completion of the SECNAV 
5512/1 form for accountability purposes. 

(b) The SECNAV 5512/1 form authorizes the DoN to 
obtain Personal Identifiable Information for vetting purposes 
prior to authorizing unescorted installation access. 

(c) Installations shall keep the original copy or an 
electronic copy of all completed SECNAV 5512/1 forms for a 
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minimum of 3 years or until the DOJ conducts their periodic 
audits, whichever is greater. 

1. SECNAV 5512/1 form may not be used for 
multiple background checks. Each time an NCIC check is 
conducted, complete a new SECNAV 5512/1 form. 

2. The parent or legal guardian of a minor 
under the age of 16 shall sign SECNAV 5512/1. 

(2) Favorable background checks are valid for 179 days. 

g. Foreign Visitors. For officially-sponsored visits of 
foreign military members and their families to CONUS 
installations; Regional Commander, installation, and unit access 
instructions shall include the use FVS and FVS-CM to verify the 
vetting of these populations. 

h. PPV Housing Personnel. Non-affiliated civilians 
applying for residence in privatized housing on military 
installations are considered visitors requesting unescorted 
installation access. 

(1) Vetting officials are required to conduct background 
checks on non-affiliated civilians applying for housing on a 
military installation and current individuals already residing 
in housing on military installations who have not already been 
subject to a background check. Vetting officials shall refer 
individuals already residing in housing on military 
installations who do not meet fitness standards to the Staff 
Judge Advocate (SJA) for legal coordination and to the CO for 
access approval. 

(2) After the initial background check, vetting 
privatized housing residents will be conducted on a 24 month 
interval. However, background checks are authorized if there is 
reasonable suspicion/probable cause to suspect criminal 
activity. Vetting officials shall consult with their servicing 
SJA when making these decisions. 

i. Fitness Determination 

(1) Permanently Disqualifying Fitness Determination 
Standards. Listed below are specific conditions or offenses 
considered prejudicial to the good order, discipline and morale 
of the installation that may not be waived by the CO or 
designated representative: 
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(a) Wanted Persons (Outstanding Warrants) . 

(b) Identified in the Foreign Fugitive File. 

(c) Identified in the Immigration Violator File. 

(d) Registered in the National Sex Offender Registry 

(e) Known or Appropriately Suspected Terrorist (KST) 

(f) Felony convictions for Rape, Child Molestation, 
Trafficking in Humans, Espionage, Sabotage, Treason, or 
Terrorism. 

(g) Other Felony Convictions. Other than the 
disqualifiers listed above in paragraphs (a) through (f), any 
felony conviction within the past 10 years is grounds for 
denying installation access. NBK CO may waive this requirement. 
Felony convictions more than 10 years old except for those 
identified above do not require a waiver. 

(h) Persons released from prison or on probation 
within 5 years after a felony conviction may apply for a waiver. 

(i) Arrests for a disqualifying event without 
disposition (conviction, dismissal, not guilty or acquittal) 
more than 10 years old are not grounds for denying access. 

(j) A waiver from the CO i.s required for persons 
identified in the Violent Person Crime File. The Violent 
Persons File lists individuals with a violent criminal history 
and persons who have previously threatened law enforcement. 

(3) The NBK CO may deny access or access credentials 
based on information obtained during identity vetting which 
indicates the individual may present a threat to the good order, 
discipline, and morale of the installation. 

(4) Sex Offender. Sex offenders identified through the 
National or State Sex Offender Registry Databases are prohibited 
from accessing Navy installations and facilities. 
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(1) Personnel who have been initially denied access 
based on criteria identified in paragraph 1205.i. may appeal or 
request a waiver in writing from the CO. The individual 
requesting a waiver will be notified in writing of the decision 
within 30 days of package submission. 

(a) VCC officials shall verbally inform visitors 
requesting a short-term pass they do not meet access standards 
and the process to request a waiver and/or appeal. 

(2) Personnel who have been denied access during 
periodic re-vetting for the purpose of continued unescorted 
access may appeal and/or request a waiver from the co. 

(3) Periodic background screening of personnel. 
Personnel who have received an approved waiver or appeal shall 
only be re-vetted back to the original date of waiver or appeal 
plus one year. The additional year is necessary due to possible 
reporting delays. Installation access using an NCACS expires 
annually and is subject to re-vetting requirements. If no new 
disqualifying offense is found, the current waiver can be 
extended and no new waiver processing is required. If 
additional disqualifying offenses are found, the entire record 
shall be reviewed. 

(4) The NBK CO, or designated representative, will 
determine if access will be granted based on the information 
submitted for consideration. Until this determination is made, 
the person's access to the installation will be denied. 

k. Periodic Screening Requirements. Once an access 
credential is issued, fitness is not normally determined again 
until the credential expires and a new credential is issued. 
Upon expiration, fully vet the individual as described in 
paragraph 1406.a. (1). 

1407. PHYSICAL ACCESS STANDARDS 

a. Trusted Traveler Program (TTP) 

(1) TTP allows for uniformed service members or DoD 
employees with a valid CAC, retired uniformed service members, 
or adult family members with a valid DoD identification 
credential to vouch for occupants in their immediate vehicle. 
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(a) Trusted Travelers are entirely responsible for 
the actions of occupants in their vehicle and for meeting local 
security requirements. 

(b) The NBK NBK CO shall suspend TTP at FPCONs 
Charlie and Delta or when needed. 

(c) TTP is not authorized for contractors, 
volunteers, or family care providers. 

(d) Sponsors must be at least lB years of age. 

·(e) Sponsors may vouch for a total of six adult 
occupants in no more than two vehicles including their own. 

(f) Sponsors must notify sentry if citizenship of 
any visitor is other than U.S. All foreign nationals must be 
properly vetted and logged in at the VCC prior to access 
authorization. No foreign nationals will be authorized after 
hours without prior VCC approval. 

(g) All approved unofficial foreign nationals shall 
travel in the vehicle with the sponsor and be escorted and must 
carry their passport with them at all times. 

(2) Individuals not accompanied by a Trusted Traveler 
are considered unescorted and shall meet installation access 
requirements for unescorted access. 

(3) Fleet Logistic Command will be responsible for 
escorting any contracted personnel not meeting credentialing 
requirements for all contracted delivery companies servicing NBK 
resident's household goods shipments. The Fleet Logistics 
Command will contact the appropriate VCC to make notifications 
when a contracted company is utilized to support their 
contracts. 

Note: Escorting is defined as continuous proximity to and 
visual contact with the escorted individual(s) in order to 
enable the escort to witness the escorted individuals' actions. 
This requires side by side accompaniment or at least line of 
sight contact. 
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(1) Sponsorship allows approved individuals affiliated 
with the DoD to take responsibility for.verifying and 
authorizing an applicant's need for access to an installation. 

(a) Active Duty, Guard, and Reserve personnel on 
official orders, CAC holders (to include Contractor CAC 
holders), and family members 18 years of age and older are 
authorized to sponsor individuals onto an installation. 

(b) Privatized housing residents with locally issued 
NACVMS credentials are authorized to sponsor individuals onto 
the installation they are affiliated with/assigned to, but 
sponsorship privileges should be limited to their particular 
housing area only. 

l. Privatized housing residents shall provide a 
Short-term housing guest authorization form for visits under 30 
days in duration. 

2. Privatized housing residents shall provide a 
Long-term housing guest authorization form for visits over 30 
days in duration. 

3. Stays exceeding 90 days require NBK CO 
approval. Temporary passes will be issued in l to 30 day 
increments. 

(c) Temporarily Assigned Personnel. Active Duty, 
Guard, and Reserve personnel on official orders, and CAC holders 
on official Temporary Duty (TDY) orders to an installation are 
authorized to sponsor individuals onto that installation only 
for the duration of their TDY/Active Duty orders. 

(d) All sponsored visitors must comply with 
requirements in paragraph 1403.b. (7). 

c. Unescorted Day/Visitor Access Passes 

(l) Are issued for short-term visits not to exceed 30 
days. (e.g., family visits, DoD/DON retired Civil Service using 
MWR facilities that are not in possession of a retired civilian 
ID card, sporting events, and various short term official 
meetings) . 
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(2) Installation passes shall be renewed daily or issued 
for the duration of family visits or scheduled meetings. 

(3) If driving a motor vehicle, the visitor must provide 
a valid driver's license, vehicle registration, and proof of 
insurance or a valid rental car contract. 

d. Contractors/Vendors 

(1) NCACS Application Timeline. 

(a) NCACS credential applicants may be issued a 
visitor pass for up to 30-days for temporary business access. 
The VCC shall identity proof, vet, verify citizenship, and 
determine fitness prior to issuing a pass. Refer to paragraph 
1408 for specifics of the NCACS Program. 

(b) NBK CO must approve a second request for 
extended temporary access. 

(c) Extension requests must be submitted via the 
Letter of Exception to Policy - RAPIDGate. 

(2) Temporary or Special Access. 

(a) Contractor or vendor personnel who require 
infrequent access to Navy installations and/or choose not to 
apply for NCACS may apply for a visitor day pass through BAVR or 
SEVNAV 5512/127 (Figure 14-10). 

(b) If in this category, a government representative 
must sponsor the contractor/vendor, complete identity proofing, 
and meet vetting, citizenship, and fitness criteria prior to 
being allowed access. 

e. PPV Housing. Where CNIC installations have PPV Housing 
within the confines of the installation and lease quarters to 
non-DoD civilians, the following guidance will be utilized in 
these circumstances: 

(1) Prior to entering into a housing lease with non-DOD, 
non-affiliated civilian applicants, the PPV Housing 
Representative shall: 

(a) Ensure applicants understand vehicle 
registration in accordance with installation requirements. 
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(b) Forward the names of all non-DoD civilian 
applicants and family members over the age of lO to the VCC. 

(c) Ensure applicant and family members over the age 
of lO complete all necessary paperwork associated with identity 
proofing, citizenship, and vetting required for installation 
entry a minimum of five working days prior to the effective date 
of the lease. PPV management, through the Housing Office, shall 
instruct all applicants and family members to report to the VCC 
for processing. 

(d) Confirm the VCC has favorably completed all 
Vetting, citizenship, and fitness determinations for 
installation access prior to signing the PPV housing lease. 

(2) After entering into a housing lease with non-DoD, 
non-affiliated civilian applicants, the Housing Representative 
shall: 

(a) Report any changes in the lease that would 
affect installation access control to the VCC. 

(b) Collect the PPV legacy or NACVMS credential from 
all residents upon termination of the lease and return the 
credential to the VCC. 

(3) Prior to authorizing access to the installation the 
vcc shall: 

(a) Complete identity proofing, citizenship, 
vetting, and fitness determination of non-DoD civilian 
applicants and family members and notify the Housing Off ice 
representative. 

(b) Issue non-DoD civilian applicant and family 
members over the age of lO, a legacy or NACVMS credential per 
section 1403.b. (ll) which will reflect "PPV" and installation 
name. 

f. Volunteers. Person(s) working on an installation, such 
as but not limited to Red Cross, Navy Sea Cadets, Navy League 
organizations, not having DoD personnel or family member access 
but providing volunteer time as a part of a recognized, and 
approved program may be issued a legacy or NACVMS credential, or 
visitor pass. Persons must be identity proofed, citizenship 
proofed, and vetted in accordance with sections 1404 and 1405 
prior to being authorized access to the installation. 
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(l) Volunteers must have a valid sponsor and visit 
request entered into the applicable system (i.e. BAVR or 
55l2/l27) . 

1408. Navy Commercial Access Control System (NCACS) 

a. The NCACS identity management and perimeter installation 
access control solution is specifically designed to manage 
recurring vendors, contractors, suppliers, and other service 
providers who do not meet the requirement for CAC issuance. It 
uses the following concept of operations: 

(1) NCACS is a voluntary program in which participants 
are approved for installation access without obtaining a visitor 
pass from the VCC. 

(2) Commercial vehicle inspections are not required 
except during RAMs, command authorized administrative vehicle 
checks, or elevations in FPCONs. 

(3) An NCACS credential is issued and base access is 
granted once the participant has met all identity proofing, 
vetting, citizenship, and fitness determination requirements. 

(4) A CCS provides initial enrollment, vetting, database 
maintenance, and credential creation. 

b. VCC personnel shall perform a final credential 
inspection, government vetting (CLEOC inquiry), identity 
verification, and issuance. 

1409. Installation Contracted Transportation Services 

a. The NBK CO may restrict access at heightened FPCONS and 
must ensure that registered companies understand that their 
access may be restricted due to a change in security conditions. 

b. All taxi/transportation companies are permitted to apply 
for installation access. 

c. The SSC shall facilitate the registration requests of 
transportation service companies to conduct business on an 
installation. 

(l) All transportation service vehicles shall: 
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(a) Meet registration requirement outlined in 
section 1209. 

(b) Be licensed to operate and provide 
transportation services by the state, county, city, or local 
public utilities commission or similar body as required by state 
and local laws. 

(2) All transportation service vehicle operators shall 
be: 

(a) Properly licensed to operate a vehicle for hire 
and possess a current state issued driver's license. 

(b) Identity and citizenship proofed, vetted, and 
fitness determined prior to allowing access to the installation. 

d. All transportation services operated on an installation 
will be by an authorized driver possessing an installation 
issued NACVMS credential. 

e. Transportation services shall be restricted from areas 
that include High-Value Assets and restricted areas. Service 
providers should be limited to movement to and from fare pick-up 
and drop-off destination. 

f. Any violation of federal law, base regulation, or other 
disruptive activity shall result in the termination of that 
company's access under this program. 

g. Transportation Service Companies, or Rideshare Programs 
(e.g., Uber, Lyft) shall be registered in the SSC program. 

(1) The transportation service operator or Rideshare 
Program shall not pick-up another fare while on the 
installation. 

(2) All occupants of the transportation service or 
Rideshare Program vehicle will present valid credentials prior 
to installation access. If occupants are unable to produce a 
valid credential for installation access they are required to 
meet the requirements as outline in section 1403.b. (7). 

1410. Vehicle Registration and Access Requirements 

a. All military, civil service personnel, and housing 
residents shall register their vehicle(s) with the VCC within 30 
days of arrival. 
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(1) Vehicle owners must ensure the vehicle is licensed, 
registered, inspected, equipped, and insured in accordance with 
all state and local motor vehicle laws. 

(2) All vehicle information will be entered in CLEOC or 
its successor system. 

(3) DoD Vehicle Decal (DD 2220) is no longer required 
for access to Navy installations. 

b. Active duty military members will be issued installation 
parking decals upon registration. 

c. Vehicles used to carry cargo (tractor/trailer, flat bed, 
moving truck, box truck, panel truck, etc.) or commercial 
vehicle may be requested to show registration, insurance, or 
driver's license documents upon request of Security Forces. 
Commercial vehicles are subject to inspection of compartments 
and containers capable of concealing contraband cargo or 
personnel as may be directed by the NBK CO via the CDO or ISO 
during heightened FP conditions or when conditions warrant such 
action. Commercial vehicles will use the Large Vehicle Entry 
Control Point (LVECP/CVIS) for entry. 

Note: The original unexpired registration document issued from 
the Department of Motor Vehicle/Licensing shall be shown along 
with proof of current insurance (electronic copies of insurance 
will be accepted) when registering all Personal Owned Vehicles 
(POV) at NBK. 

d. Commercial Vehicle Inspection for Pier Access. All 
vehicles (commercial, government owned, contracted) entering 
pier areas SHALL receive a complex inspection as per (USFF 
1511538Z JAN 16 ZYB) when a home ported unit is moored. The 
driver of the vehicle will be provided (Record of Inspection) 
upon successful completion of the inspection, Fig. 14-13. 
Inspections will be comple.ted at the following exterior NBK 
installation Entry Control Points (ECP) : 

(1) NBK Missouri Gate for vehicles entering Puget Sound 
Naval Shipyard (PSNS) Controlled Industrial Area CIA and Pier 
"D" on NBK - Bremerton. Pass is valid for 15 minutes. 

(2) NBK Trident Gate Commercial Vehicle Inspection lane 
for vehicles entering the NBK - Bangor Service Pier. Pass is 
valid for 25 minutes. 
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(3) This pass is not valid for NBK - Bangor Delta Pier, 
Marginal Wharf, and Explosive Handling Wharfs I and II, which 
are under Strategic Weapons Facility, Pacific (SWFPAC) control 
and inspection measures. Inspections are conducted at the 
Perimeter Intrusion Detection Assessment system ECP for vehicles 
desiring entry. 

(4) POVs are not authorized to receive this pass and are 
prohibited from entering and parking pier areas under NBK 
control. 

(5) Any inspected vehicle that arrives at their 
destination pier past their pre-determined time will be directed 
to return to the inspection station and be re-inspected. Any 
vehicle not inspected as required above will be directed to the 
inspection station for their pre-determined station. Thus a 
Record of Inspection is only valid for the pier designated. 

1411. Motorcycle and Moped Registration requirements 

a. Motorcycles and mopeds are considered motor vehicles and 
will be registered before they are operated on NBK. Recreational 
ATVs, mini-bikes, or off-road racing bikes shall not be operated 
on NBK. 

(1) Motorcycle operators shall ensure headlights are 
turned on at all times while the motorcycle is being operated. 

(2) Motorcycle and Moped Protective Equipment. Refer to 
OPNAVINST 5100.12 (Series) for latest motorcycle equipment. 

(3) Active duty members must have proof of completion of 
the Motorcycle Safety Course, dated within the past 3 years from 
date of base registration and must have the motorcycle 
endorsement on their state driver's license. 

b. NSF shall enforce motorcycle safety training, debarment 
control, state licensing, registration, insurance obligations, 
and safety requirements through routine traffic stops and at 
ECPs during RAM/STEP procedure implementation. 

1412. Explosive Laden Vehicles Requirements 

a. Commercial vehicles carrying explosives shall enter 
NBK - Bangor through the Trident Gate LVECP, NBK - Bremerton 
through the LVECP Gate, and NBK - Keyport (Explosive Class 1.1 
is NOT AUTHORIZED to enter NBK - Keyport) through main ECP. 
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After working hours and weekends, the vehicle will wait directly 
inside the LVECP. Personnel responsible for receiving/shipping 
explosive cargo will coordinate their efforts with the gate 
sentries to ensure all are aware of the evolution and that 
proper procedures are in place. SWFPAC and other tenant 
commands receiving or shipping explosive cargo shall'coordinate 
entry/exit procedures with NBK, for shipments under their 
cognizance. 

b. Explosive laden vehicles shall never be turned away and 
at a minimum notifications will be made to allo~ access to 
secure holding. 

c. Vetting procedures will be as follows: 

(1) Drivers of explosive laden that are carrying a load 
for delivery will be given head of the line privileges at the 
VCC once they have made themselves known to the clerks. Proof 
of the load must be presented at the time of the request. 

(2) In the event a driver of an explosive laden vehicle 
does not have proof of citizenship in their possession, JPAS can 
be used to verify citizenship. This information will be 
conveyed to the VCC via email by any individual on the current 
authorization list. 

1413. Radioactive Material Movement Requirements. 

a. Due to the sensitivity of hazardous material movements, 
certain precautions are needed to ensure safe containment and 
transportation of materials occurs within the boundaries of NBK. 
This includes waste materials and sources, with the exception of 
RADIACS with check sources and radioactive material used for 
medical purposes. 

b. The NBK CDO will be notified before any radioactive 
material is transported on or across NBK (except movements 
within the confines of the OA at NBK - Bangor) . 

c. All commands which transport/receive radioactive 
shipments will ensure NBK receives information copies of 
directives, which govern such shipments. 

1414. Access Control - Internal Entry Control Points 

a. To standardize the policy for credential and badges 
authorized to be presented to gain access to internal Entry 
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Control Points (ECPs) located on NBK - Bangor. Access includes 
ECPs for the Controlled Industrial Area (CIA), Operational Area 
(OA) Gate, and Service Pier. The supervisor must be completely 
familiar with all matters directly related to the watch and 
ensure all personnel are briefed and fully prepared to assume 
duties. For citizenship requirements for issuance of CIA and 
Region badges (Figure 14-10). 

b. Individuals desiring entry into the interior base areas 
shall utilize BAVR or the 5512/127 (Figure 14-11). 

c. The following credentials and badges are authorized by 
persons to be presented to sentries performing duties at the 
internal ECPs to control access. See Table 2 for a list of 
authorized credentials into internal restricted areas. 

d. Individuals with a NAVSEA Badge with a superimposed "V" 
designation must be escorted at all times. Individuals with a 
superimposed "C" designation will be allowed entry, but will NOT 
have escort privileges. 

e. Persons can only be escorted upon approval of the NBK 
CO, Executive Officer (XO), ISO or CDO, when Visitor Control 
Center is closed and/or there is an operational necessity. 

f. Service Pier Gate (Figure 14-11), X Matrix and number 4. 
NAVSEA badges colored Red, Green, and Yellow are also authorized 
for access. 

(a) Commander Submarine Development Squadron Five 
(COMSUBDEVRON 5) badge is authorized to be used when the ECP is 
unmanned and ECP operations are under automated access control 
measures. 

(b) Trusted Badge Agents. NBK Port Operations will be 
issued CSDS-5 badges for temporary access through the 
turnstiles. 

(c) CSDS-5 will provide a list of persons authorized to 
implement and/or escort persons into the enclave. In addition 
there may be instances when CSDS-5 may escort, add, limit or 
restrict access to this ECP due to operational necessity. Any 
lists will be provided to NBK Security and maintained at the 
ECP. 
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(d) Persons can be escorted upon approval of both the 
NBK CDO and CSDS-5 CDO, when VCC is closed and/or is operational 
necessity. 

g. SWFPAC has operational control of their Areas of 
Responsibility (AOR) (Figure 14-11), 'S' and 'W' matrix) and 
provides guidance for all personnel and vehicle access control 
policies and procedures, to include SWFPAC Limited Area and the 
Waterfront Restricted Area (WRA) . Access to submarines are 
approved by NSSC. 

h. KB docks B and K Matrix (Figure 14-11) NUWC Division 
Keyport. 

(1) Navy Region Northwest Badge - B9. 

(2) NAVSEA PSNS and IMF badges colored Red, Green, and 
Yellow. 

(3) Individuals with a NAVSEA, Puget Sound Naval 
Shipyard, or Intermediate Maintenance Facility Badge with a 
superimposed "V" designation must be escorted at all times by an 
escort. Individuals with a superimposed "C" designation will be 
allowed entry, but will NOT have escort privileges. 

i. Credentials will be confiscated for the followings 
reasons: 

(1) Expired. 

(2) Mutilation. 

(3) Suspected alteration. 

(4) Excessive wear and/or unreadable portions. 

(5) Any suspicion of validity. 
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Table 2 
Credentials for access to lower base Bangor Operational Area. 

CREDENTIALS OA Access 
Issued from NB Kitsap at BANGOR 
Permanent Picture Badge issued before the y 

implementation of the Navy Region 
Northwest Badge Program 
Visitor Pass, Upper Base N 
Visitor Pass, OA (Blue Visitor Permit) y 

with a Visitor Application Form (NB Kitsap 
5512/14) and picture identification 
Transient Vessel Pass (Blue Visitor y 

Permit) with active military 
identification 
Transient Vessel Pass issued to Foreign y 

Military when accompanied by Foreign 
Military Identification 
(Blue Visitor Permit Badge/Permit) with y 

valid dependent identification with proper ' 
approval see Tab C Para's 8-12 
Issued from NAVY REGION NORTHWEST 
Blank - Military Badge issued from any y 

base under regional jurisdiction 
cs - Civil Service Badge issued from any y 

base under regional jurisdiction 
c - Contractor Badge issued from NB Kitsap y 

Bangor for an NB Kitsap contractor valid 
in the OA area only 
v - Official Visitor Badge issued from any y 

base under Regional jurisdiction 

Dependent Identification Card (NAVPERS N 
5512/7) 
Retired Armed Forces ID Card N 
Issued from DEFENSE LOGISTICS AGENCY (DLA) 
Picture Badge (DDPW or DDRW) N 
Issued from OTHER FEDERAL, STATE, AND 
LOCAL AGENCIES 
AFOSI (Air Force) and CID (Army) N 
Office of Naval Intelligence y 

Department of Homeland Security Photo ID. y 

United States Customs Service N 
Washington State Wildlife and Fisheries N 
United States Postal Service N 
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CREDENTIALS OA Access 
American Red Cross Picture ID Card (USCSC- N 
Optional Form 55) 
Armed Forces Exchange Services ID and N 
privilege Card (DD Form 2574) allows NEX 
dependents and Retired employees access 
during NEX hours of operations 
CAC - Common Access Card Military N 
Personnel, Retired Personnel and Civil 
Service 
CAC - Common Access Card Foreign National N 
Military with authorization letter from 
NUWC Keyport 
Office of Personnel Management (OPM) y 

Department of Energy (DoE) y 

Dependent ID Card (DD Form ll 73) N 
Federal Bureau of Investigation y 

Military ID - Any Valid United States N 
Uniformed Services ID Card (DD Form 2 
Active or Retired) 
Naval Criminal Investigative Service y 

Navy Deserter Apprehension Program N 
United States Government ID Optional Form N 
55 with or without expiration. 
United States Marshal's Office y 

United States Navy Inspector General N 
Credentials (Signed by Secretary of the 
Navy) 
Washington State Patrol y 

Kitsap County Humane Society N 
Kitsap County Sheriff y 

Kitsap County Coroner N 
Kitsap County Fire Departments N 
Issued from NB Kitsap V.I.P. VISITOR'S 
LIST 
Personnel approved on Special Access Lists N 
may be granted unescorted access 
to special functions on upper base, but mus< 
carry valid photo identification. 
Issued from SPECIAL ACCESS LISTS 
Personnel approved may be granted N 
unescorted access to special functions but 
must carry valid photo identification. 
Issued from PUGET SOUND NAVSHIPYARD 
(NB Kitsap AT BREMERTON) 
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CREDENTIALS OA Access 
Non-Pictured Forces Afloat (FA) Badge with y 

active military identification 
NAVSEA Picture Badge For Civilian or y 

Military Employees with red, yellow, or 
green background 
NAVSEA Picture Badge with Superimposed "C" y 

designating Contractor with red, yellow, 
or green background 
NAVSEA Keyport Picture Badge y 

Non-Pictured Red Visitor (V) Badge Y* 
* with authorized ESCORT 

1415. Turnstile Access 

a. NBK - Bangor/Bremerton turnstiles accept either a CAC 
card or NCAC (PIV I) card. Contractors requiring use of a 
turnstile shall submit a request for a credential through their 
hiring company. 

b. NBK - Keyport turnstiles are secured until upgraded and 
meet requirements for CAC and PIV-I use. 

c. NBK - Naval Hospital Bremerton (NHB) turnstiles are 
secured until upgraded and meet requirements for CAC and PIV-I 
use. 

1416. Letters of Assist/Authorized Agent Letters 

a. Letters of Assist/Authorized Agent are issued by 
authority of the NBK CO via the ISO. Sponsors are required to 
be present during the initial process. Access will be limited 
to the common areas after submission of appropriate 
documentation and will expire 12 months from the date of the 
letter. All requests will be vetted using the SECNAV 5512/l 
form and forwarded to the ISO/NBK CO by the VCC. Renewal 
letters should be submitted to the VCC no less than 15 days 
prior to the expiration of the current letter to ensure no lapse 
in coverage. Appropriate documentation must be provided with 
each new request to allow proper vetting. 

b. Letter of Assist. Letters of Assist are issued to non
affiliated family members of dependent children, ex-spouses, or 
other such individuals acting in the capacity as parents to 
dependent children. They must provide documentation showing 
they are responsible for and/or have primary custody of the 
children. This letter is only issued when the sponsor is out of 
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the local area (Figure 14-5), not including deployments, 
incapacitated or deceased. The custodial parent must have the 
letter along with picture ID and the original DD form 1173, 
Dependent ID Card, and must be accompanied by the child. A 
request for Letter of Assist will require the following: 

(1) Completed SECNAV 5512/l form (Figure 14-9) . 

(2) A completed Letter of Assist (Figure 14-12) . 

(3) Proof of U.S. citizenship and a secondary photo ID. 
Once all documents are complete, the requestor and the 
benefactor will report to NBK - Bangor VCC. The vcc Supervisor 
will review and submit all paperwork to NBK ISO. 

Note: If the dependent child is 18 years of age or older, 
normal escort privileges apply. 

c. Authorized Agent Letter. Authorized Agent Letters are 
issued to individual(s) who act on behalf of the authorized 
sponsor/dependent due to medical, mobility, or other issues as 
authorized by the NBK CO (Figure 14-13) . Individuals requesting 
an Authorized Agent letter must provide documentation showing 
they are responsible for the sponsor in the form of a power of 
attorney or medical documentation. The authorized agent must 
have the letter along with picture ID and the original DD form 
2/1173, Sponsor/Dependent ID Card, to access the base. A 
request for Authorized Agent Letter will require the following: 

(1) Completed SECNAV 5512/1 form (Figure 14-9) . 

(2) A completed Authorized Agent letter (Figure 14-13). 

(3) Proof of U.S. Citizenship and a secondary photo ID. 
Once all documents are complete, the Requestor and the 
benefactor will report to NBK - Bangor VCC. The VCC Supervisor 
will review and submit all paperwork to NBK ISO. 

1417. Exception to Policy Letter 

a. Letters of Exception to Policy are issued by authority 
of the NBK CO via the ISO only for those issues not covered 
under the Letter of Assistance/Authorized Agent program. A 
request for Exceptions to the Access Control policy will require 
the following: 

(l) Completed SECNAV 5512/1 form (Figure 14-9) . 
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(2) A completed Exception to Policy Letter. 

(a) Letter of Exception to Policy - CDC/Childcare 
14-14). 

(b) Letter of Exception to Policy - Other 
14-15). 

( c) Letter of Exception to Policy - RAPIDGate 
14-16) . 

(3) Proof of U.S. citizenship and a secondary photo ID. 
Once all documents are complete, the requestor and the 
benefactor will report to NBK - Bangor VCC. The VCC Supervisor 
will review and submit all paperwork to NBK ISO. Exceptions 
will not be made for unescorted MWR facility usage or for other 
purposes of convenience. 

' 

1418. Special Access Consideration 

a. NBK - NHB. 

(1) The hospital will maintain a separate list of non
affiliated drivers of Veterans Affairs (VA)/VHIC card holders 
that have been granted hospital access ONLY. Each individual 
will be vetted via the SECNAV 5512/1 form, and the list will be 
posted at the hospital ECP. The hospital will utilize the 
access letter provided by the SSC to maintain standardization 
for the Security Department. 

(2) NHB will act as SSC for VA transportation services. 
Individual drivers for the VA transportation service will apply 
for base access utilizing BAVR, be vetted utilizing the 5512/1 
form, and provided a hospital visitor badge in six month 
durations. 

(3) Special Incidents. The following two policies apply 
only to NBK at the NHB Main Gate. 

(a) Code Pink, Should the NHB security alarm 
monitor announce a "Code Pink" via radio or phone, the vehicle 
lane bollards in lane 3 shall be raised and all outbound traffic 
lane(s) secured until the situation is resolved. A "Code Pink" 
indicates a baby monitor has been activated signaling the 
possibility a baby is leaving the ward without authorization. 
During "Code Pink" emergencies, the NBK - Bangor NSF Watch 
Commander, Security Department Operations Officer, NBK CDO, or 
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NBK ISO are the only persons authorized to allow traffic to exit 
the installation. 

(b) Medical Emergency. In the event a vehicle has 
occupants who declare a medical emergency the following will 
occur based on the situation. 

1. If none of the occupants are credentialed 
and the occupant(s) claim a medical emergency, do not allow the 
vehicle access to the NHB. Detain the vehicle; reassure the 
occupant(s) medical assistance has been requested; dial "911" or 
use the Enterprise Land Mobile Radio to request medical aid from 
the RDC. 

2. If the passenger is the person claiming the 
emergency and the driver or passenger is credentialed, allow 
entry upon check of the credentials via trusted traveler. 

b. Commercial Solicitation. Licensed solicitors may be 
escorted onboard NBK only after they have obtained the 
permission of the NBK CO and have: 

(1) An appointment. 

(2J Read and signed the Certification of Knowledge of 
Solicitation Regulations form provided by NBK Legal Office 
(BOOJ) and have been issued a Letter of Approval to solicit on 
the installation. 

(3) Solicitors will maintain a copy of their approval 
letters on their persons when onboard NBK and tenant commands. 

(4) Possession of a solicitor's letter serves only to 
identify the individual as meeting the requirements to enter 
NBK - Bangor or tenant commands under the control of the CO. It 
does not in any manner indicate Navy or command endorsement of 
the solicitor's company or product. 

(5) Base solicitation privileges can be suspended or 
withdrawn for cause. 

c. Legal Process Servers. Permission of NBK CO or 
designated representative (i.e., NBK XO, Legal Officer), is 
required before a service of process is authorized within areas 
under the administrative control of the NBK co. 
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(l) Service of process may not be permitted when NBK CO 
concludes that compliance with the mandate of the process would 
seriously prejudice the public interest. Under no 
circumstances; unless directed by the CO, will any person 
employed by NBK personally serve process on Naval personnel or 
civilians on the installation. Service of process shall be in 
the presence of the CO, or an officer designated by him/her. In 
all cases, the officer designated will make sure that the nature 
of the process is explained to the person concerned. 

(2) Service of process requires that service of process 
be made during normal work hours (0730-1600) in the Legal 
Office, Building 433, in Bremerton unless circumstances warrant 
otherwise and permission is obtained from the CO, XO, or Legal 
Officer. When it is necessary for service of process to take 
place after normal working hours, it will be made at NBK 
Security. 

(3) Whenever a government employee is served with 
federal or state court, civil or criminal process or pleadings 
(including traffic tickets prepared by other than NBK agencies) 
arising from actions performed in the course of their official 
duties, they shall immediately deliver all process and pleadings 
served upon them to the Navy Legal Officer for NBK. He/she acts 
as the CO's designated representative. 

(4) Personnel who are served, which are attached to 
tenant commands or ships at NBK; the officials designated above 
shall defer to the wishes of the CO of that command when 
requested in writing by the command. 

(5) When requested by the appropriate official, 
civilian, and military personnel will report to the Legal Office 
as soon as possible. When required by circumstances to serve 
process at locations other than the Legal Office, a 
representative of the Legal Office will escort process servers 
to the appropriate area or location. 

d. Contractors, vendors, delivery drivers, and salespersons 
will be identified as contractors. A contractor is any 
industrial, educational, commercial, or any other entity that 
has entered into a legal agreement with NBK or tenant activity, 
afloat or ashore, or an individual residing in housing for the 
purpose of performing a contract with NBK, tenant activity, or 
an individual. Contractor personnel must be a contractor of NBK 
or tenant commands. The expiration date will be the contract 
expiration date or an anticipated transfer, resignation, or 
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retirement date; whichever is less up to three years. All of 
the above not associated with the SSC program will require a 
RAPIDGate credential or a daily visitor pass to access NBK. 

e. Foreign Transient Vessel Procedures. Crews of foreign 
vessels may use their Foreign Military Identification Cards in 
conjunction with their visitor credentials for entry to NBK. 

(1) The host command is responsible for providing a 
likeness of the applicable Foreign Military Identification Card 
to the ISO so the VCC and security personnel may be familiar 
with its appearance. 

(2) The host command shall inform the VCC through the 
ISO of the arrival and departure dates of the foreign vessel and 
establish procedures for access of guests and visitors. 

f. Delayed Entry Program (DEP) Military ID. Individuals 
joining the Armed Forces may delay the date on which they enter 
active duty after signing their enlistment contract. During 
this short delay, they are members of the Ready Reserve and are 
authorized access to the non-restricted areas of the base. To 
gain access, DEP personnel will present a copy of their 
enlistment contract (DD 4) identifying them as part of the DEP 
program together with documents from para. 1405.c. (1) to the VCC 
to obtain a visitor badge for the duration of their delayed 
entry not to exceed 179 days. 

g. Emergency Response Forces. NBK Emergency Response 
Forces (fire, security, medical, casualty response teams, etc.) 
responding to emergencies shall be granted access to all base 
areas. 

(1) When entering NBK gates, the driver of the 
responding emergency vehicle shall present their credentials to 
the gate sentry for validation. NBK ISO, CO's/XO's, SWFPAC 
Security Officer, and CDOs at NBK, SWFPAC, NAVIMFAC PNW, 
COMSUBGRU NINE, COMSUBRON SEVENTEEN or NINETEEN, and SUBDEVRON 
FIVE, may request emergency access for persons through the 
Operational Area gate when time-critical or unusually hazardous 
operations may be impacted by delays in obtaining authorized 
credentials. 

(2) If all external perimeter gates are closed (other 
than drill purposes) due to covert/overt threats, natural 
disasters or accident with disaster potential, emergency 
response forces personnel will be allowed access via the Marine 
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Gate on Clear Creek Road if operationally feasible. Only those 
emergency response forces personnel directly involved with the 
particular incident will be allowed access, all others will be 
allowed access on a case by case basis~ 

(3) Outside law enforcement and emergency service 
organizations are allowed access when in the performance of 
their official duties. 
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Figure 14-1 
Visitor Pass 

NAVAL BASE KITSAP 
NAME 

SIGNATURE 

ORGANIZATION/SPONSOR 

CARD NO, EXPIRES 
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Figure 14-2 
Credentials 

Armed Forces of the United States Geneva Conventions Identification 
Card 

DD Form 2 (Retired) 

United States Uniformed Services Identification Card 

DD Form 2 (Reserve Retired) 

United States Uniformed Services Identification Card 

DD Form 1173 

United States Uniformed Services Identification and Privilege Card 

DD Form 1173-1 

United States Uniformed Services Identification and Privilege Card 
(Guard and Reserve family member) 
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DD Form 2765 (including TA 180 version) 

Department of Defense/Uniformed Services Identification and Privilege 
Card 

~· -· 

Armed Forces of the United States Geneva Conventions 
Identification Card 

The standard card for active duty personnel in accordance with Geneva 
Convention requirements . 

... ·-· 

U.S. DoD and/or Uniformed Services Identification Card 

The standard card for qualifying civilian employees, contractors, and 
foreign national affiliates who need access to DoD facilities, 
installations, and computer systems. 
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U.S. DoD and/or Uniformed Services Geneva Conventions 
Identification Card for Civilians Accompanying the Armed Forces 

The standard card for civilians accompanying the Armed Forces. 

U.S . DoD and/or Uniformed Services Identification and Privilege 
Card 

The standard card granting applicable benefits and privileges for 
civilian employees, contractors, and foreign national military, as well 
as other eligible personnel. 

RapidGate/PIV-I 

Contractor/Vendor base access authorization Card . 

Blue Bar: Non-US 
Citizens 

Green Bar: 
Contractors 
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CREDENTIALS NOT TO BE SCANNED BUT ACCEPTED 

Transportation Worker Identification Card (TWIC ) with Merchant Mariner 
Credentials and on the Base Access List . 

.. .. -.. -
·:-1111111111-:~ a ..... , .. 
- - --- - -- f l e r y o2 ·· e 01y 9s :: 

Navy Regi on Northwest Official Visitor Badge. Must have 8 or 9 in "B" 
matrix. Must show picture ID with non-photo visitor badge. 
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Figure l4-3 
Lost Badge REport 

REPORT OF LOST BADGE NAVY REGION NORTHWEST 
NOTE: 11,... ha .. o MLA ......... badoe. li"" or)'OUl'-IM""' rwqulnld to noUly the SWFPAC Security Olflca at --11-8426 

or&-8431 u eoon n ponible 

EMP!.OVEE NAME (PfllNT) "" DATEUlST 

i 
COti4M4NO/ACENCY DEPT/CODE -PltONI: 

DO YOU Ht.WA Ml.A EXCKliHQE BADOt'1 .. ,. I,.,.. ..... 
D "" D NO 

OEPARJMENJ HEltDISUP£ft\ll COMMENTS . 
~ .. ,. I ............ 

COONl1AHI' SECUl'llTY OFl'IC£R COMMENTS WJ.5S8N'$ SIGHID IV CSQ I SECUfilTY 

" 
~ I WAIVE IOOAVWNT? DATE I""""""' """""" p LOST 9ADG£ NUM8EA DATEUlST 

m~ 
~I 

DATE BADGE PIEISSUED -"""" ....... 
~. ,.., ......... ""' 
~~ gu 

NAVREGNW 173/1 (2.07) 
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Figure 14-4 

Authorized Citizenship Documentation 

NBK: 

1. State issued Birth Certificate (original with raised state 
seal) . 
2. United States Passport or Passport Card (unexpired). 
3. Certificate of Naturalization. 
4. Permanent Resident Card with expiration date and photo. 
5. Enhanced Driver's License. 
6. Consular report of birth abroad. 
7. A Department of Defense clearance verified by Security 
Manager. 

OA: 

1. State issued Birth Certificate (original with raised state 
seal) . 
2. United States Passport or Passport Card (unexpired). 
3. Certificate of Naturalization. 
4. Enhanced Driver's License. 
5. Consular report of birth abroad. 
7. A Department of Defense clearance verified by Security 
Manager. 

CIA: 

1. A Department of Defense clearance verified by Security 
Manager. 
2. United States Birth certificate issued by state of birth 
with a raised state seal. 
3. Certificate of citizenship issued by the Immigration and 
Naturalization Service. 
4. Report of Birth Abroad (form FS-240). 
5. Certificate .of Birth (form FS-545 or DS-1350). 
6. Certificate of Naturalization (original only). 
7. Unexpired United States passport. 
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Figure 14-5 

FOREIGN NATIONAL VISITOR REQUEST 

Request permission is granted for the Foreign National(s} listed below, to be aboard Naval Base 

Kitsap for a period not to exceed 14 days beginning _______ and ending 

------~ forthe purpose of: -----------------
Foreign National visitors are: 

Last, First M.I. Country of Citizenship Passport/Visa # 

Sponsor's Last Name, First M.I. 

Sponsor's Home Address (Street, City, State, Zip Code} Home/Cell Phone 

Command/Company Code or Department Work Phone 

Sponsor Badge Type/Number Badge Expiration Sponsor Signature 

I UNDERSTAND THAT AS A SPONSOR ALL FOREIGN NATIONALS WILL HAVE TO BE ESCORTED AT ALL 
TIMES. FOREIGN NATIONALS WILL NOT BE ALLOWED INTO RESTRICTED AREAS WITHIN THE BASE 
CONFINES. 

Request: Approved Denied Date _____ _ 

Approving Official:-------------• 
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Figure 14-6 
Special Event Requirements 

Officially sponsored events make it impractical to badge and 
escort each person individually. A special event request will 
be used to assist in the proper vetting of personnel that do not 
normally have base access. Sponsors of group visits to NBK 
shall submit a request to the Special Events Representative a 
minimum of 10 working days prior to the event. 

Note: This form is not an access pass, but a means to assist in 
the receiving of base access. 

A complete packet wil.l consist of the following: 

Special Event Base Access Request completed by the 
sponsor 

Unofficial Group Guest List 

0 List must contain all names alphabetically by last 
name 

0 All names must be legal names, no nicknames or 
shortened names 

0 Must show guests' citizenship and place of birth 
other than US 

- A completed SECNAV form 5512/1 for every guest ages 18 
and over 

if 

Once the list is approved/denied, the sponsor will be notified 
by the SER. If the list is approved, the alphabetical list will 
be annotated and forwarded by the SER via the NBK ISO/designated 
representative for distribution to the Base Entry Gates. Any 
changes to the list will be made by contacting NBK SER during 
normal working hours. If additions of guests are necessary 
after working hours, the visitor must utilize the standard 
Trusted Traveler procedures (Government Sponsor escorts visitor 
from the gate to the event) . 

Failure to provide a list of guests to the NBK SER within the 
prescribed timeframe will result in disapproval of the guests' 
access. 
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{l) From: Last Name, First and Middle Name 

Branch 

USN DoD Civilian 

USMC USAF 

(5) Command 

(7) Work Phone: 

Home/Cell Phone: 

{9) Date(s) pass is required: 

{11) Access Desired: 
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Figure 14-6 continued 

Naval Base Kitsap 

(2) Rate/Rank (3) Date of Request 

(4) Affiliation of Requestor 

Status 

US ARMY Active (Mil/Civ) Reserve Retired (Mil/Civ) 

USCG Military Dep Midshipman Delayed Entry Prg. 

(6) Department 

{8) Email Address: 

{10) Location to be visited: 

Escorted Unescorted 

(12) Reason for Request (Be Specific Include event Start and End time) 

Sigoature and Na{l1e of approving Offieial 



Name: 

Event Date: 
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Figure 14-6 (continued) 

NSK UNOFFICIAL GROUP VISIT GUEST LIST 
Please specify location Bremerton/Bangor/Keyport 

List guests and visitors alphabetically by last name. 

Location: 

Event Time: 

Middle 
Last Name First Name Initial Date of Birth Citizenship Place of Birth 

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
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PAo 
FOREIGN NATIONAL 

WRA/ER 
ESCORT REQUIRED 

PAO .-I -1-00_0_0--. 

FOREIGN NATIONAL AUTHORIZED 
ACCESS TO OA AND WRA WITH 
AUTHORIZED ESCORT 

PAO 
TOUR NAME 

WRA/ER 

ESCORT REQUIRED 
PAO .-I -1-00_0_0._, 

US CITIZEN AUTHORIZED ACCESS 
TO THE OA AND WRA WITH 
AUTHORIZED ESCORT 
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Figure 14-7 
PAO 

PAo 
FOREIGN NATIONA 

ESCORT REQUIRED 
PAO~, -1-00_0_0~ 

FOREIGN NATIONAL AUTHORIZED 
ACCESS TO THE OA WITH 
AUTHORIZED ESCORT 

PAO 
TOUR TITLE 

ESCORT REQUIRED 
PAO ~, -1-00_0_0~ 

US CITIZEN AUTHORIZED ACCESS 
TO THE OA WITH AUTHORIZED 
ESCORT 

NOTE: ALL PAO PASSES WILL BE PRINTED ON BLUE CARDSTOCK AND IN COLOR . 
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Figure 14-8 
Pre-staged Navy Region Northwest badge . 

NAVY REGION 
NORTHWEST 

B 20 15 
8009!5582 

OS 
1 w 
OG 
ox 
0 R 
0 T 
0 K 

I 
H 

0 M 
9 B 
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Figure 14-9 
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OMB 0703-00t31 Exp 31 Mar :?01 r 

28 Checf( the appUt:able boX for WORK HOURS boX ot check !he OTHER bOX and enter the wort. hours, then check the appJlCablc for WORK DAYS 

WORKHOURS- [Josaa-1000 0800·1700 []OTHER WORK DAYS; LJ SN [j M [] 1 [] W [1 TH 

PRIOR FELONY CONVICTIONS 

29. Have you ever bt.>en convicted of a Felony? DYES lJNo 1n1tta1 

REQUIREMENTTO RETURN LOCAL POPULATION ID CARD 

30. I understand that I am required to return my Local Population ldenllficallon earn to the Base Pass Office when It expires or ii my emproymant is 
tennmated for any reason .. ___ (lnlbal) 

AUTHDRl7.ATION AND RELEASE ANO CERTIFICA Tl ON 

31 l hereby autnonze the DODJOON and other authorized Federal agencies ~o obtafn any infomiation .required from the Federal government and/or 
state agencies, indudtng but not limited to. the Federal Bureau of lnvesll9aboo !FBI), tho Defense Securrty Service (DSS), the U.S. Department of 
Homeland socurtty (OHS). 

J have been notified of DON fight to perform minimal vetting and fitness dotermmetlOO as a condition of access to DON installationtfacrbtles I 
understand that I may request a record identifier, the source of the record and that I may obtain records from the State Law Enforcement Office as may 
be available to me under lhe law, I also understand that this infonMbon will b1t treated as privileged and confidential information 

I roleaso any lndMdual, lnduding records custodians, any component of the U,S, Government or tho IOdMdual State Criminal History Repository 
supplyl'ng mfonnauon, from aJI liebllity for damages that may result on eccotmt of compllonco. or eny attempts to comply With this authonzation This 
release is binding, now and In the future, on my heirs, BSS1gns, assooates. and petmmal rapresentatiVe{s) of any nature Cop1es of ltlls authorizalron 
thet show my signature are as valid as the orig{na! release signed by me 

FALSE Sf ATEMENTS ARE PUNISHABLE BY LAW AND COULD RE!-:iUL T IN FINfS ANO!OR IMPRISONMENT UP TO FIVE YEARS 

BEFORE. SIGNING THIS FORM. REVIEW IT CAREFULLY TO MAKE SURE YOU HAVE ANSWERED All QUESTIONS FULLY AND CORRECTLY 

I DECLARE: UNDER PENALTY OF PERJURY THAT THE srATEMENTS MADE BY ME ON THIS F-ORM ARE TRUE, COMPLCTEAND CORR!'.CT 

DATE ____ ~- SIGNATURE 

FINAL DElERMINA TION ON YOUR ACCESS- The Bac;e Commandmg Officer hes final authority tor determinahon on granting physical access to 
DON controlled lnstallalionSlfacil11Jes under t11sJ11er JUflsd!ction_ 

Office of Under Secretary of Defense DJrecnve. Type Memorandum (0Th1) 09-012, "lntenm Policy GUkfance for DoD Physical Access ContrOI,~ 
December 8, 2009- DTM 09-012 requires Uiat DoD 1nstal!at1on govemment representatives query the National Crime lnfoffilalion Center (NC!C) and 
Tenonst Screening Database to vet the damled identtly and to determine tho Illness or non-federal government and non-DoO,fSsued catd holders (1 e 
visitofs) who are requesting unescorted access to a DoD installation The mmhnurn criteria to delermlne the fitness of a visitor is· 1) not on n tenons! 
watch list; 2) not on an DoD inSlallatlon debarment list; and 3) not on a FB! National Cnmmal lnformatiOn Center (NClC) felony wants and warrants lrst 
Addlhonally, SEC.NAV Memo. Policy for Sex Offender Tracking and Assignment and Access Restrictions witllm the Department of um Navy, of 1 Oct O!J 
and OPNAVINST 1752.3 established the Navy's policy on sex offend(ITT!., raqwnng Region Commanders (REGCOMs} and Installation Commanding 
Officers {COs) to prohtbit sex offender access to DoN facilities and Navy owned, loosed or PPV houSIOQ. This fonn deSOlbes the authonty and 
purpose to coHect and share the requited intormabon; and identifies the apphcantJ\/isitor and sponsor; and authonzes the DoO to perform Um mrnimum 
vetting and fitness determmation cntene A favorable response on the vetting nod flfuess deterrru'nation is required lo receive access lo DOD-controlled 
mstallationlfactlities 

SECNAV 551211 (APR 2014) FOR OFFICIAL USE ONLY WHEN FILLED - PRIVACY SENSITIVE. Page nf 
Any nususe or unauthorized: disclosure of this mformabon may resU!t In both Clim ma! and C1Vlf penallles 
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VISITOR BADGE REQUEST 

NAVBASEKI TSAPINST 5530 . 14B CH - 3 
24 J un 1 6 

l'tlt PSNS&M'INST SSJQ.1 

rlYC ...... l~rruuft IUwYOll. - - IU~AAun-.. 1n10>~lcu~1 IU\"""j'tr~1,\AJUCn~ 

FAX RED AND YEU.OW BADGE REQUESTS TO (3fl0)470-3441J. FOR FISC PUGET SOUND VISITORS, FAX TO 
l3110l 478-821M. QUESTIONS? CAL1. VISITOR CONTROLAH 311Cll47G-4883. 
1. V1SITOR'S COMMANDICOMPANY 

2. COMMANOICOMPANY S1REET AOORESS 13. C TY 1 4. STATE 15. ZJP CODE I el. COUNTRY 

7. PURPOSE OF VISIT 

8.. CONTRACT NUMBER 

9. COMMANDtCOOEJSHOP TO BE V1SITED 10. VISIT START DATE 11 . VISIT END DATE 

12. NAMES OF PERSONIEL REQURING BADGES: (ATTACH SEPARATE s.EET FOR ADDITIONAL NAMES.) 

12.a. LAST. ARST. M.L (IU~J 12b. SOCIAL SECURITY 12c.. U.S. CITIZEN 
M.IMBER VISITORS ON NON-a.ASSIFED VISrTS 

.. ,..T 1JA1NG PROOF Of aTIZENSHIP 

YES NO 
[J [J 

D D 

D D 

D D 
13. VJSITTO: 0 PSNS&MF 0 PSNS&IMF 0 NAVBASE 0 A SCPUGET 

CA NON-CIA KITSAP SOUND 

CREDENTIAL REQUIRED 

13&. D NAVBASE KITSAPCARD 13e. D PSNS & IMF YB.LOW BADGE 

13b.. D NAVBASE KITSAPWl-flEBADGE 
(ACCESS TO UNCLASSIFED NNPt & CNIA) 
(SPONSOR: FAX THIS ftEQJEST TO CODE 1t22.2 AT 

13c.. D PSNS & NF WHITE "ESCORT 
(360) Clfi.8C.&.) 

REQUIRED" BADGE 131. D PSNS & IMF GREEN BADGE 

13d. D PSNS & MF RED BADGE 
(ACCESS TO UNCLASSFIED AREAS) 

(ACCESS TO NN>llRD) (SPONSOR: FAX THIS 13g. D WATERFRONT RESTRICTED ACCESS 
REQUEST 10 CODE 1122.2 AT (J6IJ) Q6.&&49.) (WRA)IBANGOR.. PSNS £ M' SPON:SClftEO 

VISITORS ON. Y. MUST l!IE JUSTIFlED IN l!l.OCK 7. 
14. SPONSOR'S SIGNATURE 

15. SPONSOR'S NAME (PRINTED) 18. BADGE NUMBER 1 17. COOEISHOP/SHlP 18. Pl-K>NE 

RED BADGE APPROVAL. {FCR CODE 1122.2 USE OHL Y) DATE 

PRIVACY ltCf STATEMENT 
..... lOl eflidil 1, UliilldS-Coilo, ......... CICllM:lioacl6io lillfammia n.,a-iy-oitiia bajo lty .. ....,a6.ID ...a.a-...... • 
....__., PSNS .. oa ... ..-.ridt lllllillb.. n.m.i.:1.-.o..6111~•t......-.af ... N...;1 ....-.-9'~ of ........... ....,. ....... 
~Olilor,_,{No\ ...... 22.. lMJ) ......... _cl .. Sociil.Socmily ....... ...... ,..m-,.... .... --.-. ,......,_ 
Soc:ills..ayMomlls,•-11 •c6s .... il......_, .......... .., ..... v-.c-.i~-·Mmnl :S..Eilllp; ....... 
....WSiwl)'Cw.~Scml;--l'aps-.1 .... s:wp,n .. r .... ,. •Jt.alily. 

PSNSllMF 551211 'ZI (ftev. t.(18) PREVIOUS EDITION IMY BE USED. 

Figure 14-10 
Visi t or Badge Request {PSNS) 
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NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

Figure 14-11 
Number Access Matrix for NRNW badges 

s SWFPAC G COMSUBGRU-9 x COMSUBDEVRON 5 

0 No Entry 0 No Ent1y 0 No Entry 
1 ESB, TSB, DHB, All numbers below require a I Not Used 

LEPB, MSB, CSA Security Clearance 2 Not Used 
2 EHW I BLDG. 2100 (OCAB) 3 Not Used 
3 Not Used 2 BLDG. 2150 (First Deck) 4 Service Pier 
4 Not Used 3 NotUsed 5 Not Used 
5 Not Used 4 CSG-9 Message Center 6 Not Used 
6 Not Used 5 Not Used 7 Not Used 
7 Not Used 6 Not Used 8 Not Used 
8 Not Used 7 Not Used 9 Not Used 
9 ALL AREAS EXCEPT 8 Not Used 

LIMITED AREA 9 ALL AREAS 
X Limited Area Access: 

(Requires SWFPAC Note: The highest number includes all 
assigned 5 digit number) lower access( s) 

R NAVIMFACPNW T TRITRAFAC K NUWC DIV Keyport 

0 No Entry No longer used 0 No Entry 
I IMF NON-PIER AREAS I Not Used 
2. Not used 2 Not Used 
3 IMF PIER/NON-PIER 3 No Clearance No Gate Access 
4 Not Used 4 No Clearance UWAB Gates 
5 Not Used 5 Confidential Clearance 
6 Not Used 6 Secret Clearance 
7 Not Used 7 Top Secret Clearance 
8 ALL IMF AREAS (IMF 

Personnel Only) 8 Not Used 
9 ALL AREAS EXCEPT SERVICE 9 Not Used 
PIER (IMF Personnel 

Only) 

I NA VMAG INDIAN IS w Waterfront restricted area B NB Kitsap BANGOR 

0 No Entry 0 No Entry 0 No Entry 
1 Not Used I Escort required l Not Used 
2 Not Used 2 Access allowed 2 Not Used 
3 Not Used 3 Access to WRA, subs at Pier 3 Not Used 
4 Not Used 4 Not Used 4 Not Used 
5 Not Used 5 Not Used 5 Not Used 
6 Not Used 6 Not Used 6 Not Used 
7 Not Used 7 Not Used 7 Not Used 
8 ADMIN AREAS ONLY 8 Not used 8 NON-RESTRICTED AREA 
9 ALL AREAS (Including 9 Not used (No Operational Area) 

Restricted Areas) 9 ALL AREAS (Including 
Operational Area) 
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NAVBASEKITSAPINST 5530.l4B CH-3 
24 Jun 16 

Number Access Matrix for NRNW badges (Continued) 

H NA VAL HOSPITAL M MANCHESTER FUEL 
DEPOT 

NO longer used 
0 No Entry 
1 Not Used 
2 Not Used 
3 Access Allowed 
4 Not Used 
5 Not Used 
6 Not Used 
7 Not Used 
8 Not Used 
9 Not Used 
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Figure 14-12 

DEPARTMENT OF THE NAVY 
NAVAL BASE KITSAP1 

2 0 SOUTH DEWEY STREET 

BREMERTO N, WA 9 8 31 4 - 5020 

From : Commanding Officer, Naval Base Kitsap 
To: (Name / Address of Sponsor) 

1750 
Ser N3AT 
{Date) 

Subj: AUTHORIZATION TO ASSIST IN NAVY EXCHANGE AND COMMISSARY PURCHASES, AND 
NAVAL HOSPITAL APPOINTMENTS 

Ref: (a) NAVBASEKITSAPINST 1750.1 (Series) 
(b) BUPERSINST 1750.10 (Series) 
(c) Cop i es of Pertinent Identifications 

1. Per references (a) and (b), and as substantiated by reference (c), 
authority is hereby granted to accompany (Sponsors ) at the Navy Exchange 
Store and Commissary, and Naval Hospital appointments at this activity. 

2. You will be guided by these regulations: 

a. You are not an authorized patron and you may not make purchases for 
your personal use. 

b. This letter is only valid when accompanying the authorized patrons 
listed above. 

c. Purchases must be made by cash, debit card, or credit card only. 
Personal checks will not be accepted. 

d. This authorization will remain in effect until (1 year from date of 
request). 

3 . The Commanding Officer reserves the right t o withdraw privileges from 
anyone who is found to have made purchases or to have secured services for 
the benefit of another who is not entitled to Navy Exchange privileges. 

4. Per reference (c), whenever multiple Navy faci l ities in the area exist, 
this l etter of authorization will be recognized by all Navy Exchange and 
Hospital Facilities . 

I. S. Officer 
By Direction 

Telephone number: (Phone number) (Agent); (Phone number) (Sponsor) 

Copy to: 
Navy Exchange, Bangor 
Navy Exchange, Bremerton 
DECA Commissary, Bangor 
DECA Commissary, Bremerton 
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NAVHOSP Bremerton 

NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 
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From: 
To: 

Fi gure 14 -13 

DEPARTMENT OF THE NAVY 
NAVAL BASE KITSAP 

120 SOUTH DEWEY STREET 
BREMERTON , WA 98314-5020 

Commanding Offi cer , Naval Base Ki tsap 
(Name I Address of requester) 

1750 
Ser N32 
(Date) 

Subj: AUTHORIZATION FOR NAVY EXCHANGE, COMMISSARY PURCHASES, AND NAVAL HOSPI TAL 
PHARMACY 

Ref: (a) NAVBASEKITSAPINST 1750.1 (Series) 
(b) BUPERSINST 1750.10 (Series) 
(c) Copies of pertinent identifications 

1. Per references (a) and (b), and as substantiated by reference (c), you are hereby 
authorized to act as an "Agent" for (SPONSOR) whose signature appears below: 

(SPONSOR) 

2 . You are authorized to purchase items for the individual named above and no others. 
You are required t o provide satisfactory identification whenever presenting t his 
letter t o mili t a r y exc hange or commissary facilit i es, as wel l as the Naval Hospital 
Pharmacy. The Officer in Charge of the facility will brief you on the special 
procedures to be followed when maki ng purchases at the facil i ty. 

3 . The Commanding Of f icer reserves the right to withdraw this authorization from 
anyone who is f ound to have made purchases for the benefit of another who is not 
ent i tled t o the privileges. 

4. This authority will remain in effect until (1 year from date of request). In the 
event that the sponsor 's hardship continues to exist, the sponsor may apply for an 
extension of this privil e ge . 

5. If the hardship is resol ved this authorization will be rendered inval id. 

6. Per reference (b ) , whenever multiple Navy f acil i t i es ex ist i n a n area, this l etter 
of authorization wil l be recognized by all Navy exchanges, commi ssaries, and 
pharmacies. 

I. S. Officer 
By Direction 

Telephone number : (Phone number) (Agent); (Phone number) (Sponsor) 
CC: Navy Exchange, Bangor 
Navy Exchange, Bremerton 
DECA Commissary, Bangor 
DECA Commissary , Bremerton 
NAVHOSP Bremerton 
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From: 
To: 
Via: 

Subj: 

Ref: 

NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

Figure 14-14 
Exception to Policy Letter (Child Care) 

Date: 

(Name / Contact information of sponsor) 
Commanding Officer, Naval Base Kitsap 
(1) Bremerton/Bangor VCC Supervisor, Naval Base Kitsap 
(2) Installation Security Officer, Naval Base Kitsap 

REQUEST FOR EXCEPTION TO POLICY - ACCESS BY OTHER THAN 
AUTHORIZED MEMBER 

(a) NAVBASEKITSAPINST 5530.14 (Series) 

1. I request an exception to policy be made to allow (Benefactor) 
access to Naval Base Kitsap for the purposes of dropping off and 
picking up my child from the Child Development Center, Youth and Teen 
Center, or Child Development Home. I am unable to drop off or pick up 
my child from the Child Development Center, Youth and Teen Center, or 
the Child Development Home for the following reasons: (EXPLICIT 
REASON FOR REQUEST) . 

2. I, (SPONSOR) understand that this exception is not made lightly. 
Access to Naval Base Kitsap is for the sole purpose of allowing access 
to the Child Development Center, Youth and Teen Center, or a Child 
Development Home. I understand that this badge has no escort 
privileges attached and that any use other than as requested/ 
intended will result in the loss of privileges for this individual. 

3. I understand that this exception to policy is for a period not to 
exceed six months. If longer access is required, a new request must 
be submitted no less than 30 days in advance of expiration to ensure 
there is no gap in access authorization. 

4. I understand that proof of citizenship, a valid photo ID, and a 
completed SECNAV 5512/1 form must be submitted with this letter. I 
also understand a Criminal Background Check will be required prior to 
access being granted and that failure to pass this Criminal Background 
Check will result in a denial of access. 

5. I understand that if the terms of this exception change for any 
reason, it is my responsibility to return the badge to the Visitor 
Control Center for destruction. 

Very respectfully, 

(FI. MI. LAST NAME) 
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From: 
To: 
Via: 

Subj : 

Ref: 

NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

Figure 14-15 
Exception to Policy Letter (Other) 

Date: 

(Name / Contact information of sponsor) 
Commanding Officer, Naval Base Kitsap 
(1) Bremerton/Bangor VCC Supervisor, Naval Base Kitsap 
(2) Installation Security Officer, Naval Base Kitsap 

REQUEST FOR EXCEPTION TO POLICY - ACCESS BY OTHER THAN 
AUTHORIZED MEMBER 

(a) NAVBASEKITSAPINST 5530.14 (Series) 

1. I request an exception to policy be made to allow 
(benefactor) access to Naval Base Kitsap. The reason for the 
exception is: (EXPLICIT REASON FOR REQUEST). 

2. I, (SPONSOR) understand that this exception is not made 
lightly. Access to Naval Base Kitsap is for the sole purpose of 
(EXPLICIT REASON FOR REQUEST) . I understand that this badge has no 
escort privileges attached and that any use other than as requested/ 
intended will result in the loss of privileges for this individual. 

3. I understand that this exception to policy is for a period 
not to exceed six months. If longer access is required, a new 
request must be submitted no less than 30 days in advance to 
ensure there is no gap in access authorization. 

4. I understand that proof of citizenship, a valid photo ID, 
and a completed SECNAV 5512/1 form must be submitted with this 
letter. I also understand a Criminal Background Check will be 
required prior to access being granted and that failure to pass 
this Criminal Background Check will result in a denial of 
access. 

5. I understand that if the terms of this exception change for 
any reason, it is my responsibility to return the badge to the 
Visitor Control Center for destruction. 

Very respectfully, 

(FI. MI. LAST NAME) 
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From: 

To: 
Via: 

NAVBASEKITSAPINST 5530.14B CH-3 
24 Jun 16 

Figure 14-16 
Exception to Policy Letter (RAPIDGate) 

Date: 

(Company Name and Address ) 
Commanding Officer, Naval Base Kitsap 
(1) Bremerton/ Bangor VCC Supervisor, Naval Base Kitsap 
(2) Installation Security Officer, Naval Base Kitsap 

Subj: REQUEST FOR EXCEPTION TO POLICY - TEMPORARY RAPIDGATE 
EXTENSION 

Ref: (a) NAVBASEKITSAPINST 5530 . 14 (Series) 
(b) CNIC 5530.14A (series) Chapter 12 

1. I request an exception to policy be made to allow 

~~~~~~~~~~~~-

(Employee Name ) to receive an additional 30 day 
Temporary RAPIDGate pass to access to Naval Base Kitsap for the 
following reasons: 

2 . I, (Company Rapidgate Administrator's 
Name)understand that I must provide documentation from SureID 
explaining the reason for this request. I have explained t o the 
employee that this badge has no escort privileges attached and 
that use for other than work purpose could result in the loss of 
base access privileges. 

3. I understand that this exception to policy is for a period 
not to exceed 30 days. If longer access is required, a new 
request must be submitted no less than 5 working days in advance 
of expiration to e nsure there is no gap in access authorization. 

Very respectfully, 

(Na me o f Company Administra tor ) 
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NAVBASEKITSAPINST S530.14B 
2 Jul 14 

Unaccompanied Housing Crime Prevention Checklist 

UNACCOMPANIED HOUSING (UH) CRIME PREVENTION CHECKLIST 

BUILDING NUMBER 

ORGANIZATION UNIT REPRESENTATIVE PHONE 

1. Has the unit initiated a crime prevention program? 
2. Are crime prevention measure materials posted in high 

visibility areas? 
3. Are newly assigned personnel briefed on crime prevention 

measures and high crime areas? 
4. Are personnel encouraged to use banking facilities rather 

than keep large amounts of money in their possession? 
5. Is Operation Identification available and used by personnel? 
6. Does the unit keep a log of high value private property 

owned by Sailors/Marines in the BEQ? 
7. Is high value personal property locked in a secured storage 

area when personnel are TAD, on leave, in the field, or 
deployed? 

8. Is valuable property secured out of sight? 
9. Have windows been drilled and pinned? 
10. Have doors and windows been properly installed? 
11. Are door and window locks properly installed and 

functioning? 
12. Are footlockers, wall lockers, closets, etc., securable and 

serviceable? 
13. Is access to bolt cutters controlled? 
14. Is strict key control maintained? 
15. Do duty personnel make regular security checks of barracks 

exterior, interior and parking lot? 
16. Is there a system of visitor control? 
17. Is there limited access to the building? 
18. Is the exterior and interior lighting adequate and operable? 
19. Have the surrounding trees and shrubbery been properly 

trimmed? 
20. Does the area surrounding the BEQ provide concealment for a 

criminal? 
21. Is there a set procedure for prompt reporting of all thefts 

to military police?. 
22. Are personnel encouraged to use the buddy system while on 

liberty? 
23. Are unit personnel aware of off limits areas? 
24. Are extra locks available to lock property in the event of 

an unsecured area? 
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NAVBASEKITSAPINST S530.l4B 
2 Jul 14 

HOME SECURITY CHECKLIST 

Use this guide as you check your home for safety measures. Boxes 
marked No, indicate areas where you could take action to improve 
your home security. 

Exterior Doors: Yes No 

All doors are locked at night and every time we leave the 
house - even if it's just for a few minutes. 

Doors are solid hardwood or metal-clad. 

Doors feature wide-angle peepholes at heights everyone can 
use. 

If there are glass panels in or near our doors, they are 
1reinforced in some way so that they cannot be shattered. 

Entryways have a working, keyed entry lock and sturdy 
deadbolt lock installed into the frame of the door. 

spare keys are kept with a trusted neighbor, not under a 
doormat or planter, on a ledge, or in the mailbox. 

Garage and Sliding Door: Yes No 

The door leading into the home from the garage is solid 
wood or metal-clad and protected with a quality keyed door 
lock and deadbolt. 

The garage door has a lock so we don't rely solely on the 
automatic garage door opener to provide security. 

Garage doors are all locked when leaving the house. 

The sliding glass door has a strong, working key lock. 

A dowel or a pin to secure the sliding glass door has been 
installed to prevent the door from being shoved aside or 
lifted off the track. 

The sliding glass door is locked every night and each time 
we leave the house. 

Protecting Windows: Yes No 

Every window in the home has a working key lock or is 
securely pinned. 

windows are always locked, even when they are opened a few 
inches for ventilation. 

Enclosure (2) 



NAVBASEKITSAPINST 5530.148 

Outdoor Security: Yes No 

There are no dark areas around our house, garage, or yard 
at night that would hide prowlers. 

Every outside door has a bright, working light to 
illuminate visitors. 

Floodlights are used appropriately to ensure effective 
illumination. 

outdoor lights are on in the evening whether someone is at 
home or not; or motion-sensitive lighting is installed. 

our house number is clearly displayed so police and other 
emergency vehicles can find the house quickly. 

security When Away From Home: Yes No 

At least two light timers have been set to turn the lights 
on and off in a logical sequence when away from home. 

The motion detector or other alarm system has been 
activated when we leave home. 

Mail/newspapers have been stopped or arrangement for a 
neighbor/friend to pick up have been made when away from 
home. 

A neighbor has been asked to tend the yard and watch our 
home when we are away. 

outdoor Valuables and Personal Property: Yes No 

Gate latches, garage doors, and shed doors are all locked 
with high-security, laminated padlocks. 

Gate latches, garage doors, and shed doors are locked 
after every use. 

Grills, lawn mowers, and other valuables are stored in a 
locked garage or shed, or if left out in the open, are 
hidden from view with a tarp and securely locked to a 
stationary point. 

Bicycle is secured with a U-bar lock or quality padlock 
and chain. 

Firearms are stored unloaded and locked in storage boxes 
and secured with trigger guard locks. 

Valuable items, such as electronics have been inscribed 
with identifying number approved by local police. 

Our home inventory is up-to-date and includes pictures. A 
complete copy is kept somewhere out of the house. 

2 Enclosure (2) 
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CRIME PREVENTION RESOURCES 

AAA Foundation for Traffic Safety 
12600 Fair Lakes Circle 
Fairfax, VA 22033-4900 
(703) 222-4104 

Drug Abuse Resistance Education (D.A.R.E.) 
(BOO) 223-DARE (National Hotline) 

National Association of Neighborhoods 
1651 Fuller St., NW 
Washington, DC 20009 
(202) 332-7766 

National Association of Town Watch 
7 Wynnewood Rd., Suite 215 
P.O. Box 303 
Wynnewood, PA 19096 
(215) 649-7055 

National Clearinghouse 
for Alcohol and Drug Information (NCADI) 
P.O. Box 2345 
Rockville, MD 20852 
(301) 468-2600, (800) 788-2800 

National Crime Prevention Council (NCPC} 
1700 K Street, NW, Second Floor 
Washington, DC 20006-3817 
(202) 466-6272 

National Criminal Justice Reference Service 
Box 6000 
Rockville, MD 20850 
(800) 851-3420, (800) 788-2800 

National McGruff House Network 
1879 south Main, Suite 180 
Salt Lake City, UT 84115 
(801) 486-8768 

National School Safety center 
4165 Thousand Oaks Boulevard, Suite 290 
Westlake Village, CA 91362 
(805) 373-9977 
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2 Jul 14 

NAVAL BASE KITSAP COMMANDS 
WHO FALL UNDER NBK LOCK AND KEY CONTROL PROGRAM 

COMMAND NAME BANGOR BREMERTON KEYPORT 
CO's ADMIN X X 
CHAPEL X X 
CHILD DEVELOPMENT CENTER X X 
- YOUTH CENTER X 
FLEET & FAMILY SUPPORT CENTER X 
(GOLD) 

FLEET & FAMILY SUPPOER CENTER X 
(BLUE) 
GALLEY X X 
- LOWER BASE GALLEY X 
MWR 
- BANGOR PLAZA X 
- ALL GYMS (INLUDE LOWER BASE) X X X 
- THEATRE X X 
- BOWLING X X 
- ®EEZ X 

- SINCLAIRS X 
- REC CENTERS X X 
- INSIDE OUT CAFE X 
- SAM ADAMS X 
- CAR WASH X X 
- CAMP MCKEAN X 

- PEO X 
- OLYMPIC LODGE X 

SMALL ARMS TRAINING CENTER X 
SCHOOL AGED CENTER X X 
- ADMIRAL BOORDA CENTER X 

SECURITY X X X 
UNACCOMPANIED HOUSING X X X 
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