HMAEEMEREILR

VACANCY ANNOUNCEMENT

LBRES :

Announcement No.

FEC-CIO-001-16

BSeHrLIA:

Closing Date 29 Oct 15

#178:
Date of Issue 16 Oct 15

1.B&FE4 Job title ( %4k Grade_5 /FB¥FEM LAD_3 )

IT Assistant (Information Security), #548
Acceptable trainee level (FRRAAERERE LVEHR): 14

X =#% IR TS L1 &R&E®

Administrative  Blue Collar Trade Security

LI EER
Medical

SEAH
No. of
Recruitment

1%

2. EBEX Activity

Naval Facilities Engineering Command Far East
Business Directorate

Command Information Office

Information Assurance (C102)

;}ﬁ%fﬁﬁﬁ Working Place: Tomari-cho, Yokosuka

4. B EF0BH Area of Consideration
I. X 3 MLC/IHA 5% B (ERBX )
Current MLC/IHA Employee within Activity

1. X] I8 MLC/IHA (¢ £ B B #1EN)

Current MLC/IHA Employee in commuting distance

. [ |EMLCIHARR % B(£TEHXE)
Current MLC/IHA Employee Japan Wide

IV. [] 4% Off Base Applicant

3. B FEMERE Work Schedule (1E__40  BEREHI hrww)

£)75 8 Work Days: Mon-Fri

£)7505R - /KE2 Work Hours/Recess Period: 0800-1645/1200-1245

] & &) Night Shift X 5% % Overtime  [X] tH3R Business Travel

5.ERADTELE Type of Employment
X] MLC
[ ]IHA
X & A Permanent
] BB Limited Term (__» A Months)

CIHPT

6. B FENZ Duties

See attached sheet.

78R EH Bi&EH Qualification/Physical Requirements

a. One year of clerical, technical, or administrative work experience equivalent at 1-4 level in the related work, OR completion of

4-years college/university in a related field.

Knowledge of basic IT security and Information Assurance (1A).
. Knowledge of customer service concepts and practices.

® 00 o

Ability to speak read and write English at average proficiency level. (LD-3)

. Skill in operating personal computer such as Word, Excel, Outlook, Access, PowerPoint, etc.

* An applicant who does not fully meet the qualification requirements stated above may be considered at a lower grade level as

below.

1-4: a. One year of clerical, technical, or administrative work experience in any field, OR completion of 4-year college/university in

any field.

* Handicapped applicants may be accepted, depending on the degree and kind of disability.

i%ﬁ English Language Proficiency :

[ IAZEA L None [ #0#K Basic [ A #& intermediate DX E#% Advanced [ 4FEXDEEH

Exceptional

2 Educational Background : See blocks 7 & 8 | $a§F&F. 18 T &I License/Certificate Required : 7/8 #§5: 88 See blocks 7 & 8




BRI
8.42HtH 9 %+ M Application and Associated Documents Working
Condition

*[X] 22 /% i 55 AR Application for Vacancy Announcement

*[X] B PARS 7542 FE® Resume of Specialized Work Experience

*MDEEA L Complete * in [] BAEET Japanese [X] £F& T English [] £5 5 T% Either

X RiEFBRENEAXRBETEHHE L TWLSAIL. [HKICET SEREK]

If you have any family/relatives who work at U.S. Navy base/facility in Japan, “Questionnaire on Relatives”
(] 5E#xfe 25 SEDE L Copy of Driver's License

(11&TEE/SEBAZMDE L Copy of Certificate

X EEBEDEEAZEIAT 5 HDDE L Certificate of English Proficiency (Copy)

X 82 AtIF Zhft L. HEEOEESRS -FfT- KL FE LV REMAER (12cm x 23.5cm)

12cm x 23.5cm Envelope with Applicant’s Zip Code, Address, Name and a 82 yen stamp (MPS is unacceptable.)

X BAREEUNDAIE. EEH— FRU/IRK— ~/EFED 3 E— For non-Japanese citizen applicant,
copy of Residence Card and Passport/Visa Copy

9. WEZEHFIEME Office to Submit

REHEE (B MLC/IHARRER) LNABIEESE GEEXRER) TR, RESEREANEVFET, LRV ERKYMZE
HHEEZOROR, EXARELTTSV, EHRMHUIALE, Office to submit job application documents is
different for Current MLC/IHA Employees versus Off Base Applicants. Please ensure to submit required application
documents to the right office. Applications must be received by the closing date of the Vacancy Announcement.

GEE) LREBE4ED “BEHHA" AR MLC/IHARXROADIGEE. NEGEE GEEXA) M oDOREEEE
BHELYETOTITEET S, When item #4, “Area of Consideration” above shows “Current MLC/IHA
employees” only, Off Base Applicants will be rated ineligible.

1. REIGSEE (R MLC/IHAXR) RS KBERAREMBAAERR (HRO)) :
Current MLC/IHA Employees must submit to (Human Resources Office (HRO), Yokosuka Navy Base):

T 238-0001 T 238-0001
ARIEEBEETRET 1 Fith 1 Banchi Tomari-cho, Yokosuka
PSC 473 BOX 22 CNRJ HRO N132 PSC 473 BOX 22 CNRJ HRO N132

R#R/Extension 243-8152

KEEERAEEMEMEFIIEZER 1. BRAZELRETROTORICATLCSERD EFCERHAE] NERE
LTHYFET. BAFHO0600HLY. FHOB00HETCINENDLEEZHDOIRENALETT,

Job Application Drop Box is available for submission of job application documents from 0600 to 1800 daily, which is
installed to the wall immediately below the JN Vacancy Announcement Bulletin Board (1st fl.) in the office located on the
left side of the main gate to the Yokosuka Navy Base.

2. NBEEE (Ei%(E) RHE Off Base Applicants must submit to:

T238-0011 T238-0011

ARNNEEBABETRIER 1-6 FEEIL 45 Murase-Bldg. 4F, 1-6 Yonegahama-dori, Yokosuka
(BB EFFEHEFFEERBEBAE XA (LMO/IAA)  Yokosuka Branch of LMO/IAA

ERE—(R Management #1 Section

EEEES Phone 046-828-6959

ST - ABE—SE. 0830-1730 K (HADRBZMR<), EAFHZEOCEMIEI I oIIEBLEHOET LY,
Operating Hours: Mon-Fri, 0830-1730 (Closed on Japanese Holidays). Please contact LMO/IAA for questions on conditions of
employment.

10. EFEAEH For Official Use

SRR3R Y Activity POC: NAVFAC FE, BD2 EE (DSN) 243-7275
] . Y L HRO: (rcvd: 10/14)
PD No.: FEC-C102-001 PD is accurate and current. Certified by Activity: mya 10/13/15 js 10/15 kw 10/16

IEEEEZHZLTULWEWNMEE. BZORRIZEY £ A Incomplete applications will not be considered.
RESNEEEAIEHRL LEFHEA Submitted applications will not be returned.




PRIVACY ACT STATEMENT {BLAIERE#IZDOLT

AUTHORITY: Executive Order 10450, 9397; and Japan Law Concerning Protection of Personal Information (Law No. 57 of 2003).

ES RETTEERS 10450,9397 ; R BAK - EANERORECET Hi%F (Tp1 5FEEEERHES)

PRINCIPAL PURPOSES: To record Personal Information for the purposes of executing the business operations of the U.S. Forces, Japan and protection of
human life, safety and property, NOTE: Records will be securely maintained in either an electronic or paper form.

FEWM: ABDEM. B2, HEORELEBRFEOEXRBEOXITEZEME LT, BARRELRT 54,

R ERIEIETFER. L LJIETITHEICRESNET,

ROUTINE USES: To maintain Personal Data accurately with the most up-to-date content to the extent necessary to achieve the stated Principal Purposes.
FIFABR: TEHMOERICLEL, B CEREGEANEREHIET 54,

DISCLOSURE: Disclosure of this information is voluntary; however, failure to provide the requested information may impede, delay or prevent further
processing of administrative actions.

FHER: EAFRORRIEETIN, EBERSNERERB LG oHE. TORDFREDHIT. Bh. HHLIHE
ERBENHYET,

Format Rev: 5-30-14

INFORMATION ASSISTANT
(Information Security) 1-5

TASK LIST

Security (1-5):

Serves as the action coordinator for all information systems security matters for NAVFAC Far East. Works with
the NAVFAC Far East Information Assurance Manager (IAM) to implement the core NAVFAC information
systems security program. The goal of the security program is the formal accreditation of all information system
[information technology] resources within the Naval Facilities Engineering Command (NAVFAC) Far East area of
responsibility. The program defines how information systems security will be managed and executed. Ensures
computer equipment, operating systems, software copyrights, information and related user actions are processed
and conducted in compliance with all regulatory requirements. Will develop an understanding and be able to apply
information security procedures such as access control, application development security, business continuity and
disaster recovery planning, cryptography, information security governance and risk management, legal, regulations,
investigations and compliance, operations security, physical (environmental) security, security architecture and
design, telecommunications and network security. Ensures effective risk management by following formal security
procedures testing the established security procedures and making corrections as needed. Interprets and
recommends regulatory controls and policies by becoming familiar and adhering to Information Assurance
SECNAV and DoD Instructions and applying these requirements to all NAVFAC Far East personnel and
Information Technology systems. Establishes and maintains liaison with NAVFAC personnel at other installations
in exchanging information on automation security such as network account management and Information
Assurance security training requirements. Conducts security inventory inspections of automated information
systems. Gathers and tracks information regarding Information Assurance compliance, on servers and workstations,
to develop information assurance reports and briefs using the Microsoft Office applications, MS Project and Visio.
Also tracks and provides statistical information on Information Assurance security training.

o Works with the Information Assurance Manager to comply with Information Assurance Vulnerability
Management and Computer Task Orders which involves interpreting and understanding the tasks and
validating that proper procedures have been implemented to ensure compliance. Will work independently
to validate actions have been taken and report to the IAM as necessary.

e Supports coordination of security processes for all Stand-alone/Kiosk computers in NAVFAC Far East
AOR including the development of techniques and procedures for maintaining an acceptable security
compliant condition.

e Supports users requiring NITC Citrix and ONE-Net (NCTS) account request processing by submitting and
validating required personnel security information to those Commands.




o Validates and maintains SAAR-N forms and annual Information Assurance Awareness training records for
the command as directed by SECNAV and DoD Instruction.

e Supports Industrial Controls Systems (ICS) certification and accreditation processes by developing an
understanding of the ICS and validating those security procedures are in place and being followed.

e Serves as a Terminal Area Security Officer (TASO), leads the TASOs in NAVFAC Far East AOR and
coordinates/solves IT security issues with NAVFAC Far East and NCTS IAM.

e Plans, coordinates and processes requests for 1A web page maintenance. Collects updated information and
processes it, uploading to the NAVFAC Portal web server. Works closely with NAVFAC Web Master to
protect the web server content against computer viruses and hacker attacks.

Production Control (1-4):

Serves as a liaison with Industrial Control Systems (ICS) point of contact (POC), provides assistance in initiating
data gathering and compiling data for certification and accreditation. Reviews and edits a variety of ICS
information to ensure clarity and correctness of information. Performs research to provide related technical
information as needed or upon request.

o Industrial Control Systems (ICS) support includes:
0 Translation for the MLC and Japanese contractors who maintain ICS on behalf of NAVFACFE.
0 Receiving IT related trouble calls for the Data Acquisition Servers (DAS) and workstations after
IA updates have been applied to help determine what caused the problem and who fixes the errors.
0 Providing briefs, both written and verbal, to update MLC and Japanese contractors of new policies,
procedures and/or guidance that must be followed.

Customer Support:

Processes Support Tracking System (STS) requests relating to Information Assurance, network accounts, remote
access requests, employee check-in/check-out requirements and ICS problems as they relate in Information
Assurance and network security. Sets up and configures the Stand-alone/Kiosk computers hardware. Installs and
supports the unique software that is not on ONE-Net Approved Product List (APL) on the Kiosk computers.
Supports coordination of security processes for all Stand-alone/Kiosk computers in NAVFAC Far East AOR
including the development of techniques and procedures for maintaining an acceptable security compliant condition.
Troubleshoots and supports the security software problems (ex. Guardian Edge).

Other Miscellaneous Duties:
Performs miscellaneous and/or incidental duties as assigned.



	VACANCY ANNOUNCEMENT

