UNCLASSIFIED//

ADMINISTRATIVE MESSAGE  

ROUTINE

R 031442Z OCT 11 ZYB

FM COMFLTCYBERCOM FT GEORGE G MEADE MD

TO ALCOM

INFO COMFLTCYBERCOM FT GEORGE G MEADE MD

BT

UNCLAS

ALCOM 170/11

MSGID/GENADMIN/FLTCYBERCOM/CIO/OCT//

SUBJ/NAVY TELECOMMUNICATIONS DIRECTIVE 10-11, OPNAV FORM 5239-14 /(REV 9 2011), SYSTEM AUTHORIZATION ACCESS REQUEST NAVY (SAAR-N)//

REF/A/MSGID:DOC/OPNAV/SEP2011//

REF/B/MSGID:DOC/OPNAV/JUL2008//

REF/C/MSGID:GENADMIN/NETWARCOM/221515ZMAY2008//

REF/D/MSGID:CTO/JTF-GNO/YMD:20080519/NOTAL//

REF/E/MSGID:DOC/DOD 8570.1/15AUG2004//

REF/F/MSGID:DOC/DOD 8500.2/06FEB2003//

REF/G/MSGID:DOC/CJCSI 6510.01F/09FEB2011//

REF/H/MSGID:DOC/DOD 5500.7-R/27NOV2009//

REF/I/MSGID:GENADMIN/DON CIO/031648ZOCT2011/NOTAL//

NARR/REF A IS THE NEW OPNAV FORM 5239/14 (REV 9/2011), SAAR-N. 

REF B IS PREVIOUS OPNAV SAAR-N FORM 5239/14 (JUL 2008). 

REF C IS ALCOM 090-08 (NETWARCOM COMPUTER TASKING ORDER (CTO) 08-05 SERIAL A) PROVIDING IMPLEMENTATION INSTRUCTIONS FOR THE STANDARD CONSENT BANNER AND USER AGREEMENT AND THE USE OF THE OFFICE OF THE CHIEF OF NAVAL OPERATIONS (OPNAV) FORM 5239/14 (JUL 2008). 

REF D IS JOINT TASK FORCE-GLOBAL NETWORK OPERATIONS (JTF-GNO) COMMUNICATIONS TASKING ORDER DIRECTING IMPLEMENTATION OF THE STANDARD CONSENT BANNER AND USER AGREEMENT. 

REF E IS DOD DIRECTIVE FOR INFORMATION ASSURANCE (IA) AWARENESS TRAINING. 

REF F IS DOD INSTRUCTION FOR INFORMATION ASSURANCE IMPLEMENTATION.  

REF G IS JOINT STAFF INSTRUCTION FOR IA AND SUPPORT TO COMPUTER NETWORK DEFENSE (CND).

REF H IS THE JOINT ETHICS REGULATION COVERING USE OF FEDERAL GOVERNMENT RESOURCES. REF I IS THE DEPARTMENT OF THE NAVY (DON) CIO POLICY MESSAGE REQUIRING EFFECTIVE USE OF DON INFORMATION TECHNOLOGY (IT) RESOURCES.//

POC/JULIE ROSATI/CDR/UNIT:OPNAV N2N6/NAME:ARLINGTON VA /EMAIL:JULIANA.ROSATI(AT)NAVY.MIL/TEL:571-256-8523//

POC/SCOTT CUMMINS/CIV/UNIT:FLTCYBERCOM CIO22/NAME:NORFOLK VA

/TEL:757-492-8755 X2/EMAIL:SCOTT.D.CUMMINS(AT)NAVY.MIL//

GENTEXT/REMARKS/1. 

PURPOSE. THIS COORDINATED DEPARTMENT OF THE NAVY DEPUTY CHIEF INFORMATION OFFICER, NAVY, (DDCIO(N)) AND FLEET CYBER COMMAND (FLTCYBERCOM) NAVY TELECOMMUNICATIONS DIRECTIVE (NTD) ANNOUNCES THE IMPLEMENTATION OF REF A, OPNAV FORM 5239/14 (REV 9/2011), SAAR-N.

2. CANCELLATION. THIS MESSAGE ANNOUNCES THE IMMEDIATE CANCELLATION OF REFS B AND C.

3. APPLICABILITY AND SCOPE. THIS NTD APPLIES TO ALL USERS REQUIRING ACCESS TO NAVY IT RESOURCES. ALL USERS INCLUDE BUT ARE NOT LIMITED TO UNITED STATES (U.S.) ARMED FORCES MEMBERS, U.S. CIVIL SERVICE EMPLOYEES, DEPARTMENT OF DEFENSE CONTRACTORS, AND NON-U.S. GOVERNMENT PERSONNEL (INCLUDING FOREIGN MILITARY PERSONNEL, FOREIGN CIVILIAN EMPLOYEES, OR LOCAL NATIONALS IN HOST COUNTRIES).

NOTWITHSTANDING, PERSONNEL CONDUCTING AUTHORIZED IA TESTING, INCLUDING OFFICIAL RED TEAM TESTING, MAY CONDUCT ACTIVITIES CONSISTENT WITH THEIR OFFICIAL AUTHORIZATION.

4. ACTION. PER REF D, ALL USERS REQUIRING ACCESS TO NAVY IT RESOURCES (E.G., NETWORKS, PERSONAL ELECTRONIC DEVICES (PED), PERSONAL DIGITAL ASSISTANTS (PDA), LAPTOPS) MUST SIGN A SAAR FORM.

A. REF A IS THE NAVY APPROVED SAAR FORM UTILIZED FOR GRANTING IT SYSTEM ACCESS AND EMPHASIZES THE KEY RESPONSIBILITIES AND REQUIREMENTS ESTABLISHED BY EXISTING LAW, EXECUTIVE ORDERS, REGULATIONS AND INSTRUCTIONS (REFS D THROUGH I) THAT PERSONNEL NEED TO KNOW WHEN USING NAVY IT RESOURCES. REF A IS AVAILABLE FOR DOWNLOAD AT HTTPS:(SLANT SLANT)INFOSEC.NMCI.NAVY.MIL/MAIN/HOME?P=3-1

(ONCE THERE, CLICK ON DOCUMENTS, THEN NAVY, THEN USER ACKNOWLEDGEMENT DOCUMENTS). IT IS ALSO AVAILABLE AT NAVAL FORMS ONLINE AT HTTPS:(SLANT SLANT)NAVALFORMS.DAPS.DLA.MIL/FORMSDIR/_OPNAV_5239_14_7631.PDF

B. ALL CURRENT USERS FOR WHOM A PREVIOUS SAAR-N FORM IS NOT ON FILE SHALL COMPLETE AND SUBMIT REF A IN ORDER TO GAIN SYSTEM ACCESS.

USERS WHO HAVE A SAAR-N FORM (REF B) ON FILE ARE NOT REQUIRED TO COMPLETE A NEW FORM (REF A) UNTIL TRANSFERRING TO A DIFFERENT COMMAND, REQUESTING ACCESS TO A DIFFERENT SYSTEM, OR ARE OTHERWISE DIRECTED.

C. USERS SHALL COMPLETE DOD ANNUAL IA AWARENESS TRAINING AS DISCUSSED IN REF E PRIOR TO SIGNING A SAAR-N FORM (REF A).

INSTRUCTIONS TO COMPLETE A SAAR-N ARE PRINTED ON PAGE 4 OF THE FORM. USERS SHALL ENTER DATA IN PART I, READ THE ADDITIONAL REQUIRED CONTENT IN BLOCK 22, AND SIGN AND DATE BLOCKS 24 AND 25. COMPLETED FORMS SHALL BE RETAINED BY COMMAND IA MANAGER AND/OR SECURITY MANAGER.

D. ALL COMMANDS MUST BRIEF NAVY IT RESOURCE USERS ON THEIR INDIVIDUAL INFORMATION AND INFORMATION SYSTEM SECURITY RESPONSIBILITIES, INCLUDING CONSENT TO MONITORING. DOING SO WILL HELP USERS UNDERSTAND THEIR RESPONSIBILITIES AS ENUMERATED ON THE SAAR-N FORM.

E. COMPLETION OF REF A SHALL BE A ONE-TIME REQUIREMENT FOR EACH INDIVIDUAL USING NAVY IT RESOURCES AT A COMMAND UNLESS OTHERWISE DIRECTED.

F.  FORMS MAY BE ELECTRONICALLY STORED, TRANSMITTED, FAXED OR MAILED. IF TRANSMITTED ELECTRONICALLY, THE EMAIL MUST BE DIGITALLY SIGNED AND ENCRYPTED. PER REF F, SAFEGUARD PII WHEN STORING SAAR-N FORMS.

5. FORM UPDATES. THE KEY MODIFICATIONS REFLECTED IN REF A ARE DESCRIBED BELOW.

A. REMOVED REQUIREMENT FOR USERS TO PROVIDE LAST FOUR OF SOCIAL SECURITY NUMBER.

B. SIGNATURE: FORM HAS BEEN MODIFIED TO ALLOW FOR DIGITAL SIGNATURE.

PEN AND INK SIGNATURE IS ACCEPTABLE FOR USERS WHO DO NOT HAVE THE ABILITY TO DIGITALLY SIGN THE FORM.

C. USER AGREEMENT AND RESPONSIBILITIES OUTLINED PREVIOUSLY IN BLOCKS 26 AND 30 OF REF B REMAIN IN EFFECT AND ARE NOW REPRESENTED IN BLOCK 22 OF REF A. SOME EXAMPLES OF THE MODIFIED USER RESPONSIBILITIES INCLUDE:

C.1. REMOVED STATEMENT: USERS SHALL NOT ACCESS COMMERCIAL WEB-BASED E-MAIL (E.G. HOTMAIL, YAHOO!, AOL, ETC).

C.2. ADDED STATEMENT: USER SHALL PROTECT AUTHENTICATION TOKENS (E.G., COMMON ACCESS CARD (CAC), ALTERNATE LOGON TOKEN (ALT), PERSONAL IDENTITY VERIFICATION (PIV), NATIONAL SECURITY SYSTEMS (NSS) TOKENS) AT ALL TIMES. AUTHENTICATION TOKENS SHALL NOT BE LEFT UNATTENDED AT ANY TIME UNLESS PROPERLY SECURED.

C.3. ADDED STATEMENT: USER SHALL OBSERVE POLICIES AND PROCEDURES GOVERNING THE SECURE OPERATION AND AUTHORIZED USE OF A NAVY INFORMATION SYSTEM.

C.4. ADDED STATEMENT: USER SHALL EMPLOY SOUND OPERATIONS SECURITY MEASURES IN ACCORDANCE WITH DOD, DON, SERVICE AND COMMAND DIRECTIVES.

D. A DETAILED LIST OF MODIFICATIONS OF THE SAAR-N FORM AND USER RESPONSIBILITIES CAN BE FOUND ON THE INFOSEC WEBSITE: HTTPS:(SLANT SLANT)INFOSEC.NMCI.NAVY.MIL (ONCE THERE, CLICK ON DOCUMENTS, THEN NAVY, THEN USER ACKNOWLEDGEMENT DOCUMENTS).

6. THIS NTD WILL REMAIN IN EFFECT UNTIL CANCELLED OR REPLACED. ALL EFFECTIVE NTD'S ARE POSTED ON THE NETWARCOM AND INFOSEC PORTALS:

A. HTTPS:(SLANT SLANT)WWW.PORTAL.NAVY.MIL/NETWARCOM/CIO/

POLICYDIRECTION/DEFAULT.ASPX (NOTE - NEW LOCATION ON THE FLTCYBERCOM PORTAL IS UNDER CONSTRUCTION. WHEN ACTIVE, OLD LOCATION WILL REDIRECT TO NEW) B. HTTPS:(SLANT SLANT)INFOSEC.NMCI.NAVY.MIL C. HTTPS:(SLANT SLANT)INFOSEC.NAVY.MIL

NOTE: ONCE ON INFOSEC, SELECT DOCUMENTS, AGAIN SELECT DOCUMENTS, THEN SELECT FLTCYBERCOM, SELECT NTD'S FROM LEFT SIDE MENU. AS ALTERNATIVE, ONCE ON INFOSEC, SELECT DOCUMENTS FROM DOCUMENTS MENU, SELECT NTD'S FROM FLTCYBERCOM MENU.

7. REQUEST WIDEST DISSEMINATION.//
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