18.11 APPENDIX K: UPDATE CERTIFICATES ON CAC USING UMP/PIP 

DMDC's User Maintenance Portal (UMP), in conjunction with the Post-Issuance Portal (PIP), is designed to process CAC holder requests to update e-mail addresses, e-mail certificates, and add and update CAC applications. UMP was created to allow users the option of performing these updates from the convenience of their own desktop instead of requiring them to queue at a RAPIDS issuance location. In addition to increasing user convenience, the UMP relieves organizations of the administrative burdens currently associated with processing CAC holder post-issuance requests. Most importantly, the UMP accomplishes these goals without compromising the high level of security provided by current processes 

DoD Personnel with CACs no longer have to wait at a DEERS facility in order to update certificates on their CACs. Personnel may now update e-mail addresses and certificates from their own workstations. This includes all branches and service components of Military, Civil Servants, and Contractors of the Department of Defense (to include Armed and Uniformed services of the Army, Navy, Marine Corps, Coast Guard, Air Force, Public Health Service, and NOAA). 

Important: Changing your email address will result in the inability to use the new email certificates unless your CAC is properly registered on your PC and in your global address book. If you have email encrypted with your old email certificate, you will need to recover the old email certificate from DISA with the help of your Systems help desk. 

Instructions for updating the certificates on a CAC are as follows: 

1. Go to the following website: https://www.dmdc.osd.mil/ump/umpmain.htm. 

2. Click on the Replace Certificate link. 

* Result: A pop-up box stating "Please insert the CAC into the recipient reader" will appear. 

3. Click OK. 

* Result: Another pop-up box will appear asking for your PIN. 

4. Type in your PIN, then press Enter. 

* Result: The update will take about 5 minutes. 

Note: The UMP/PIP will allow the user to update their email without the VO reissuing their CAC and thus saving cardstock. 

For more information on UMP/PIP, visit the Common Access Card User Maintenance Portal web site: https://www.dmdc.osd.mil/ump/umpmain.htm. If you have any questions regarding the UMP/PIP, please contact the DMDC Support Center (DSC) User Help Desk 24x7x365 at 1-800-372-7437 or DSN 698-5000 (CONUS) / 312-698-5000 (OCONUS) for assistance.

