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DEFARTMENT OF THE NAVY
COMMANDER
NAVAL NETWORK WARFARE COMMAND
2465 GUADALCANAL ROAD SUITE 12
VIRGIMLA BEACH VA 23453-3226

L2319
Ser ODRASOTTIT

APR 06 2010

From: Commander, Naval MNetwork Warfare Command
To: Commander, Navy Installation Command

Subj: AUTHORIZATION TO OPERATE (ATO)/TYPE ACCREDITATION THE
UNCLASSIFIED STAND-ALONE PERSONNEL ACCOUNTABILITY SYSTEM
(PAS) VERSION 2.1 ABOARD U.S. NAVY SHIPS AND
INSTALLATIONS (FY10LO487)

Ref: (a) OPNAV Instruction 5239.1C, Navy Infermation Assurance

(IA) Program of 20 Aug 08

(b) DON CIO Washington DC 3115172 Mar 0B Department of
the Navy's Transition Plan from DITSCAP to DIACAP

(c} DoD Instruction 8510.01, DoD Information Assurance
Certification and Accreditation Process (DIACAP)
of 28 Nov 07

{d} CICSI 6211.02C, Defense Information System Network
(DISN) : Policy and Regponsibilities of 9 Jul 08

(e} CICSM 6510.01 CH-3, Defense-In-Depth: Information
Assurance (IA} and Computer Network Defense (CND)
of 25 Mar 03

(f) COMNAVNETWARCOM Norfolk VA 2116002 Dec 08 Havry
Telecommunications Directive (NTD) 11-06, Promulgaticn
of the System Identification Profile (SIP) for Nawvy IT
Certification and Accreditation Process

(g} COMNAVNETWARCOM Norfolk VA 022152Z May 08 Announcement
of the Sustainability and Supportability Document

{h} DoD Instruction B8500.2 Information Assurance (IA)
Implementation of 6 Feb 03

(1) NAVCYBERDEFOPSCOM Norfolk VA 062305Z Mar 06 NCDOC
Computer Tasking Order (CTO) 06-02 Directive for
Automated Scanning and Remediation of Network
Vulnerabilities

(7} DoD Directive B570.01, Information Assurance
Training, Certification, and Workforce Management
of 15 Aug 04

(k} DoD 8570.01-M, Information Assurance Workforce
Improvement Program of 19 Dec 05
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Subj: AUTHORIZATION TO OPERATE (ATO)/TYPE ACCREDITATION THE
UNCLASSIFIED STAND-ALCNE PERSONMNEL ACCOUNTARILITY SYSTEM
(PAS) VERSION 2.1 ABOARD U.S. NAVY SHIPS AND
INSTALLATIONS (FY1O0LO487)

(1] OPNAV Navy-Marine Corps Unclassified Trusted Network
Protection (UTNProtect) Policy, Ver 1.0 of 31 Oct 02
w/changes

(m} DeD CIO Memo, Encryption of Sensitive Unclassified
Data at Rest (DAR) on Mobile Computing Devices and
Removable Storage Media of 3 Jul 07

(n) DON CIO Washington DC 081605Z Jan 09 DON Federal
Information Security Management Act Goals for FY 2009

(o} DON CIO Washington DC 181430Z May 09 Department of
the Navy Privacy Impact Assessment (PIA} Guidanes

(p) DON CIO Washington DC 2916002 Feb 08 DON Contingency
Plans and Testing Guidance

(g} Defense Information Systems Agency (DISA) SIPRNET
Global Information Grid (GIG) Interconnection
Approval Process (GIAP) Connection Requirements
of Oct 06

(r) COMNAVNETWARCOM ltr 5239 Ser ODAA/1705, Nawvy ODAA
Guidance Memorandum 02-07; Guidance for a
Comprehensive Plan of Action and Milestones (POA&M)
of 14 Jun 07

(8) Information Assurance Tracking System (IATS) website
https://iats.nmei.navy.mil, Reference # 16181

Encl: (1) Signed Certification and Accreditation (CEA) Package
Signature Page
{2) Signed Contingency Plan Signature Page

1. By authority granted in reference (al, an ATO is hereby
granted for the operation of the unclassified stand-alone PAS
Version 2.1 aboard U.S. Navy Ships and Installations. This ATO
serves as a Type Accreditation and requires installation and
management per the approved configuration along with site
installation Certification and Accreditation (C&A) documentaticn
updates, and is granted in accordance with references (b) and (e},
in compliance with references (d) through (r), and based on review
of the information contained in reference (8) . Enclosures (1) and
(2) are approved. This accreditation does not allow connection to
any networks outside of the accreditation boundary.

2. This ATO expires on 22 March 2013 ar sooner if there are
modifications that change the security posture of the atand-
alone PAS Versiocn 2.1. Changes must be submitted in writing

2
FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY

Subj: AUTHORIZATION TO OPERATE (ATO)/TYPE ACCREDITATION THE
UNCLASSIFIED STAND-ALONE PERSONNEL ACCOUNTABILITY SYSTEM
(PAS) VERSION 2.1 ABOARD U.S5. NAVY SHIPS AND
INSTALLATIONS (FY1OLO487)

through the Echelon II representative for Certification and
Accreditation processing prior to implementation.

3. PAS is a smartcard compatible application developed to
automatically establish and maintain accountability of
individuals assigned access rights to a designated facility or
ship. PAS generates reports that provide a current snapshot of
those present and those departed from a ship or facility as well
ag archive reports of historical activity by date, event,
person, and location. Individuals are registered in the
application’'s database either manually, by reading demographic
data stored on the Integrated Circuit Chip (ICC}) of their
Smartcard, or through the import of a comma separated value
(*.cav) file,

4. The PAS Version 2.1 has been designated as Mission Assurance
Category (MAC) Level II, and is authorized to process
information at a confidentiality level of sensitive up te
Unclassified FOUO in the System High mode of operation.

5. Reference (j) establishes policy to implement Information
Assurance (IA) training, certification and workforce management
programs for all DoD Component personnel. You are required to
take appropriate action, in accordance with references (j) and
(k) , to ensure the identification and categorization of positicns
conducting IA functions. This includes ensuring that these
individuals are trained and certified in order to professionalize
personnel commensurate with their Information System (IS) user
responsibilities and IA functions, and to document and track IA
awareness training and certification status. IA training and
certification requirements alsc apply to authorized contractor
ugers and contractor personnel performing IA functions.

&. A per the certification determination letter dated

25 March 2010 and contained in refearence (s), the overall risk
was identified as Low. In order to retain this ATO, you are
required teo comply with all DoD and Navy pelicy requirements for
IA and ensure the items listed below are accomplished. HNon-
compliance may result in termination of this ATO.

a. Technical issues: None

b. MNon-technical issues:
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Subj: AUTHORIZATION TO OPERATE (ATO)/TYPE ACCREDITATION THE
UNCLASSIFIED STAND-ALONE PERSONMNEL ACCOUNTABILITY SYSTEM
(PAS} VERSION 2.1 ABORRD U.S5. HAVY SHIP=S AND
INSTALLATIONS (FY10LD4B7)

(1) The IA Controls listed below have been identified as
"inherited” from the operational site. Prior to installation of
the PAE Version 2.1 the operational site must wvalidate that
these IA Controls are compliant within the gite’'s accreditation
boundary. The Program Management Office (PMO) must be notified
if any “inherited® IA Controls are found to be non-compliant or
become non-compliant as a result of system implementation. If
this system is installed with non-compliant IA Controls, the
installation may invalidate the operaticnal site's
accreditation.

{(2) Installation sites are required to check for PAS
IAVA updates and ensure that Virus definition files are kept up-
to-date via a DOD approved method and within required time
periods. The IAM is required to document these actions.

List of Inherited IA Controls:

COBR-1 CODE=-2 CODP-2 COEF-2 COMS-2 COP5-2
CosP-1 COosW-1 DCDS-1 DCHW-1 DCSD-1 DCSR=-2
DCS8-2 EBED-2 ECVE-1 PECF-1 PECS=-1 PEDI-1
PEEL~-2 PEFD-2 FEFI-1 PEFE-2 PEHC=-2 FPEMES-1
PEPF-1 PEPSE-1 PESL-1 PEEP-1 PESS-1 PETC-2
PETN-1 PEVC-1 PEVR-1 PRAS-1 PRMP-1 FREB-1
PRTH-1 VIIR-1 VIVM-1

c. Ensure implementation of personnel and non-technical
pecurity controle described in the DIP version 2.2 dated 2 March
2010 contained in reference (s).

d. Ensure implementation of the Information Assurance
Vulnerability Management program reguired patches/fixes per
reference (a). '

e. Ensure identification and currency of the Information
Asgurance Manager associated with this system in the DIACAP Team
Roles, Member Names and Contact Information section of the SIP
reference (f).

f. Ensure annual testing of your site contingency plan per
reference (e} .

g. Ensure compliance with Navy firewall configuration
guidance, as defined by reference (1).
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Subj: AUTHORIZATION TO OPERATE (ATO)/TYPE ACCREDITATION THE
UNCLASSIFIED STAND-ALONE PERSOMMEL ACCOUNTABILITY SYSTEM
(PAS) VERSION 2.1 ABOARD U.S. NAVY SHIPS AND
INSTALLATIONS (FY10L0487)

h. Ensure use of only those legacy applications that have
been approved by the Functional Area Manager (FAM) and accredited
by the HNawvy ODAA.

i. Ensure compliance with requirements for proper protection
of data and systems, as defined by reference (h).

j. Ensure implementation of automated enterprise-wide
vulnerability scanning, security patch remediation and
compliance reporting toocls on Navy NIPRNET and SIPRMNET assets,
as directed by reference (i).

k. Per reference (m), ensure all unclassified DoD data at
rest that has not been cleared for public release and is stored on
mobhile computing devices or removable storage media is treated as
sensitive data and encrypted using DoD approved encryption
technology.

l. Reference (o) expanded the requirement to complete and
submit a PIA (DoD Form 2930 Nov 2008) for all DON systems
whether or not the system collecte, maintains or disseminates
Perscnally Identifiable Information (PII). IT systems with no
PIT will submit Section 1 of the PIA form, obtain local
signatures and send to DON CIO. IT systems with PII must
complete Sections 1 through 4 and submit to DON CIO for
approval. Reference (o) contains guidance and procedures to
submit an approved PIA or a Plan of Action and Milestones
(POA&EM) in lieu of an approved PIA as part of the system C&A
package. Questions regarding DON PIA guidance and reporting
should be submitted to the DON CIO Web site:
http: //www.doncio.navy . mil.

m. Enpure a Supportability and Sustainability document is
signed and submitted as per reference (g) and yearly thereafter
as part of the annual reguirements.

7. Reference (n) identifies DON goals to maintain 100% ATO or
Interim ATO accreditation status of all systems regquiring
certification and accreditation, and maintain 100% compliance
with FISMA required annual security reviews, annual testing of
gecurity controls, and annual evaluation of contingency plans.
Each system must maintain compliance with reguired annual
reviews, tests, and evaluations within the 12 month pericd of
the last review cycle performed. You are reguired to take
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Subj: AUTHORIZATION TO OPERATE (ATO)/TYPE ACCREDITATION THE
UNCLASSIFIED STAND-ALONE PERSONNEL ACCOUNTABILITY SYSTEM
(PAS) VERSION 2.1 ABOARD U.2, NAVY SHIPS AND
INSTALLATIONS (FY10LO4B7T)

action to achieve DON FISMA accreditation and annual systems
test, evaluation and review goals or be subject to DON non-
compliance actioms.

8. Consent to Monitor - In accordance with the requirements of
reference (d), NAVNETWARCOM acknowledges that Defense Information
Systems Agency (DISA) will conduct periodic monitoring of Navy
networks. NAVNETWARCOM acknowledges and consents to DISA
conducted assessments to include periodic, unannounced
vulnerability assessments on connected host systems to determine
effective security features and enhance IA posture.

8. POC: Ms. Marianne Chalut, Legacy Enterprise Security Lead
2r Darcee Branham, CTR, (757) 417-6719 ext., 0, Email:
NNWC ODAASnavy.mil.

T. M." JOHNSON
By direction

Copy to:
IATS Ref # 16181
CNIC CIO Washington DC
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C&A PACKAGE SIGNATURE PAGE

Thin IMAUAF Cenification and Accroditinon (CAA) Pickage dormments the seourity requircmonts snd conditions
necessany for Accroditation of PAS 1.1, Ths C&A package is o living document that contains or references all
mfifinaton neorssany 0 make a0 ohjoctive, managoment-kovel decision amd represents an agreement among the
PAS User Heprevemiatives. Program Mamager {(PM), Valideior, Centification Authority (CAL and Designated

WMEHAMfMlHHMﬂMMMﬂFHMhm-ﬂ

Iin docusrent sbdiesses contificmon requinemen for @ system acoreditation a5 defined in the Department of
Defense | Uol) ) Information Assistance Ueriification snd Accreditation Pricess (DLACAP). The devebopmeont of this
PAS C&A package i w suisfy DIACAP requinements of the Department of Defense Instruction (Doli)
Memorandum 85 10.bb, Imerim Depanment of Defense (DoD) Information Assurance (IA) Centification and
Accredatation (& A) Procon Guidence Memorsadm. Federal Information Secority Management Act (FISMA),
wamlm;mﬂ-;mllmm-mm:m:t--m--ﬁuwdm
DL Chief of Navad Operations (CNO), Information Assurance (1A ) Publication (PLIB) 523911 Vohame L The

PAS CEA package iv o lving document mnd will be the andl
4 ». uplibed an wyubem develipinenl progrese B

The undersagned comou with the information contained in this CAA package and agroe that it sccurmely describes
the scurmy implemented for PAS Thin agreement, i effect, cortified that the PAS mests the security requiremenin
Em:ﬁmmmnﬂwmmrhmmﬁ levei m describest
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W . 26 Mar 10
Mr. Faul Hilion Deate
CEMSP AW ARSYSCDM

Navy Certifving Authority (CA)

M G i&ﬁa

Ar. T. M. JoKnson
COMMNAVNETWARCOM

Operational Designated Accrediting Authority (ODAA )
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Approval & Agreement for the
Contingency Plan for Personnel Accountability System (PAS)
DADMS Number: 76180

Information Technology (1T) systems are vulnerable 1 a variety of disruptions. rnging from
ﬂi:;.m-mwwﬂﬁwﬁihﬂmmlmwm
fire). hlmy“whmhﬁlim‘c-bemininiﬂwﬂmwm“m“
operational sohations as parn of the organization’s risk management elfort: however. it is virtually
impassible to completely eliminate all nisks.

Contingency planning will mitigaie the risk of system and service unavailability by focusing on
effective end efficient recovery solutioms.

This contingency plan contains or references all information pecessary to make an objective,
WMMMMHWMIMWM
Accrediting Authority (IDAA), Program Manager (PM), and the User Representative regarding
ihe contingency plan for the Personnel Accountability System.

The undersigned concur with the information contained in this contingency plan and agree that it
sccurmiely describes the efforts 1o be implemented 10 maintain the operation of the Personnel
Accountability Svstem.

Operational Defignated Accrediting Authority (T. M.
Johnson ). Commander, Naval Network Warfare Comemand

evee (2)
Fore Ofeieipl UsSE O:.JL:)(



